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Chapter 1. Apache
Introduction

Apache isaweb server, that hasit's roots in the CERN web server, but naturally has
come along way since those early days. It is the most widely used web server on the
Internet today, and it is unlikely that much will topple it from that position in the
near future. It's widespread use can, in some part, be attributed to the ease with
which it can be integrated with content technologies like Zope, databases like
MySQL and PostgreSQL and others (including Oracle and DB2) and the speed and
versatility offered by Web rapid application development (RAD) languages like
Personal Home Page (PHP). It is highly configurable, flexible and most importantly,
itisopen. This had lead to a host of development support on and around A pache.
External modules such as mod_rewrite, mod_perl and mod_php have added fist-fulls
of functionality as well asimproved the speed with which these requests can be
serviced. It has, in no small part, played arole in the acceptance of the Linux
platform in corporate organizations.

In this module, we will learn how to configure and optimize Apache to serve web
pages - it's primary function (although by no meansit's only use). We will also learn
how to write some simple CGlI scripts for use in generating interactive web pages.
But enough. Let'sdiveright in.

The Basics

The protocols

The world wide web runs on a protocol known as http or the hypertext transport
protocol. Thiswas first developed by Tim Berners-Lee in 1989. Hisinitial ideawas
to provide a mechanism of linking similar information from disparate sources.
Similar in concept to the way your mind might work. Http is the protocol that is the
most utilized on the Internet today. It is still part of the TCP/IP protocol stack, just
the same as SMTP, ICMP and others, but'sit's responsibility is transferring data
(web pages) around the Internet.

Apache versions

Apache comesin two basic flavors: Apache version 1.3.x and version 2.x. Since the
configuration of these two differ quite substantially in some places, we will focus
this course on the configuration of version 2. Should you still be running version 1.3,
we suggest you upgrade. You'll need to do it at some point, so the sooner the better
(IMHO). If you can't, most of this course will apply to you, but your mileage may
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vary somewhat.

Basic server design

The Apache web server has been designed to be used in either a modular or
non-modular way. In the former, modules are compiled separately from the core
Apache server, and loaded dynamically as they are needed. This, asyou can
imagine, isvery useful asit keeps the core software to a minimum, thereby using
less operating system resources. The downsides of course are that the initial startup
of the server isalittle slower, and the overhead in loading a module adds to the
latency in offering web pages. The latter means of compiling Apacheisto include al
the "modules’ in the core code. This means that Apache has a bigger "footprint", but
the latency overhead is down to the bare minimum. Which means you use is based
upon personal choice and load on you web server. Generally though, when you
unpack an Apache that has been pre-compiled (i.e. It'saready in a.deb or .rpm
package format), it is compiled to be modular. Thisis how well useit for this
course.

Basic configuration

The core Apache server is configured using one text configuration file -

htt pd. conf . Thisusually residesin/ et ¢/ ht t pd, but may be elsewhere
depending on your distribution. The ht t pd. conf fileisfairly well documented,
however there are additional documentation with Apache that is an excellent
resource to keep handy.

The server has 3 sections to the configuration file:

1. Theglobal configuration settings
2. Themain server configuration settings

3. Thevirtua hosts

Global configuration settings

In this part of the configuration file, the settings affect the overall operation of the
server. Setting such as the minimum number of serversto start, the maximum
number of serversto start, the server root directory and what port to listen on for http
requests (the default port is 80, although you may make this whatever you wish).

Main server configuration settings
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The magjority of the server configuration happens within this section of the file. This
is where we specify the Docunment Root , the place we put our web pages that we
want served to the public. Thisiswhere permissions for accessing the directories are
defined and where authentication is configured.

The virtual hosts section

Hosting of many sites does not require many servers. Apache has the ability to
divide it'stime by offering web pages for different web sites. The web site
www.QEDux.co.za, is hosted on the same web server as www.hamishwhittal .org.za.
Apache is operating as avirtual host - it's offering two sites from a single server.
We" configure some virtual hosts later in the course.

We're out of the starting blocks

So, let's begin by configuring a simple web server, creating aweb page or two and
build on our knowledge from there.

Init'ssimplest form, Apacheis quite easy to configure. Freshly unwrapped out of
the plastic, it isamost configured. Just a couple of tweaks and we're off.

The Listen directive

Directives are keywords that are used in the configuration file. The listen directive
for example would tell the server what port it will be listening on.

Li sten 80

Will listen on port 80, the default web server port. Directives are case insensitive, so
"Listen" and "listen" will be the same directive.

The ServerAdmin directive

Thisisthe email address of the administrator of thisweb server. Generally, web
administrators use some generic name such as webmaster @QEDux.co.za, rather
than their own name. | suggest you follow that convention. How do you get this
email relayed to your personal email address? Create an alias on the mail server
(whichis covered in the configuration of the MTA).

In my case, I've set mine asfollows:
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Server Adm n webm st ress@XEDux. co. za

The DocumentRoot directive

Finally, to get us going, we need to verify our Docunent Root directive. This
dictates where out actual .html pages will reside. The Docurrent Root on my
machineis:

Docunent Root /var/ww/ ht i

Since this where the html files reside, you will need to put afile in this directory
calledi ndex. ht m . Thei ndex. ht m fileisattached to this course and is called
i ndex-first.htm .Notonlywill youwill need to copy it to your

Docunent Root directory but you will also be required to rename it to

i ndex. ht m . When aclient entersthe URL in their browser asfollows:

htt p: // ww\v. QEDux. co. za/

they expect to get thei ndex. ht m pagein return. The web server in turn, appends
the"/" to the end of the Documnent Root in order to find the page in question. This,
in essenceis similar to a chroot in Linux. When you chroot, you "hide" the real path
to the file system, presenting the user with what looks like the root directory. Here
the same applies. Y ou would not want your clientsto be able to see that the real
directory livesin/ var / www ht mi , they should just seeita"/"

Starting Apache

Starting Apache can be done from the command line. However before you jump in
boots and al, it might be wiseto run your ht t pd. conf filethrough the syntax
checker. Start by getting help on the httpd options:

httpd -?

Once you've scanned the options (and of course read the man page for httpd ;-), you
can run the syntax checker using the switch:

httpd -t




which should tell you whether you've made any glaring errorsinthe ht t pd. conf
file. If not, we'rein business. Now run:

ht t pd

Thiswill pause briefly on the command line and then return you to the prompt. Now,
it isworth looking at the httpd process BEFORE looking at the web page
(i ndex. ht m ) you copied to the Docunent Root earlier. To do thistype:

ps -ef|grep httpd

Inmy case, | see:

r oot 1983 1 2 22:36 7 00: 00: 00 htt pd

Now, using atext browser like links or lynx, type the following command:

| ynx http://your-1P-address/index. ht ni

Bingo, the page is served to you. If you don't have lynx or links (both text based
browsers) then fire up your old trusty GUI browser and type in the address.

Now, we need to look back at the httpd processes running on your system after
you've retrieved the web page. Again type:

ps -ef|grep httpd

Now, in addition to the one server owned by root, another stack of serversare
running, all being owned (in my case) by Apache.

apache 1791 1788 0 10:44 ? 00: 00: 00 /usr/sbin/httpd
apache 1792 1788 0 10:44 ? 00: 00: 00 /usr/sbin/httpd
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apache 1798 1788 0 10:44 ? 00: 00: 00 /usr/sbin/httpd

Why isthis? Why are there many servers started when you purposely only started
one?

Multi-processing Modules (MPM)

Apache has been designed to run using child processes and threading. In essence,
these features make it possible for Apache to service incoming client requestsin a
timely and efficient manner. It isimportant to understand the difference between
threading and child processes. While thisis not essential to the basic configuration
of Apache it will help you understand how Apache is servicing the client requests.

Apache uses two sets of modules to address these modes of operation, namely:

1. theworker module for the threading and

2. theprefork module for the handling of the child process

The diagram below is a schematic showing the worker module in action.

Figure1.1. The Apache Worker Module
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It works as follows:

The workers

The following description should be read in conjunction with the diagram above.
Theroot user startsthe initial process, in order that Apache can use alow numbered
port (80). Thereafter, this root-owned process forks a number of child processes.
Each child process starts a number of threads (Thr eadsPer Chi | d directive) to
answer client requests. Child processes are started or killed in order to keep the
number of threads within the boundaries specifiedin M nSpar eThr eads and
Max Spar eThr eads. Every child forks asingle listener thread which will accept
incoming requests and forward them to aworker thread to be answered. Other
parameters used in the worker.c directive are:

Maxd i ent s: Thisisthe maximum number of clients that can be served by all
processes and threads. Note that the maximum active child processes is obtained by:
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MaxCl i ents / ThreadsPer Chil d

Server Li mi t isthe hard limit of the number of active child processes. This
should always be greater than:

MaxCl i ents / ThreadsPer Chil d

Finally, Thr eadLi mi t isthe hard limit of the number of threads. This should also
be larger than Thr eadsPer Chi | d

All thisis bounded by thel f Modul e wor ker. c </ | f Modul e> directives. On
the whole, you probably will not need to modify these settings, but at least you know
what they are for now.

The child processes

Handling requests using the prefork module is similar in many respects to the worker
module, the main difference being that this is not a threading modules, meaning that
threads do not answer the client http requests, the child processes themselves do.
Again, root startstheinitial httpd process in order to bind to alow-numbered port.

The startup process then starts a number of child processes (St ar t Ser ver s) to
answer incoming requests. Since children in the prefork module do not use threads,
they have to answer the requests themselves. Apache will regulate the number of
servers. M nSpar eSer ver s isthe minimum number of spare serversthat will be
running at all times, with the upper limit bounded by MaxSpar eSer ver s. The
Maxd i ent s will be the maximum number of client requests that may be
answered at one time. Finally, the Max Request sPer Chi | d isthe number of
requests that a single child process can handle. All these are configurable within the
| f Modul eprefork.c</ | f Modul e> directives, however the defaults will probably
suite you for the purpose of this course and probably for a server in the office too.

Http ports

By default, web servers will mostly listen on port 80. While thisis not a prerequisite,
the browsers almost without fail will try to connect to aweb server on port 80. So,
the two need to co-encide - naturally. Linux ports below 1024 are considered
well-known and only root can bind to these ports from the operating systems level.
Hence the need to start Apache as root, and thereafter switching to an Apache (or
other) user. As of Apache 2, aport must be specified within the configuration file as
defined by the Listen directive. By default, Apache will offer web pages on every IP
address on the server on this port. In some instances, this may not be the desired
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operation. Thus the Listen directive can also take an IP address and a port number as
follows:

Li sten 10.0.0.2: 1080
Li sten 192. 168. 1. 144: 80

Here the server contains two host addresses each answering http requests on
different ports.

Modularity of Apache

As mentioned earlier, Apache can be used as a monolithic server (all modules
required are compiled into the executable), or in amodular fashion using dynamic
shared objects (DSO's). The latter is the preferred means of using Apache as the
server has a smaller memory footprint. we'll discuss the DSO method of configuring
and using Apache, and leave it up to you, the learner, to read the documentation if
you wish to do anything different from this.

Modules are loaded into the core server using the mod_so module. In order to see
what modules are compiled into Apache running on your machine, you can issue the
command (on the command line):

httpd -I

On my machine, this command returns;

I inux:/ # httpd -1
Conpi | ed-i n nodul es:
core.c
prefork.c
http_core.c
nmod_so. ¢

Clearly, from our discussion earlier on worker versus prefork modules, my Apache
will use the prefork directives. Also, in order for Apache to be able to load modules
asrequired, it needs the mod_so compiled in too. If it was not compiled in, it would
be unable to load itself, never mind any other modul es!

The LoadModul e directive will load the associated module when needed. The
syntax for this directive is straight-forward.
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LoadModul e foo_nodul e nodul es/ foo_nod. so

Thiswill load foo_module from the file in the modules directory called
f oo_nod. so.

Oncethisis configured, there'slittle else to do. There are however, configuration
files that may be associated with each module. PHP for example has a configuration
file to specify run-time configuration directives. Configuration files usually residein
the same (or similar) place asyour ht t pd. conf file described earlier. On my
system, these filesresidein:

etc/ httpd/ conf.d/

Included below is the php.conf file from this directory.

i
# PHP i s an HTM.- enmbedded scripting | anguage which attenpts to
# make it easy for developers to wite dynam cally generated
# webpages.

i

LoadModul e php4_nodul e nodul es/ | i bphp4. so

#
# Cause the PHP interpreter handle files with a . php extension.
H
<Files *.php>

Set Qut put Fil ter PHP

Set I nputFilter PHP

Li m t Request Body 524288
</ Fil es>

H
# Add i ndex.php to the list of files that will be served
# as directory indexes.

i
Di rect oryl ndex i ndex. php

This configuration file is "appended” to the ht t pd. conf file when the
nod_php. so isloaded. You may notice that the structure of thisfile looks very
similar to the Apache configuration file - for good reason.

Documentation of the modulesis generally shipped with the Apache manual, which
will reside on the default web site on the web server. In my case, my default
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Docunent Root is/ var/ www ht m , so the manual for Apacheresidesin
[ var / ww manual , and the module manualsresidein
[ var / ww manual /mod/.

WEe'll cover the use of some of these modules during the course. For now though,
accept that the modules can be used for a variety of purposes.

User and group information

As mentioned earlier, Apache will run as root on startup (if you want to use
low-numbered ports). Once thisis done though, the server will start child process as
the user/group specified in the server configuration file. The User and Gr oup
directives specify this.

User <your Apache user here>
Group <your Apache group here>

Starting child processes as this user will have an effect on your CGlI
scripts running later. Wel'll cover CGI and a program called suexec later
in the course, but it is worth remembering this fact.

ServerName

Often a server may not be named the same as the host you wish your users to refer to
it as. For example, my server in my officeis called ipenguini.QEDux.co.za, while |
wish users wanting to contact my web site to use www.QEDux.co.za. Since these are
in fact the same server (using the CNAME Internet Resource Record in the DNS), |
would put my Ser ver Name as www.QEDux.co.za.

DocumentRoot

Thisdirectiveis essential to the running of Apache. It dictates where the contents on
the web site will reside. Assume that users wish to contact my web site
www.QEDux.co.za. They will typein the following URL:

htt p: // www. QEDux. co. za/ i ndex. ht

Clearly, they could have left out thei ndex. ht m |, but | have put it in herefor a
reason. Now, presumably, your i ndex. ht nl file does not reside in the root
directory. In my caseit livesin:
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var / ww/ QEDux. co. za/ ht m

So my Docunent Root directory is set to:

Docunent Root /var/www/ QEDux. co. za/ ht m

The Docunent Root directive trandates in the URL to the "Apache root directory
/", hencethe"/" on the end of the URL

htt p: //ww. QEDux. co. za/

We wouldn't want usersto typein:

htt p://ww. QEDux. co. za/ var/ ww/ QEDux. co. za/ ht m /i ndex. ht m

Apart from this presenting a security problem, it would confuse the users no end.

In sum then, the Docunent Root directory specifies the point of departure for the
i ndex. ht m page and the rest of the web site. In essence, it "hides' the
[ var / ww/ QEDux. co. za/ ht ml , parading it as"/" to the user.

OK. With al this new-found knowledge, you're wanting to get cracking with your
new web server, but wait. There's more. While we have defined the

Docunent Root and the Ser ver Nane, we still need to define what operations
can be performed in directories within the Docunent Root .

In order to do this, Apache has "container” blocks. These blocks are very XML-ish
in nature. For example, thereisaDi r ect or y container, that contains information
about a particular directory. The Di r ect or y container isclosed using a

</ Di r ect or y> container directive. Other containers include

DirectoryMat ch, Fil es, Fi | esMat ch, etc. The general format of a container
is.

<Di rect ory>
Sone options and directives go here
Sone nore options and directives

</ Di rect ory>
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By defaultiwe need to specify areally secure set of directivesfor the root (/")
directory.

<Di rectory />
Opti ons Fol | owSynli nks
Al | owOverri de None

</ Di rect ory>

Without going in to too much detail here (it will be covered later), we allow usersto
follow symbolic links from the root directory, but allow no other optionsto override
the optionsin this container. Options can be overridden using a. ht access file
(described later) if the Al | owOver ri de was set to "All".

Once weve set avery restrictive set of permission for the root directory, we set up
the permission for the Docunent Root directory.

<Di rectory "/var/ww/ QEDux. co. za/ htm ">
Opti ons | ndexes Fol | owSymnLi nks
Al | owOverri de None
Order al | ow, deny
Al'l ow from al |
</ Di rectory>

Here, the options are a little more relaxed. First, we allow users to follow symbolic
links. Also, if they happen upon adirectory without ani ndex. ht m or

def aul t. ht nl file, they will obtain an index of thefilesin the directory - ina
similar way you get an index of your directory if you type:

file:///var/log

into your browser window. We still disallow any directivessetina. ht access file
from overriding the directives set in this container, and finally we set access to this
directory. In this example, we will check the Allow list, and then the deny list of
whether this user can gain access. This may be particularly helpful when restricting
web sites to say, the help desk operators, or the call-centre people. In the example,
we first check the alow list (which admits everyone) and then the deny list (whichis
absent here), and allow or deny people accordingly.

After setting your Di r ect or y container symbol (adjust to your Docunent Root ),
you are ready to start your web server. In order to do this, you will probably want to

L dont get confused between the Docunent Root and the real root directory. Here, we are referring to
thereal file system root directory.
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create adefault web page. | have included one for download with this course -

i ndex-first.htnm .Renameittoi ndex. ht m and put it in your
Docunent Root directory. Point your browser at your machine and voila, you
should see the web page.

Thisis an example of the directory container for the "cgi-bin" directory. Note how
the directory is specified.

<Directory "/srv/ww/ cgi-bin">
Al | owOverri de None
Options +ExecCd -1 ncl udes
O der al | ow, deny
Al'l ow from al |
</ Di rect ory>

In order to use your machine name rather than your IP address in the
URL, you will have to modify your hostsfile to contain the FQDN of
your hosts. My host for example is defender. QEDux.co.za, so | put
www.QEDux.co.za as an dliasin my hostsfile asfollows:

192. 168. 1. 24 def ender. QEDux. co. za www. QEDux. co. za

Now that you have got the basic thing going, it's time to return to those optionsin
the containers. Options are controlled using a"+" or a"-" in front of the option. No
sign preceding an option is taken to mean a"+". In our preceding examples, the
option FollowSymLinks was not preceded by a"+", but the "+" wasimplied. A
subtlety hereisthat if the option is preceded by a"+", the option will be added to
any previous options as laid out elsewhere. So the options may be:

» All: Allow all options, al that is except MultiViews.

» FollowSymLinks: Follow symbolic links from this directory, even if the target
directory does not actually reside in the same Documnent Root directory.

»  SymLinkslfOwnerMatch: Follow the symbolic links, but only if the owner of the
symbolic links matches the owner of the directory in which the file currently
resides.

» ExecCGl: Allow execution of CGI scriptsin this directory

e Includes: Allow server side includes. SSI will be covered in more detail later in
the course.
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» Indexes: If the directory in which the user finds themselves does not contain any
i ndex. html ordefaul t. htm (asspecified by the directive
Directorylndex), then alisting (probably with pretty icons) will be displayed.

* MultiViews: Thisisalittle more complex. Web sites can be tailored in a number
of ways. They could offer your website in Xhosafor example, and the users
home language would be selected automatically depending on their browser
preferences. My index page may be index.xh.html as well asindex.en.html. Now
when a native English speaker views my site (with their browser configured
appropriately), they will see the English page, while when the native Xhosa
speaker views the site (browser configured correctly again), they will see the
Xhosaversion. Allowing MultiViews makes this possible. Language support is
not the only thing available in MultiViews. Text/html versus text only, jpg or gif
versus png's can also be selected based upon priorities.

The example below, taken from the Apache manual shows that text/html is preferred
over straight text and gif's and jpg's are preferred over all other image types.

Accept: text/htm; g=1.0, text/*; g=0.8, image/gif; g=0.86,
i mge/ j peg; =0.6, inmage/*; q=0.5, */*; g=0.1

Since MultiViews are a directory based directive, they need to be enabled using the
. ht access filesin adirectory in order to take effect (see a description of the
. ht access file below).

let's return now to the Al | owOver ri de directive.

e TheAl | owOverri de directiveisonly alowedinaDbi r ect or y container.

« Asmentioned earlier when discussing the "/" (root) directory, when this directive
isset to "None" the. ht access files are completely ignored.

*  When set to "All" the directivesinthe . ht access files are allowed based upon
their "Context".

Context refersto the context (or containers) in which directives are
allowed or denied. In some contexts, directives are not allowed due
to possible breaches of security, or because they don't make much
sense in the context

Other override directives include:
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» authentication directives (AuthConfig - see mod_auth for more information),

» fileinformation directives (Filelnfo - see mod_mime for more information),
directory indexing (Indexes - see mod_autoindex for more information),

» limitation of accessto the web site (Limit - see mod_access for more
information) or,

» any of the options described above - provided of course they make sense in the
context of the container (Options)

Using these optionsin, say, a. ht access filein some web directory will allow us
to limit access to that directory to individualsin a certain subnet, or show the
indexesin a particular manner, etc.

The final piece of our container pie above relates to accessto this page or site. This
all falls under the mod_access module. mod_access is responsible for controlling
access to the page/site based upon one, or anumber of criteria:

* Clients hostname

* Clients |P address and/or subnet

* Environmental variables being set

The last of theseis too complex for this course and will not be discussed now. The

other two arerelatively easy.

We may set an allow/deny directive as follows:

Al | ow from al |

which will naturally allow for access from al clients. Alternatively:

Al | ow from 172. 16. 1. 0/ 24

will alow only users on the network 172.16.1.0 to connect to the web site. Others
examples:

Al | ow from QEDux. co. za
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Only allow clients to connect from the domain QEDux.co.za.

Al | ow from\
172.16. 1.1 ipengui ni . QEDux. co. za 192. 168. 10. 0/ 255. 255. 255. 0

Only alow clients on the 192.168.10.x network to connect, as well as the hosts
ipenguini.QEDux.co.zaand 172.16.1.1.

The deny rules work identically. The only outstanding thing is to determine the order
in which these rules are applied. For that the Or der directiveisused - simply
indicating the order in which the allow and deny directives are applied.

Assuming | have the directives:

Al | ow from\

172.16. 1.1 ipengui ni . QEDux. co. za 192. 168. 10. 0/ 255. 255. 255. 0
Deny from al |
Or der Al | ow, Deny

Once amatch is made, no further checking is done. So, had | switched the Or der
directive to:

Or der Deny, Al | ow

Then even the poor souls that appear in the allow directive would not be allowed
through as the deny is denying everyone at the outset.

Virtual hosts

Apacheis able to serve anumber of different web-sites from the same machine. The
way thisis achieved is through the use of virtual hostsin the configuration file. It
should be noted that if even asingle virtual host is described, al containers outside
the Vi r t ual Host s container will beignored. Thus, if you set up even asingle
virtual host, then your original web site must fall within the VirtualHosts container
too.

There are two types of virtual hosts:
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1. namebased virtual hosts and,

2. |Pbased virtual hosts.

IP based virtual hosts require separate | P addresses in order to run, while
name-based ones run off the same | P address, but are called different things (perhaps
gadgets.co.za and widgets.co.za). We will look at name-based ones in this course.
For IP based ones, consult the Apache documentation.

Thefirst directive required isthe "NanmeVi r t ual Host ". Thisdirective isused by
the hosts to be associated with a single IP address. Remember, in name-based virtual
hosts, there may be multiple names on a single |P address. Within the

Vi rt ual Host s container, we can include all the directives we used without
virtual hosts.

An exampleisincluded below:

#t he wi dgets website

NanmeVi rt ual Host 192. 168. 0. 211

<Vi rt ual Host 192. 168. 0. 211>

Server Adnm n webnast er @v dget s. co. za

Docunent Root /var/ww/ wi dgets. co. za/ ht m

Server Nanme www. QEDux. co. za

ErrorLog | ogs/ ww. wi dgets. co. za-error _| og

Cust onmLog | ogs/ ww. wi dget s. co. za- access_| og common

<Directory "/var/ww wi dgets. co. za/ htm ">
Opti ons | ndexes +Ilncludes Fol | owSynii nks
Al Il owOverri de None
Order all ow, deny
Al'l ow from al |

</ Directory>

Alias /icons/ "/var/ww/ w dgets. co.zal/icons/"
<Directory "/var/ww w dgets. co.zal/icons">
Opti ons I ndexes Multi Vi ews
Al | owOverri de None
O der al | ow, deny
Al'l ow from al |
</Directory>

ScriptAlias /cgi-bin/ "/var/ww w dgets.co.zal/ \
cgi-bin/"

#
# "/var/ww/ cgi - bi n" shoul d be changed to
# what ever your ScriptAliased
# CA directory exists, if you have that confi gured.
#
<Directory "/var/ww w dgets. co.zal/cgi-bin">
Al | owOverri de None
Opt i ons None

Order al | ow, deny
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Allow from al |
</Directory>

</ Vi r t ual Host >

# The gadgets web site.
<Vi rtual Host 192. 168. 0. 211>
Server Adnmi n webnast er @adget s. co. za
Docunent Root /var/ww/ gadgets. co. za/ ht m
Ser ver Nanme www. QEDux. co. za
ErrorLog | ogs/ ww. gadget s. co. za-error _| og
Cust onmLog | ogs/ ww. gadget s. co. za- access_| og common

<Directory "/var/ww/ gadgets. co. za/ htm ">
Opti ons | ndexes +Ilncl udes Fol | owSynii nks
Al Il owOverri de None
O der al |l ow, deny
Al ow from al |

</Directory>

Alias /icons/ "/var/ww/ gadgets. co.zal/icons/"
<Directory "/var/ww gadgets. co. za/icons">
Opti ons I ndexes Multi Vi ews
Al | owOverri de None
O der al | ow, deny
Al'l ow from al |
</Directory>

ScriptAlias /cgi-bin/ "/var/ww gadgets. co.zal/cgi-bin/"
#
# "/var/ww/ cgi - bi n" shoul d be changed to
# what ever your ScriptAliased
# CA directory exists, if you have that confi gured.
#
<Directory "/var/ww/ gadgets. co. za/ cgi - bi n" >
Al | owOverri de None
Opt i ons None
O der al |l ow, deny
Al ow from al |
</Directory>

</ Vi r t ual Host >

Asyou can see, the widgets and the gadgets web sites are hosted on the same web
server. A client pointing their browser to widgets.co.zawould be directed to the
widgets web site, while the gadgets.co.za Thisis virtual hosting. It can get more
complex than this, but for now, this is adequate. Obviously the more virtual hosts
you require, the more Vi r t ual Host s containers you will require too.

Common Gateway Interface (CGI)

CGl ishandled in Apache using a program called suexec. This program is used to
run applications from within Apache. Naturally, thisis afairly dangerous application
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to allow anyone access to use. A simple CGlI script, with malicious intent can wreak
havoc on you system. It iswise to keep tight control over the CGI that is allowed to
run on your system. CGl is quite simple really. It is a piece of source code (such as

perl, C, Java, etc.) that runs, and creates output that in HTML format. let'slook at a
simple CGI program using the shell:

#1 [ bi n/ bash
echo "Content-type: text/htm \n\n"
echo " <HTM_>\ n"
echo "<HEAD><TI TLE>SMy First CA Scri pt </ Tl TLE></ HEAD>\ n"
echo "<BODY> \
<H1>About mny first automatically generated HTM. code \
</ H1>\ n"
echo "<HR/ >\ n"
echo "This is a really cool way to generate HTM.<br/>"
print "</BODY></HTM.>\ n"
exit (0)

Putting thisin afile, changing it's mode, and then pointing your web browser to it
will causeit to run. The output is sent back to the web browser. CGI gets pretty
complex and thisis by no means a CGl tutorial, but simple CGI can be very
effectivein delivering information to the user.

A directive"Scri pt Al i as" indicates where CGI scripts can be placed in the
directory hierarchy. In the case of the example below, the scripts are placed in the
[ var/ www/ wi dget s. co. zal/ cgi - bi n directory.

ScriptAlias /cgi-bin/ "/var/ww w dgets. co.zal/cgi-bin/"
<Directory "/var/ww/ w dgets. co.za/cgi-bin">

Al | owOverri de None

Opt i ons None

Order al | ow, deny

Al'l ow from al |
</ Di rect ory>

Scripts placed anywhere else will simply not be allowed to be run - for obvious
reasons. While CGl is still in wide use, a number of new languages have come of
age. Specifically Personal Home Page (PHP) has become a very popular web
authoring tool.

Thereis so much configuration that can be done to Apache, and taking some time to
consider these options certainly does not cover it in any significant detail, but itisa
start.




Chapter 2. Berkley Internet Name
Daemons (BIND)

Introduction

This module will walk you through the configuration of a DNS name server. In the
Linux world, DNS s generally maintained by the BIND software, which is currently
init's 9th revision. There are, of course other DNS server software out there, but
since amost the entire Internet uses BIND, and it hf\s been the most long-serving
DNS server, we will focus on BIND in this course.

Before we being diving into configuring BIND, we need to review a couple of topics
that you may or may not know about. We will also need to sketch the setup of our
private network to make understanding the structure of our DNS simpler.

Our sample network

In your class, (or even if you're studying this course at home) you may not have all
the machines listed in this sample network layout. don't worry. Neither did |. You
see, getting something listed in the DNS does not necessarily mean the machine has
to be present physically, since DNSis merely a service that will trandate IP
addresses to names or visa versa.

There are many domains on the Internet that have been reserved, but are currently
not in use. In this module, we're going to create a fictitious domain, and while we're
about it, we'll create a couple of fictitious machines too. The minimum number of
machines you will need to get this course to work is 2, which is the minimum
required in the course specification.

Figure 2.1 [21] below illustrates the proposed configuration of our sample network.

Y ou should see that some of the hosts are multi-homed. Multihomed hosts are those
that are connected to two networks simultaneously.

Figure 2.1. Our sample network

2The other DN'S server that is becomi ng popular is Dan Bernstein's djbdns DNS server. See
http://djbdns.org for more information on this DNS server alternative.
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A review of some theory on domains
and sub-domains

The Internet is comprised of domains, organized into a hierarchical structure. At the
top of this hierarchy isthe root domain. In design, the domain hierarchy is similar to
the UNIX/Linux file system structure.

Figure 2.2 [23] illustrates a typical UNIX file system structure, while Figure 2.3 [23]
shows a comparative diagram of the domain name hierarchy.

Asyou may have guessed, adomain name is written from most specific part to least
specific part. Thus, the domain QEDux.co.za has a host called www, and another
called FTP, while the domain co.za had many sub-domains, of which QEDux is one.
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Another may be pumphaus.co.za. So as we read the domain from left to right, we

read from most specific to least specific, "za" being much less specific about a host
than "www".

Figure 2.2. Unix Filesystem hierarchy

O GO

Figure 2.3. Domain name hierarchy
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COCOCOCD

= COE)COCD

Whét is often not shown in afully qualified domain name (FQDN) is the root node.
Why?

Well the root node is actualy "" (null) and the separator is the full-stop ( . ), so
FQDN's should actually be written as:

"' QEDJX" ."co"."za".""

Where | have included the quotes (") purely as a means of showing the
root node on the end. We would not really write a FQDN like this. It
would instead be written as. www.QEDux.co.za

Notice that the trailing dot is dropped, as the root node is not shown.

Within our domain hierarchy, sibling nodes MUST have unique names. Take the
"org" domain for example, at tier one of the domain hierarchy, thereisan "org"
sub-domain and some examples may include “tralac.org”, "glug.org”, while within
the"za"' sub-domain, we can once again have the "org" domain.
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This time however, the sub-domain falls within the "za" domain, making "tsf.org.za"
adigtinctly different domain from "tsf.org". Similarly, "tsf.org.za" would be unable
to have two sub-domains within their domain called "slug".

If one were to extrapolate back to the analogy of the UNIX/Linux file system, we are
able to have two "shin" directories, however one "hangs off" /usr, while the other
"hangs off" the root directory (/).

To flog this horse, there are MANY hosts on the Internet, which have the name

"www", but because they are all contained within their domains, our packets
traversing the network will know which one we mean to make contact with.

Figure 2.4. Domains

[ tralac J(cricket-onlineJ(squid-prony(sourceforgeJ
[ slug )( clug ) (QEDux )( ananzi]

DNS - Administration and delegation

OK, we have now reviewed domains and sub-domains, next we will deal with how
to administer DNS?

Is there some person responsible for the Internet DNS as awhole? No. Thereisan
organization that is responsible for administering the use of domain names (and IP
addresses too), but they could not possibly be responsible to maintaining the DNS
for the entire Internet.

Apart from being a completely unmanageable job, it would also be very proneto
breaking due to this central point of failure.

Asaresult, there is a system of delegation. In much the same way that all the
computers may belong to your school, or company, while only a couple of machines
are delegated as your responsibility, DNSis controlled by ICANN (Internet
Corporation for Assigned Names and Numbers), and authority for your domain may
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well be assigned to your organization, ICANN having little to do with it's
administration.

In order to manage the DNS hierarchy, ICANN delegate responsibility for your
domain to another authority. This may be your organization, or, if you're too small
or lack the technical expertise, it may be your Internet Service Provider (ISP). In my
case, for example, my ISP administers my DNS, not because | lack the technical
know-how, but due to the small number of hosts | have on my network, it would be
more effort than it would be worth.

let'slook at an example. Supposing my company were large and | control my DNS, |
could subdivide my domain further. Perhaps | want to add two new sub-domains.
Since sales people never listen to technical people;-), | decide that | would want two
new domains:

sal es. QEDux. co. za and
t ech. QEDux. co. za

Now we could have two web servers serving information relating to the sales
department and the technical department.

Each server could be called "www", without fear of a clash of host names.

Since we have authority over this domain, we can simply configure our DNS to
handle the new sub-domains without having to contact ICANN again.

This raises an important but subtle issue: that of domains and zones. We are learning
in this module how to configure a name server (BIND being the software offering
this service).

Name servers have complete "knowledge about" and "authority over" the
sub-domain they have jurisdiction over and this sub-domain isreferred to as a zone.

Some Examples of Zones

Thusif | start aname server containing al records for the domain QEDux.co.za, my
name server will be said to have authority over the QEDux.co.za zone.

As amore complex example, the "gov.za' domain (which is actually a sub-domain
of the"za" domain) may delegate authority for each of the regional governments. In
this way, the City of Cape Town is responsible for their domain (capetown.gov.za)
and the City of Johannesburg is responsible for their domain (joburg.gov.za).

Each of these regional governments have a*zone" for which they need to keep
records. It would make no sense for the City of Cape Town to try to keep records for




Zones in Summary 27

the City of Johannesburg. By delegating these responsibilities, the individuals and
machines responsible for the "gov.za" domain only need keep records of who has
responsibility for the capetown and joburg domains. They trust (rightly or wrongly)
that Cape Town and Johannesburg will have the savvy to manage their own domain.

Zones in Summary

In sum then, azone is a sub-domain for which a name server has a complete set of
records (commonly these will be stored in afile on the name server).

What complicates this picture is the fact that some of the regional authorities may
not have sufficient skills to maintain their own domain. In this case, the authorities
responsible for the "gov.za" domain may administer this domain too. As aresult, the
zone for the "gov.za" will now include this regional information too.

The zone is thus not restricted to adomain. Figure 2.5 [27] illustrates the zones for
this hypothetical gov.za domain.

Figure 2.5. gov.za zones
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Name resolution

For the sake of completeness, we will review the process of domain name resolution.

Resolvers (the client side software) is, on the whole, not particularly intelligent. Asa
result of this, the name server must be able to provide information for domains for
which they are authorities, and the name server should also have the ability to search
within the name space (all the domains from the root) for information about hosts for
which they are not authoritative.

No single name server could possibly hold records for every domain on the Internet.
In order to have a point to begin searching the name space, there are a number of
root name servers. These serversfulfill the role of containing information about who
the authorities for particular domains are. In much the same was that the authority
for the "gov.za" domain can not answer queries about what the | P address for host
www.capetown.gov.zais, but instead passed the query on to the authority for the
capetown.gov.za domain, the root name servers contain information about who to
forward the query to.

In effect, the root servers contain only arelatively small number of hosts for which
they know the answers (relative that is, when compared to the number or hosts and
domains on the Internet as awhole). let's go on avirtual travel trip. Been to
Antarcticalately? Go to http://www.aad.gov.au (and while we're there, head for .....
the webcam at www.aad.gov.au/asset/webcams/mawson/default.asp)

Perhaps your name server may have thisdomaininitslocal cache, but |et's assume
for now it doesn't. Since your name server has no knowledge of thisdomain (i.e.

Y our name server is non-authoritative for the aad.gov.au domain) it will request
information on who the authorities are for the 'au’ domain.

To do this at the command lineis simple with the dig utility (or nslookup if you
don't have dig).

Type:

dig NS au.

This should return the names of the servers who hold information about the
Australian domains;

ANSVER SECTI ON:

au. 172511 |IN NS NS. UU. NET.

au. 172511 |IN NS MUWAYA. UCS. UNI MELB. EDU. au.
au. 172511 |IN NS BOX2. AUNI C. NET.

au. 172511 |IN NS SEC1. APNI C. NET.
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au. 172511 1IN NS SEC3. APNI C. NET.
au. 172511 |IN NS ADNS1. BERKELEY. EDU
au. 172511 |IN NS ADNS2. BERKELEY. EDU

Now query the gov.au domain.

di g NS gov. au.

which should return:

;; ANSWER SECTI ON

gov. au. 86400 I N NS ns2. ausregi stry. net.
gov. au. 86400 I N NS ns3. ausregi stry. net.
gov. au. 86400 IN NS ns3. nel bourneit. com
gov. au. 86400 I N NS ns4. ausregi stry. net.
gov. au. 86400 I'N NS ns5. ausregi stry. net.
gov. au. 86400 IN NS box2. auni c. net .

gov. au. 86400 IN NS dnsl.tel stra. net.
gov. au. 86400 I N NS au2l d. csiro. au

gov. au. 86400 IN NS audns. opt us. net .
gov. au. 86400 I N NS nsl. ausregi stry. net.

These are the name servers that hold information about the gov.au domains. Y ou
will notice that at least one of these hosts (box2.aunic.net) is repeated in both lists.
To relate this back to the query issued by your name server on your resolvers behalf:

It (the name server) would have asked one of the root servers for the authoritative
name servers for the 'au’ domain. That received, it would then ask one of the
authoritative name server for the 'gov.au’ domain.

Then again for the aad.gov.za domain, which would have produced:

;5 ANSWER SECTI ON:
aad. gov. au. 84727 I
aad. gov. au. 84727 I

NS al pha. aad. gov. au
NS nsl.tel stra. net.

22

Now that your name server knows whom to ask for information about
www.aad.gov.au, and the fact that this is the authoritative server for this domain, it
can go ahead and ask it's question:

dig A ww. aad. gov. za
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which should return:

;7 ANSWER SECTI ON:
www. aad. gov. au. 1556 IN A 203. 39.170. 21

Notice that | can leave off the trailing full-stop here. In fact, | could have done that
from the start.

Furthermore, in the previous dig commands, we were querying for the name server
(NS) records. Now, if we were to query www.aad.gov.za for its name server record,
we would get nothing returned so instead, we query for the address (A) record for
this host, and we get it.

Caching replies

While we are required to undergo this process for each new site we visit, if we had
to do thisfor every site we revisit, it would be very cumbersome and slow.

Fortunately, the designers of DNS anticipated this and included a caching
mechanism in the design of name servers. Asaresult, when we query asite for the
first time, we would consult the root name server, then those for the 'au’ domain,
then the 'gov.au’ domain, then the 'aad.gov.za domain etc. But as these answers are
returned, our name server caches them, just in case we ask again anytime soon.

Of course, we do, and now, voila our query is so much quicker since most (if not all)
of the time consuming DNS querying work has been done already. we'll talk about
caches later in the module when we configure our name server.

Reverse queries

we've discussed the forward query process where the names are converted into IP
addresses.

we've still not discussed the reverse process - that of converting IP addresses back
into names. Why would we need this functionality? Well, in the simplest case, we
may wish to record in the log files of our web server, the names of the hosts that are
visiting our webcam site.

Since the Internet only really talks at the network layer, the web server will only get
'hits from an IP address. Thisis not very handy for the poor web administrator.
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She'll simply have to give her boss alist of 1P addresses of the hosts that visited,
with little or no knowledge of where those visitors came from.

With reverse DNS mapping, the web server could ssmply look up the name of the
visiting | P address and replace the IP by the namein itslog files.

This would make reporting awhole lot easier and provide valuable information. |et's
use dig again, thistime to convert an |P addressinto a name.

Reverse mapping is similar to name to | P mapping described above, except for the

following differences:

1. Thefirst tier domain isarpa, short for the Advanced Research Projects Agency,
the people responsible for first conceiving and building the Internet.

2. Thesecond tier domain isin-addr, short for Internet Address (IP addressisthe
term we've used till now)

Consider the | P address 196.25.102.2.

Herethereisahost ".2" on anetwork "196.25.102". As before, the 196.25.102 isthe
least specific entry in thistree (there could in fact be many hosts on this network),
while the most specific entry would be the host address ".2".

Refer to the Figure 2.6 [31].

Figure 2.6. Reverse Map
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As before, we can reverse map this using the dig command.

Begin by typing:

di g i n-addr.arpa NS

which, should return all the root servers:

;7 ANSWER SECTI ON
i n- addr . ar pa. 84974
i n-addr . ar pa. 84974

NS M ROOT- SERVERS. NET.

I'N
I'N NS A. ROOT- SERVERS. NET.
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I n- addr . ar pa. 84974 I'N NS B. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 IN NS C. ROOT- SERVERS. NET
i n- addr . ar pa. 84974 IN NS D. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 I'N NS E. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 IN NS F. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 IN NS G. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 I'N NS H. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 IN NS | . ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 IN NS K. ROOT- SERVERS. NET.
i n- addr . ar pa. 84974 I'N NS L. ROOT- SERVERS. NET.

Notice that they (the root servers) all know about the in-addr.arpa domain, and so
they should!

Now try:

di g 196.i n-addr.arpa NS

which, should yield:

;» ANSWER SECTI ON

196. i n- addr . ar pa. 84987 I'N NS henna. ARl N. NET.
196. i n- addr . ar pa. 84987 I'N NS i ndi go. ARI N. NET.
196. i n- addr . ar pa. 84987 I N NS epazot e. ARl N. NET.
196. i n- addr . ar pa. 84987 I'N NS figwort. ARI N. NET.
196. i n- addr . ar pa. 84987 I'N NS gi nseng. ARl N. NET.
196. i n- addr . ar pa. 84987 I'N NS chi a. ARI N. NET.
196. i n- addr . ar pa. 84987 IN NS di || .ARI N. NET.
And again:

di g 25.196.i n-addr.arpa NS

yielding:

;; ANSWER SECTI ON

25.196. i n- addr . ar pa. 74403 IN NS i gubu. sai x. net .
25.196. i n- addr . ar pa. 74403 IN NS sangoma. sai x. net .

And again:
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di g 102. 25. 196. i n-addr. arpa NS

yields:

;5 ANSWER SECTI ON:

102. 25. 196. i n-addr. arpa. 31112 |IN NS \
quart z. m ndspri ng. co. za.

102. 25. 196. i n-addr. arpa. 31112 IN NS \
agat e. m ndspri ng. co. za.

Finally,

di g 2.102. 25. 196. i n-addr. ar pa PTR

yields:

i ANSWER SECTI ON:
2.102. 25. 196. i n- addr . arpa. 42951 IN PTR \
quart z. m ndspri ng. co. za.

Why did we write the IP address in reverse here?

Well, it was not redlly in reverse, it followed the same convention as with the name,
using the most-specific part of the name first, and the least specific part at the end
(www.QEDux.co.za). Referring to figure 5 again, you've just done a similar thing as
with the name, only now using the | P address and ending the name with
"in-addr"."arpa’.""

Masters and slaves

Due to the fact that DNS is so important in the workings of the Internet, it would
make no sense to have only one name server per domain or zone.

Asaresult, DNS servers generally work in pairs - a master name server and aslave
name server. Master name servers are, in fact, no more or lessimportant than slave
serversin their job or answering queries. Their primary difference is that the master
server isthe one that contains al the zone files. we'll get to set up a master shortly,
so hang in there.
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Server

Since it would make no sense to maintain two copies of the zones files (one on the
master and one on the slave), on startup, the slave server will do a zone transfer from
the master. In effect, this obviates the need for maintaining two sets of files on two
machines.

When the master server starts, it reads the zone files, and immediately begins
answering gqueries. When the slave starts up, it transfers the zone information from
the master, and only once it is complete, does it begin answering queries.

In the event that the master is not available when the slave starts up, BIND can be
configured to read the zone file from a backup that was stored on the last zone
transfer.

Of course, there has to be atimeout on the slaves information otherwise the ave

could continue answering queries about a host long after the host has been
reconfigured or decommissioned.

Configuration of the Master Server

Right, enough theory, let's get down to it.

we'll begin by configuring the master server, and once that is working fine, we'll
configure the slave.

BIND hastwo primary areas of configuration.

1. Thefileresponsible for controlling BIND usualy residesin
/ et ¢/ naned. conf . Within thisfile, the administrator can define where the
zone fileswill reside.

2. |l liketo stick to a standard, and that isto keep al the zone filesin /var/named.
Of course you needn't follow me - that's entirely up to youl!

Configuring BIND can be just that - abind. So, | will try to highlight areas that will

potentially be problematic.

For the purpose of this course, I've decided we'll create a domain called zoo.org.za.

For this purpose, I've repeated the network diagram we showed earlier again.
Keeping it handy while reading this section will make your life alittle easier.

Figure 2.7. The Sample Networ k
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The zoo will contain some of my favorite animated cartoon characters from some of
my childhood movies [you will see Nemo, Marlin and Dorey here too - and from
that you can draw your own conclusions!-)]

The structure of zone filesis essentialy the same irrespective of the zone you're
configuring. A zonefile will contain a set of records that pertain to that zone. These
are called resource records.

We will obviously need a zone file for the name to | P address records and another
for the IP address to name records. Then again, we need a set of zone files for each
new zone we create.

Within our zoo.org.za domain, if we have afelines sub-domain (i.e.
Felines.zoo.org.za) we'll need another set of zone files for this sub-domain. But I'm
running ahead.
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To begin, well create the forward zone files (name to I P address). we'll also do
everything the 'long-winded' way now, and show you abbreviations at the end.

Resource record begin in column 1 always - no spaces, tabs or other
funny stuff or your zone file will not work.

Thisisfor zoo.org.za.zone :

700. Or g. za I N SOA bal 0o. zoo. org. za. \
mowgl i . zoo. org. za. (
2004022201 ; serial nunber
3h ; refresh
lh ; retry
1w, expire
1h ; m ni num

)

The line begins with the domain we are responsible for - the start of our authority.

Notice how | hgve specified it in lower case. Case to DNS is unimportant, although
itis preserved.

Thisisan INternet (IN) record type. There are other record types, but for al
practical purposes, you will probably only ever deal with Internet record types.

Since we are going to be the authority for this domain, this record is really telling all
other name serversthat thisis our Start of Authority (SOA).

Next we specify the primary master name server for this SOA. In this case, baloois
the primary master name server for the zoo.org.za domain.

@ Y ou will notice that | have written the name as bal00.zoo.org.za. - afull
stop after the za. I'll explain why shortly. ??2??2<xref to page

Then we specify the system contact for this domain. In place of the @ sign, we put a
full stop, since @ in the zone file has specia significance. So, in this example,
mowgli @zoo.org.za is the contact for this zone. If you're having a problem with our
zone, contact mowgli.

From here on, everything in the round brackets is merely information for the

3My domain for example is QEDux.co.za. | aways write the QED in uppercase, and it is preserved in
name lookups.
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secondary name servers (the daves). we'll explain more on the meaning of these
when we set up the slave server.

The next entries relate to describing the name servers for this zone. Notice again that
| include afull stop on the end of the FQDN for the two name servers.

Y ou could of course have 3 or more hame serverstao, but let's not get too fancy.

z00.0rg. za

N NS b
zoo.org.za IN NS i

al 0o. zoo. org. za
kki . zoo. or g. za.

Again these resource records are for the zoo.org.za domain. They are Internet
records (IN) and they are the name servers (NS) for this domain.

Finally, we list the two name servers as baloo and ikki.

That done, we can now start describing the resource records for all the other hostsin
our domain.

bagheer a. zoo. org. za. A 192.168.10.7
sher ekahn. zoo. or g. za. A 192.168. 10. 16
bal 0o. zoo. or g. za. A 192.168.10.1

i kki . zoo. org. za. A 192.168. 10. 43

Now, sincethisisthe zone file for this domain, even having other IP addressesin
this domain doesn't affect where we put these resource records.

t weeti e. zoo. org. za. A 172.16. 43. 159
raksha. zoo. or g. za. A 172.16. 43. 146
i kki . zoo. org. za. A 172.16.43. 10
neno. zoo. or g. za. A 157. 236. 144. 29
dude. zoo. or g. za. A 157. 236. 144. 101
mar | i n. zoo. or g. za. A 157.236. 144. 93
i kki . zoo. org. za. A 157.236.144. 1

Having defined our zoo.org.za zone file, we should be set to start our name server
but remember that | said DNS does both forward lookups (name to IP address) AND
reverse lookups (1P address to name). Since these are described in different 'trees
(see Figure 2.4 [25]), we still have not described the reverse zonefile.

I like calling my reverse zone files as follows. If I'm describing the range
192.168.10.x then thefileis called:
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192. 168. 10. zone

In thisfile, we need to define a SOA record as before, with one slight modification.

Whereas previously we were describing the zone zoo.org.za, here we are defining
the zone 10.168.192.in-addr.arpa. So my SOA for this zone file reads as follows:

10. 168. 192. i n-addr. arpa I N SOA bal 0o. zoo.org. za. \
nmowgl i . zoo. org. za. (
2004022201 ; seria

3h ; refresh

1lh ; retry (1 hour)
1w ; expire (1 week)
1h ; mnimum (1 hour)

)

We need to define the name server records as well asindividual resource records for
each of the hosts in the forward mapping zonefile. I've listed my entries below:

This entry describes the reverse nmappi ngs \
in the 192.168. 10. zone file
10. 168. 192. i n- addr. arpa. |IN NS bal 0o. zoo. org. za.
10. 168. 192. i n-addr. arpa. IN NS i kki.zoo. org. za.

1.10. 168. 192. i n-addr. arpa. |IN PTR bal 0o. zoo. or g. za.
7.10. 168. 192. i n-addr. arpa. |IN PTR bagheera. zoo. org. za.
16. 10. 168. 192. i n-addr . arpa. I N PTR sher ekahn. zoo. org. za.
43. 10. 168. 192. i n- addr . arpa. I N PTR i kki . zoo0. org. za.

Wheat is different about entriesin this zone file from those in the forward zone file
described above is the fact that these are pointer (PTR) records instead of address
(A) records as before.

We can create similar files for the 157.236.144 network and the 172.16.43 network.
I'll leave those to you as an exercise.

Now that we have all our zone files we're ready to begin serving name requests.
WEell, not quite. . .

We need a couple of additional zone files. By default, every host on the Internet
needs an address of 127.0.0.1. Thisisthe interface referred to as the loopback.
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To look at the loopback on your host using the command:

ifconfig lo

The loopback is used by applications on the local machine to talk to other
applications locally. In order for this to continue to work uninterrupted, you will
need to include two additional zone files. They are generally included as part of the
BIND install, but if not, copy them from the files named.local and 127.0.0.zone as
part of this course.

The last zonefileisthe root zonefile. (boy this DNS configuration isreally
long-winded!).

We may need an updated root zone file as the one shipped with BIND may be alittle
outdated. It's your responsibility asthe DNS administrator to keep thisfile
up-to-date.

In the default install of BIND it should be called something like named.ca or root.ca,
which should be sufficient to get us going.

The named configuration file

Now that all our zone files are configured and ready, we need to modify the main
named configuration file - named.conf. This usually residesin the /etc directory.

There are many options we can include in thisfile, but for now, we'll restrict
ourselves to those options that will ensure we get a name server running ASAP.

The options directive specifies global options for the name server. Entries will
include parameters such as the directory containing your zone files, specification of
the forwarder, whether to forward first or forward only, etc.

Then, for every zone we are responsible for, we need a zone entry, and zone entries
take the form:

zone "domain_nane" [ ( in | hs | hesiod | chaos ) ] {
type master;
file path_nane;}

Of course, there are many more options that comprise the zone statement, but I've
deliberately left them out as | don't want to complicate life too much right now.

Trandating this syntax into a practical example:
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zone "zoo.org.za" IN {
type master;
file "zoo.org.za.zone";};

Remember to finish each directive and parameter with a semi-colon (;).
If you don't you'll experience problems that are often difficult to detect.

Therest of the zones are similar in fashion to the one show above, but I'll include
them hereto illustrate the reverse mapping named.conf entries.

zone "10.168.192.in-addr.arpa" IN {
type nmaster;
file "192.168. 10. zone"; };

Now you will need to add the extra zone entries for the other networks on your
pretend network. Remember to include entries for the loopback zone and the root
zone as | have included them below.

Zone "." IN {
type nmster
file "named.root"; };
zone "l ocal host" IN {
type master;
file "naned.local"; };

zone "0.0.127.in-addr.arpa" IN {
type master;
file "127.0.0. zone"; };

A point worth noting here isthat the root zone, is represented as a full stop ( . ),
since thereal representation of " would look alittle confusing.

Error messages

| would really suggest that you keep an eye on your syslog or messagesfilein
Ivar/log, asthiswill spit out the errors when or if they occur.

Y ou can even run bind in the foreground so that errors are sent to the console instead
of toalog file.
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usr/sbin/named -g -d 1 -c /etc/bind/ named. conf

Thiswill start named in the foreground, spitting al error/log messages to the
console.

Starting the DNS Server

Okay folks. we're ready to start our DNS server now and starting named is quite
simple.

usr/sbin/named -g -d 1 -c /etc/bind/ named. conf

Thiswill start named in the foreground, spitting al error/log messages to the
console.

Now our server isread to answer queries about our domain, so let's ask some using
dig.

di g @ry- DNS-server-| P- Address i kki.zoo.org.za A
di g @ry- DNS- server -1 P- Address nenp. zoo.org.za A
di g @y- DNS-server-1|P-Address -x 157.236. 144. 81
di g @ry- DNS- server-| P- Address pant her. zoo. org. za

Y our DNS should be capable of resolving these without any problems.

Troubleshooting zone and configuration files

Humph. It did not work, so where to from now?

There are anumber of BIND tools that you can use, some of which I'll review later.
However, right now you have a problem. Your DNSis not starting up or, if itis, it's
not answering the gquestions properly. BIND comes bundled with a couple of useful
utilities.

Most notably the named-check{ zone,conf} syntax checkerswhich, will by no means
pick up every problem in your named.conf file or your zone files, but they will assist
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you in isolating the really obvious ones.

So, let's run named-checkconf on our /etc/bind/named.conf file:

usr/ sbi n/ naned- checkconf -t /etc/bind

By default, this utility will check the named.conf file. It will spew out errorsif you
have any, otherwise it will be completely silent and just return you to your prompt.

Then we need to check our zone files using the named-checkzone utility.

usr/ sbi n/ naned- checkzone -d \
10. 168. 192. i n-addr. arpa 192. 168. 10. zone

which, should return:

| oadi ng "10. 168. 192.i n-addr. arpa." \

from"192. 168. 10. zone" class "IN’
zone 10.168.192.i n-addr.arpa/lIN: | oaded serial 2004022301
oK

If there are problemsin your zone files, this should catch the majority of them.

Configuring your resolver (revisited)

Y ou will have noticed that each time we do alookup on a name we need to type the
entire name.

Now we don't necessarily want to do this each time, as it expends valuable carpel
energy!!!! For asimpler lookup, we can modify our /etc/resolv.conf file to
accommodate the domain. The domain option in the resolv.conf file is not absolutely
necessary, since the nslookup and the dig commands will use the hosthame, remove
the domain part and use thisto look up the FQDN.

Thus:

nsl ookup i kk
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would look up:

i kki . zoo. org. za

When using dig, the syntax is slightly different:

di g +search i kki

The search option will use the searchlist or the domain directive in the resolv.conf
file, in asimilar way to nslookup.

How do we get this functionality?

The resolv.conf file has a number of directives that may be used to speed up or
change the way lookup answers are returned.

The nameserver directive

This directive defines the name server that will be used to do DNS queries. There
can be up to MAXNS records in thisfile.

MAXNS isaconstant that is set in the C header include file for the
resolver. To see how many MAXNS is on your host, look in the resolv.h
header file. Thisfile residesin /usr/include on my system, but your
mileage may vary depending on your version of Linux. MAXNS s set
to 3for me.

The reason for having more than a single entry is for some degree of
redundancy/load sharing.

In addition, an option "rotate” may be used which will rotate the use of the
nameserver directive should there be more than one entry.

The search directive

This directive alows the resolver to search through the list of defined domainsin
order to do a name lookup. An entry may look as follows:

sear ch z00.o0rg.za co.za com
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Thus;

di g +search i kki

will try name lookups as follows:

i kki . zoo. org. za
i kki . co.za
i kki . com

The first to match will be returned. Note though, that this can be low and network
resource hungry, especially if the name server is remote to your client. So, if you are
dialing up at 9600 baud, don't set this option [believe it or not, we here in South
Africa, gtill have some people dialing up at this archaic speed!]

The domain directive

The domain directive and the search directive are mutually exclusive. The domain
directive will be used by appending it to the hostname specified on the command
line.

Typing:

di g +search i kki

with the domain directive set to QEDux.co.za, will aways look up the name:

i kki . QEDux. co. za

Thisisless resource intensive than the search command and you areill advised to
use both of these directivesin your file. Read resolv.conf(5) for details on these
directives.

The sortlist directive
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In the case of our DNS records, ikki.zoo.org.za has 3 different entries in the DNS,
since it is multihomed. Which one should be returned?

Suppose for aminute that | am on the 157.236.144 network. Clearly, | don't want the
192.168.10 ikki address to be returned at the top of the list when doing a query.

Similarly, | would be unwise to have the 172.16.43 address returned at the top of the
returned addresses. For this reason, the sortlist directive will sort returned answers
according to a specified set of criteria

My sortlist directiveis set as follows:

sortlist 157.236.144/255.255.255. 0 172. 16. 43/ 255. 255. 255.0

This should solve the problem. Since each of these directives can be set on a per host
basis, they needn't be the same on every host.

In sum then, my resolv.conf file will look as follows:

; just to conplicate matters, there is NO full stop on the end
of the domain directive. Senmicolons on this file are taken to

;. be comments.

domai n zoo. org. za

sortlist 157.236.144/255. 255.255.0 172. 16. 43/ 255. 255. 255. 0

naneserver 192.168. 10. 43

naneserver 196. 7. 138. 45

naneserver 66. 8.48. 243

options rotate

Master server shortcuts

Now that we've configured and run our master server successfully, it'stimeto create
some shortcuts.

The zone directive in the named.conf file specifies the domain for this zone. In our
examples, we had zone statements as follows:

zone "zoo.org.za" IN {

type master;

file "zoo.org.za.zone";
IE
or
zone "144.236.157.in-addr.arpa" IN {

type naster;
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file "157.236. 144. zone";

Within our zone files, we had entries as follows;

bal 00. zoo. org.za. IN A 192. 168. 10. 144
bagheera. zoo. org. za. IN A 192. 168. 10. 7
sher ekahn. zoo. org. za. IN A 192. 168. 10. 16

Earlier, we stressed the importance of not leaving off the full stop on the end of the
FQDN in the zone files. Now we can explain why.

When BIND uses these files to answer a DNS query, it appends the domain name
onto the end of the name returned if and only if, thereis NO full stop on the end of
the name.

Thus, setting up the zone file as follows:

bal 0o. zoo. org. za I N A 192. 168. 10. 144
bagheera. zoo.org.za IN A 192. 168. 10. 7
sher ekahn. zoo. org. za IN A 192. 168. 10. 16

A query for sherekahn.zoo.org.za will return sherekahn.zoo.org.za.zoo.org.za, since
the trailing full stop has been omitted. Not quite what we had in mind!

Now, we can modify our zone files as follows (for the zone zoo.org.za):

bal oo IN A 192. 168. 10. 144
bagheera IN A 192. 168. 10. 7

sher ekahn I N A 192. 168. 10. 16

bear I N CNAVE bal oo

pant her | N CNAME bagheer a

or our reverse zone files as follows (for the zone 144.236.157.in-addr.arpa):

112 I N PTR neno. zoo. or g. za.
92 I N PTR dude. zoo. org. za.
81 IN PTR marlin. zoo. org. za
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Since the domain is specified in the zone directive of the named.conf file, we are
able to omit the full specification. Note here that if we wish to specify resource
recordsin this format, we will need to omit the domain as well as the ending full
stop.

The $ORIGIN directive

The most useful of the directivesisthe $ORIGIN directive.

This directive can be placed at the beginning of a section in the zone files, which
shortens both the amount of typing you need to do to set up the DNS and makesit a
lot easier to read.

The $ORIGIN persists until another SORIGIN directive is encountered.

By default, in the absence of a $ORIGIN directive, the zone directivein the
named.conf file specifies the domain name.

An example shown below illustrates the use of $ORIGIN:

SORI G N zoo0. org. za.
Bagheera A 192. 168. 10. 7

bal oo A 192.168. 10. 1

bear CNAME bal oo

or

$ORI G N 43. 16. 172. i n- addr . ar pa.

10 PTR i kki . zoo. or g. za.
146 PTR raksha. zoo. or g. za.

This could be used when we create sub-domains.

Initially, we could start with a domain zoo.org.za, and within this zone file, change
the ORIGIN to felines.zoo.org.za

The @ directive

Another shortcut is using the @ instead of the domain name.

If the domain name is the same as that specified in the zone directive, then simply
using the @ will be equivalent to the domain.

If the zoneis"43.16.172.in-addr.arpa’, then we could represent thisin the zonefile
as.

@ I'N SOA bal 0co. jungl e. org.za. nowgli.jungl e.org. za.\
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(
2004022406 ; seria

10800 ; refresh (3 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)

;3600 ; mnimm (1 hour)
NS i kki . zoo. org. za.

NS bal 0o. zoo. or g. za.

wherethe @ is used to refer to the zone.

Notice too that for the NS resource records, there is no domain specified. Thisis
because the domain is inherited from the previous entry (which in this case was the
@, which in turn was "43.16.172.in-addr.arpa").

The NS resource records could have been written as;

43.16.172. i n-addr. arpa NS i kki.zoo. org. za.
43. 16. 172. i n- addr. arpa NS bal 0o. zoo. org. za.

Or dternatively as:

@ NS i kki . zoo. org. za.
@ NS bal 0o. zoo. org. za.

The $TTL directive

Thetimeto live isthe amount of time a name server can cache arecord. Cached for
too long and the data may become stale. Cached for too short atime and the zone
transfers will consume network bandwidth. Clearly we need to set an optimum time
for an entry to remain in the cache. Remember too that both positive and negative
replieswill be cached, but both need atimeto live.

There are a couple of placesto set thetimeto live. In the SOA resource record, the
last entry specifiesthe TTL. Thisisthe time to keep NEGATIVE responsesto a

query.
Then there'sthe $TTL variable, which can be set at the top of the zonefile.

$TTL 3h
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would allow records (both positive and negative answers) on the slaves to be cached
for a maximum of 3 hours.

Finally, each resource record entry can contain atime to live. Thiswill for only that
entry to the timed out sooner or later. One of the uses of thisiswhen you know a
host will be changing networks. Thus, 3 hours may be alittle long before updating
the dave servers.

One could easily add an entry asfollows:

dude 1h IN A 157. 236. 144. 92
explicit make the TTL of this RR 1 hour

Configuring the Slave Name Server

The slave name server

we've spent agreat deal of time configuring the master server. Now that it's up and
running, let's turn our attention to the slave name server(s). In anetwork, we can
only have a single master server, but we can have multiple slaves.

The larger ISP'swill, on the whole, have many slaves to ease the load across the
network, which could potentially be a bottleneck.

As mentioned previously, the slaves are in no way less important than the masters,
and davesin their own right can be masters of a different zone. In this way, one
master can be the slave of a master from another zone.

The primary difference between the master and the slave however isthe fact that
daves get their information from masters by the process of zone transfers. we'll see
zone transfers occur as soon as our slave is going.

Slaves arereally easy to configure, since they don't need any zone files. Well, not
quite. They do require zone files for the localhost and 127.0.0 zones. Since these
files are standard across all name servers, and since it makes little sense to transfer
this zone between one name server and the next, they should be present on the save.
Again, they will probably reside in /var/named (on Debian they are in /etc/bind/).

Wewill alsorequirean/ et ¢/ named. conf (on Debian again that'sin
/etc/bind/named.conf).

For the other zones, the slave will transfer them from the master automatically.

The primary differences in the layout of the named.conf filesis as follows:
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Slave name servers do not have:

type master;

in their zone entries but rather

t ype sl ave;

Slave servers specify adightly different name for the zone files they draw from the
master, although thisis not a prerequisite.

file "bak.172.16.43. zone"

or

file "zoo.org.za. backup. zone"

A masters keyword indicate who the master server isfor this zone:

masters { 157.236.144.1; };

So azone entry for the zoo.org.za zone would look as follows:

zone "zo0o0.o0rg.za" {
type sl ave;
file "zoo.org. za. backup. zone"
master { 157.236.144.1; };

Now we're ready to start our slave server. We start it again just like we started the
master server. If you start it in the foreground as before:

named -g -u naned -c /etc/naned. conf
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Y ou should see the I XFR (inter-zone transfer) taking place:

Feb 24 14:27:59. 117 \
zone zoo.org.za/lN transfered
serial 2004022301
Feb 24 14:27:59. 117 \
transfer of 'zoo.org.za/lIN from
192. 168. 10. 144#53: end of transfer
Feb 24 14:27:59.118 \
zone zoo.org.za/lN sending notifies
(serial 2004022301)
Feb 24 14:27:59.631 \
zone 10. 168. 192.i n-addr. arpa/ |l N
transfered serial 2004022301
Feb 24 14:27:59.632 \
transfer of '10.168.192.in-addr.arpa/lN
from 192. 168. 10. 144#53: end of transfer
Feb 24 14:27:59.634 \
zone 144.236.157.in-addr.arpa/IN: transfered
serial 2004022301
Feb 24 14:27:59.634 \
transfer of '144.236.157.in-addr.arpa/lN
from 192. 168. 10. 144#53: end of transfer
Feb 24 14:27:59.634 \
zone 10. 168.192.in-addr.arpa/lI N sending notifies
(serial 2004022301)
Feb 24 14:27:59.635 zone \
144, 236. 157.in-addr. arpa/ I N: sending notifies
(serial 2004022301)
Feb 24 14:27:59.639 \
zone 43.16.172.in-addr.arpa/l N transfered
serial 2004022301
Feb 24 14:27:59.639 \
transfer of '43.16.172.in-addr.arpa/lN
from 192. 168. 10. 144#53: end of transfer
Feb 24 14:27:59.639 \

zone 43.16.172.in-addr.arpa/l N sending notifies
(serial 2004022301)

Once thisis done, you can change your nameserver directive in the resolv.conf file

and test it. Alternately, you can issue the command:

di g @y-sl ave- DNS- nane- server +search ikki

which should be able to answer the query without any problems.

Slave server settings in the SOA resource
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record

Now that we're dealing with slave servers, let's return to consider the numbersin the
SOA record.

z00.0rg.za. |IN SOA bal 0co.zoo.org. za. nmowgli.zoo.org.za. (
2004022401; Seri al
3h; Refresh after 3 hours
1lh; Retry after 1 hour
1w, Expire after 1 week
1h; Negative caching TTL of 1 day
)

Serial and refresh

Serial isanumber indicating the ‘revision' of the zone file. Whenever achange is
made to the zonefile, this serial number should be updated. It is only by updating
the serial number, that slave servers will themselves be updated. Each "refresh” time,
the slaves will contact the master server, and check whether the serial number has
changed. If so, the slave will do an interzone transfer of the masters zone files.

The DNS administrator has the responsibility of updating the serial number for each
change made to the zone file. Any number may be used, being incremented in
sequence for every change.

It is common practice however to use a serial number in the form of:

YYYYMVDD##

where

YYYY --- is the year, including the centuary,

MM --- is the nonth,

DD --- is the day the zone file is updated and

it --- is the nth updating of the zone file that day.

do not be tempted to format the date in any other style e.g.
DDMMYYYY, sincethiswill not produce sequential numbers, and

your slaves will give unpredictable results
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Expire time

The slaves cannot keep answering DNS requests indefinitely. In fact, if adave has
not received an update from the master for more than a week, the slave will not
answer any further questions.

So, why do the master zone files contain the expiry time?

Since slaves obtain their zone files from the master, thisin effect tells the slaves how
long to answer queriesin the absence of the master zone transfers.

A point worth noting here is that the slaves store the zone files locally just in case
the master is not available when the dave starts up. In this case, the slave will read
the zonefiles locally rather than forcing a zone transfer.

More on this later when we discuss rndc the section called “Rndc” [57], the DNS
name server control software.

Retry time

Thisit the time that the dlaves will wait before retrying to get the zone files from the
master if the master was down the first time they tried. In fact the retry timeisthe
time between one retry and the next retry.

TTL time and negative caching

Thisisthetimethat the NEGATIVE cached entries will remain in the slave servers.

(See the explanation earlierthe section called “The $TTL directive” [49] for other
TTL directives.)

Mail exchange record (MX)

On the Internet, one of the most important jobsis that of sending email.

The only problem is that one mail server needing to send email to another, needs to
know what the mail servers |P addressis. No problem you say, DNSwill be able to
solve that.

The problem is that adomain might have 10 hosts in the DNS. Perhaps more. Given
this, which host isthe SMTP server?

Now the sending host could test each server in the domain, to determine which of
the 10 hostsis SMTP capable, but apart from the inordinate amount of time this
would take, and the unnecessary network traffic it would generate, thisis certainly
not a solution the DNS designers would want to consider.
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To solve this problem, there is the MX or mail exchanger record (just another type
of resource record actualy).

Generally adomain will have at least one M X record, but may in fact have any
number to solve issues of redundancy. The MX record specifies the host(s)
responsible for transfer of email for that domain. So, when a sending mail server
wishes to send email to a user at adomain, it would request the MX record for the
receiving domain, and thus be able to initiate a SM TP connection to the host.

Figure 2.8 [55] illustrates the process of two SMTP servers exchanging email.

Figure 2.8. SMTP Process
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dorey@
Z00.0rg.za
Q shorekahn@

Z00.0rg.za

Z00.0rg.24

hundred-acre-wood.org.za

5
",

tigerd
hundred-acre-wood.org.za

pooh@® &g

hundred-acre-wood.org.za

+

humphrey @zoo.org.za (humphrey is a user on the host dorey) wishes to send an
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email to pooh@hundred-acre-wood.org.za

1. Thehost, dorey, forwards the email to the SMTP MTA (sherekahn.zoo.org.za) -
thisisthe mail exchanger for the zoo.org.za domain.

2. Sherekahn.zoo.org.za requests the M X record for the domain
hundred-acre-wood.org.za

3.  The DNS query returns the M X record for hundred-acre-wood.org.za which
points to the host tigger.

4. Sherekahn then contacts tigger and they begin the process of sending the email
message.

5. Attheend of the conversation, they both 'hang up', and since the mail has been
successfully received by tigger, the email is deleted from sherekahn.zoo.org.za.

Since adomain can have more than asingle MX record, each MX record will have a
‘preference’ value. This solves problems of routing loops, and also allows asingle
server to bear the brunt of the mail load. Should this server fail, alternate servers
(admittedly with higher preference values) will take over the responsihility.

The numbers are simply an ordering scheme. When mail is delivered, the MX record
with the lowest preference value will be the place where mail is delivered. Should
the mailer fail to deliver the message to thisMTA, then the next highest preference
mail server will be selected.

Finally, two or more MX record can contain the same preference value. In this case,
which mail server receives the mail isirrelevant.

rndc is a utility that allows us to manipulate our BIND server.

It isuseful in that it allows us to stop and restart the server, force refreshes of the
zonefiles or dave zone transfers, flush server caches, etc.

The most obvious thing you want to do with rndc isto refresh the zone files on the
dave.

To test this, you will need to make a change to the master zone files. In fact, simply
changing the serial number in the zone file is enough.

Once you've changes the serial number, issue the rndc command:
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rndc rel oad 144. 236. 157.i n-addr. ar pa

Then look at your log file (usually /var/log/messages or /var/log/sysiog), and you
should see the altered zonefile is reloaded. Y ou should be able to tell using the serial
number.

Feb 24 14:51:34 \
bal oo naned[ 559]: zone \
144.236. 157. i n-addr . arpa/ I N:
| oaded serial 2004022302
Feb 24 14:51:34 \
bal oo nanmed[ 559]: zone \
144, 236. 157. i n-addr . arpa/ | N:
sending notifies (serial 2004022302)

Now, on the slave, issue the command:

rndc refresh 144.236. 157.i n-addr. ar pa

and the zone files will be transferred to the slave.

Other rndc commands will produce statistics on the servers, reconfigure the name
servers and more.

A caching only name server

Sometimes you may not wish to set up afull name server.

Typically, users that are on the wrong end on a dial-up Internet connection (the slow
end), might wish to configure a caching only name server. In thisway, eachtime a
query is doneto the DNS server, it will be cached locally, speeding up future
lookups to the same address.

Caching only name servers don't have all the advanced features we've been talking
about in this module - they are only able to cache and answer queries that they
already know about.

Configuring a caching only name server is also awhole lot easier to set up and
administer than it's older cousin a master/slave name server.

In order to configure a caching only server, one needsto configure the
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/ et ¢/ naned. conf file

Instead of the zone entries, include the following options:

f orwarders { 192.168.10.144; 196.14.187.146; };
forward first;

Thiswill ensure that all queries are forwarded to the name serverslisted in the
forwarders directive, while the "forward first" will first try to forward the query
before trying to find the answer itself. that'siit.

Now start the name server and begin building a cache of al the sites visited.
| have deliberately left out some sectionsin this module - those being DNS security,
round robin DNS, and configuration of sub-domains. | hope to add these chaptersin

future releases of this course. If this specifically interests you, feel free to get the
excellent DNS and BIND book referred to in resources below.

Research Resources:

DNS and BIND (4th Edition) by Paul Albitz and Cricket Liu, published by O'Reilly
Press. ISBN: 0-596-00158-4
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Chapter 3. The SQUID proxy server
What is a proxy server?

In the early days of the development of the Internet, users were allowed unlimited
accessto it's resources.

Since many companies had few Internet users, this presented very little problem.
However, the Internet has grown, probably exceeding what the original designers
ever dreamed and with this expansion, comes the need to increase the speed.

One method of achieving thisis by keeping copies of the web sites visited by people
within an organization, so that, should another individual visit the same site within a
short time span from the original visit, the second visitor would get significantly
improved response as the web page would have been stored (cached) on alocal
server. This not only reduces latency, but also has the added advantage of limiting
the consumption of expensive bandwidth by the users themselves. This method of
increasing the speed is done by setting up a proxy server.

There are some additional advantages to using a proxy server, and these are:

1. Sinceall usersare now forced to use the proxy instead of going directly to the
Internet, a degree of control is offered to the system and network
administrators.

2. Using the proxy they have the ability to restrict the usersto particular times of
the day, or by machine name, or by network | P address range.

3. Added to this, they have the ability to block the users from visiting undesirable
sites, do usage accounting and force authentication prior to accessing the
Internet.

All this adds up to a very useful tool and under Linux, thistool is called SQUID.

So how does a proxy work?

Well, in much the same way a proxy for voting in your next Chairman would work.
Assuming you are eligible to vote, but on this particular day (that the elections are
being held), you happen to be out of town. However, having anticipated this, you ask
whether you can cast your vote by proxy. So, finding a person whom you trust, you
secretly tell them your vote and they, on your behalf, vote for you in absentia.
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The proxy server isjust like this. Instead of your Web browser heading for the
Internet when you type in an URL, the proxy intercepts the request and asks for the
page on your behalf.

The reply comes back to you, but via the proxy and the proxy server stores the reply,
just in case you (or anybody else in your organization asks for it again shortly).

Thus, if the proxy were doing this for every individual within the organization, it
would quickly build up acache of all these requests, serving the same pagesin a
much reduced time on future requests.

SQUID configuration

Squid is governed by a configuration file, normally residing in squi d. conf

There islittle other documentation shipped with squid in the form of manual or
Texinfo (used by the info command) pages.

However, in addition to the well-commented configuration file, FAQ's and
documentation also resideinthe/ usr / shar e/ doc/ squi d directory. The
official web site is not www.squid.org as may be expected, but
http://www.squid-cache.org.

squi d. conf isamilelong and has many options (129 in all | think). Luckily
though, in order to get SQUID going as quickly as possible (although far from
optimal), only 2 settings need be changed.

We will look at these two changes in this course but we will also spend some time
examining some of the other 127 configuration options.

Setting the port on which SQUID listens

Out the box, SQUID will listen on port 3128 (the default). While it may be
convenient to listen on this port, network administrators often configure the proxy to
listen on port 8080.

Thisis anon-well-known port (ports below 1024 are well-known ports and are
restricted from being used by ordinary users processes), and is therefore not going to
be in conflict with other ports such as 80, 443, 22, 23, etc. SQUID needn't be
restricted to one port. It could easily be started in 2 or more ports.

In the example below, | will start SQUID on both ports (8080 and 3128).

http _port 8080 3128
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Additionally, if you have multiple network cardsin your proxy server, you may wish
to restrict the proxy to start on port 8080 on the first network card and port 3128 on
the second network card.

http_port 192.168.0.1:8080 172.16.43. 1: 3128

One point worth noting is that there should be no other services running on these
ports prior to starting the proxy server. If there are, SQUID will not start and you
will need to consult the log files to determine what has caused SQUID this
indigestion.

Finaly, if you don't like the ports I've selected here, you are most welcome to
choose your own, provided you adhere to the rule in the paragraph above.

If you choose a port below 1024, SQUID will need to be run as the root user, but this
isnot really aproblem, as anew process will be spawned and this new process will
run as the squid user.

The SQUID user

SQUID should not be run asroot. Init's default mode, if SQUID is started as root, it
will run as the effective user 'nobody’, and the effective group ‘nobody'.

As mentioned earlier, if you wish to run your squid on a port below 1024, you will
need to start is as the 'root' user.

There are another two configuration optionsin the squi d. conf fileindicating
which user and group should be used for the server.

cache_effective_group and cache effective_user are the configuration files settings
that are needed.

It is advised that you create a user squid (if it's not already there) as well asa group
'squid’ and change the configuration file accordingly.

Once the user and group that you are going to use has been established we need to
Set up access to our proxy.

Access control to the proxy server

Access control is determined using two sets of configuration parameters. Thefirst is
the access control list (acl), and the second is the http_access list (http_access). The
‘acl’ really defines a synonym that we can use within the http_access list.
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The general form of these acl listsis:

acl acl nane acltype stringl ...

| "file"

‘acltype's

can be any of (thisis not the wholelist!):

SIc

the source address of the packet (e.g.
Your |P address)

dst

the destination address of the packet (e.g.
The IP address/domain to which this
packet was destined)

srcdomain

the source domain of the packet (for this,
SQUID must do areverse name lookup
to determine the source domain, adding
to the latency)

dstdomain

as in the source domain, only the domain
for which the packet is destined

srcdom_regex

aregular expression describing the
source domain (e.g. QEDux.*)

dstdom_regex

asin srcdom_regex A regular expression
using the source or the destination
domain. Be aware that this can cause
delays as aresult of lookups.

Time

specify the time at which hosts can
connect e.g. acl allowed clientssrc
192.168.0.0/255.255.255.0 acl
regular_daystime MTWHF 10:00-16:00
http_access allow allowed_clients
regular_days

Once we've defined the acl, we can use that to define the http_accessfiles. We
showed an example in the time acltype above, but let'slook at others.

The general format of the http_access directiveis:

http _access allow deny [!]acl nane ...

Thus, if we have an acl asfollows:
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acl allowed clients src 192.168. 1. 0/ 255. 255. 255. 0

The http_access line could read:

http_access allow al |l owed_clients

A couple of points to note regarding http_access lines are:

Each lineis'OR'ed with the next. Thus, having two lines as follows:

http_access allow al |l oned _clients

OR

htt p_access deny !all owed clients

and thiswould alow the allowed_clients, but deny the clients that don't conform to
the allowed_clients source address. The first match will cause squid to accept the
reguest and no further lines will be matched. In typical OR style, "TRUE or
anything" will alwaysyield a TRUE result.

So order isimportant in the http_access lines.

If you consult your squi d. conf file, you will notice in the acl thereisan entry as
follows:

acl all src 0.0.0.0/0.0.0.0

with an associated line, at the end of al http_accesslines, asfollows:

http_access deny all

Theresult isto deny all clients that have not matched a previous http_accessrule. A
‘catch-all' asit were.
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Furthermore, each entry on the http_accesslineis 'AND'ed with the next entry.

In the 'time' example mentioned above:

http access allow all owed clients regul ar _days

thiswould be interpreted as:

http access allow all owed clients AND regul ar _days

Thiswould be stating that if the client is on the 192.168.0.x network AND the time
is between 10am and 4pm, allow access through the proxy.

Obviously we would also need to add a deny line somewhere below this, otherwise
even though this line might not match, the client would still be alowed through the

proxy.

let'slook at some examples of acl's (comments above the lines indicate what I'm
trying to achieve using them):

Set the source address for the 'alias' QEDux.net.work
(clients on this network in range 10.0. 1. x)
acl QEDux. net.work src 10.0.1.0/255. 255. 255. 0

*+F

Set the source address for the 'alias' QEDux.net.hone
(clients on this network in range 192. 168. 43. x)
acl QEDux. net. honme src 192. 168. 43. 0/ 255. 255. 255. 0

*+ FF

# Al t hough defender is on the network 10.0. 1. x,
# | am specifically specifying it based on it's MAC address
acl defender_arp arp 00: 01: 03: 8C. FB: 01
# Di sal |l ow access to any url containing the word \
sex or porn or adult.
# Note too the use of the -1 option, which will \
match the RE in a
# case insensitive manner

acl bl acklist_sites url _regex -i sex porn adult

Now for the http_accesslines:

# Ensure that this is not defender that is trying \

to use the proxy
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http_access deny defender _arp

# Ensure that anybody trying to use the proxy is \
not going to an
# adul t/ porn/sex site
htt p_access deny bl acklist_sites

# Ot herwi se all ow users on the domains \
QEDux. net . { home, work} to
# use the proxy (and thus use the Internet)
http_access al |l ow QEDux. net.work \
QEDux. net . horme

# Otherwi se deny all clients that don't fit these patterns
htt p_access deny all

By default, SQUID as shipped in it's shrink wrapping, only allows access to the
localhost using the http_access directives. Thus, in it's simplest form, you will be
required to add an acl line for your network, aswell as an entry inthesqui d. conf
file to allow access from hosts on your network.

A comment inthesqui d. conf file as follows shows where you should add your
own rules:

# | NSERT YOUR OMN RULE(S) HERE TO ALLOW ACCESS \
FROM YOUR CLI ENTS

Some final notes regarding blacklisting sites are:

Instead of having aregex that will match sites, you could include al the blacklist
sitesin an external file, and change your acl to read as follows:

acl blacklist _sites url_regex "/etc/blacklisted sites.txt"

Now all you would need to do is to add the sites you which to blacklist in this text
file and bingo, you've solved a problem.

It isworth noting that denying accessto certain sites will probably require that you,
or your company, has a policy laid down in advance that employees are aware of.
Post contractually laying down the law is not legal and you (or your company) could
find yourselves in hot water. It is awarning, and with users becoming more aware of
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their rights, it is worthwhile consulting alawyer prior to undertaking such a policy
on the proxy.

My personal means of dealing with 'abuse’ of the Internet it to automate a process of
publishing the users of the Internet in order of sites they've recently visited. That
way, if Joe's name appears at the top of the list for www.playboy.com, it could
become an embarrassment at tea time when people begin to quiz him about it!

Exercises:

Configure a acl/http_access directives that will allow times of usage of the
Internet to lunchtime and after 5pm.

Configure an acl/http_access directive to allow users on the 172.16.43 network,
but deny particular hosts 172.16.43.149 and 153.

Configure an acl/http_access directive to disallow users with the MAC
addresses 00:10:11:96:A1:C3, C5 and 96:EF:15

Given the following http_access directives, what isthe outcome: The acl is
given asfollows:

acl Safe_ports port 80 21 443 563 70 210 1025- 65535
acl CONNECT net hod CONNECT

http_access deny ! Safe _ports
htt p_access deny CONNECT ! SSL _ports

acl ip_acl src 192.168. 2.0/ 24
acl tinme_acl time MT WH F 9: 00-17: 00
http_access allow ip_acl tine_acl

acl hostsl src192.168.0. 10
acl hosts2 src 192.168.0. 20
acl hosts3 src 192.168.0. 30
acl norning tine 10:00-13: 00
acl lunch tinme 13:30-14: 30
acl evening tine 15:00-18:00

htt p_access all ow host1 norni ng
http_access all ow host1 eveni ng
http_access all ow host2 | unch
htt p_access al |l ow host 3 eveni ng
http_access deny al

Setting the cache_dir
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At this point you may be itching to start your proxy, but wait. There's more!

Out the box, SQUID ships with a default cache size of 100Mb and this may need to
be changed depending on how large a site you proxy is handling.

If you are just testing at this stage, leave the defaults. However, you should be aware
of what the figures mean after the path to the cache directory.

The general format of the cache_dir directiveis:

cache_dir Type Maxobjsize Directory-Nane Mytes \
Level -1 Level 2 [..]

where:

» Typeisgeneraly ufs (athough it can be other things too - consult the
squi d. conf file)

» Maxobjsize is the maximum object size the storage directory supports. This can
be omitted

» Directory-Name is the name of the top-level directory. Y ou may well wish to
storeyour cachein/ var/ cache or/ var/ spool / cache or
/ var/ spool / squi d. You would specify this here.

» Mbytes, by default out the shrink-wrapping, thisis 100Mb. However thisisa
really small cache and it will most likely be exhausted quite soon when using the
cache - even for asmall organization. Remember that exhausting the cache will
not affect your access to the Internet, but will certainly increase latency to the
sitesyou are visiting.

e Thelast two entries, Level-1 and Level-2 are the number of first-tier directories

that will be created under the Directory-Name, and Level-2, the number of 2nd
tier directories under the first-tier

Figure 3.1. Squid Directory Levels
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(fvarfapaalfs.quid]

%7 Level 1 %
16 Directories
I | | | |

Level 2
256 Directories

| [T1

Note that Squid does not automatically create the hierarchy of directories required to
cache your pages. Y ou can do thisusing:

usr/sbin/squid -z

The best means of starting squid first timeisto start it by hand. Assuming you know
where your sgquid binary lives, you could do something like:

usr/sbin/squid -N-d 1 -D

Thiswill not put squid into the background, but will spew all the output to the
console.

* The-d 1 option isthe amount of debugging information it will show. Increasing
the number after the -d will show more debug information.

» The-N option will not put squid into the background, but it will continue to run
in the foreground, while the -D option will disable initial DNS tests.

If, on the output, you see:

Ready to serve requests
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your proxy server isready to be used. If not, read the log carefully to determine what
the problem is. Once you have tested the proxy, you can CTRL-C this squid process
and start it as the init scripts would do (in Debian that would be /etc/init.d/squid
start).

Testing your proxy

In your class environment, you may or may not have access to the Internet. If you
don't, that's no problem. If you do, that's an added bonus. I'm going to assume you
do not have access to the Internet. Y ou can simulate an Internet connection using
your web or ftp servers, but since you probably don't know how to set these up yet,
let's leave that till we've finished this course. Y our final lab will require that you
configure all these services from scratch on aclean Linux install.

In order to test your proxy, you may choose any web browser. | will cover two here.
Thefirstislynx.

Lynx is atext-based web browser that isfast and light. It is very useful for ignoring
those s ow-to-download images and the pesky banner ads that make the World Wide
Web so slow.

Wait! In order to get lynx to use the proxy, you will need to set at least one
environmental variable: http_proxy

export http_proxy="http://cal amari.jungle.org.za: 8080"

"http://calamari.jungle.org.za:8080" should be replaced with the domain
name or | P address of your machine on which you configured Squid.
e.g.. export http_proxy="http://192.168.0.1:8080"

Now, start lynx with:

| ynx www. Wi ndowsi nt oafri ca. com

Of course, we don't have Internet access, so the www.windowsintoafrica.com will
time out, but we can still consult the squid log files to determine whether the client
(lynx) used the proxy or not.

Perform atail on the access.log file (usualy in/ var /| og/ squi d - if yoursis not
there, thenlook inthe squi d. conf filefor the cache access log directive).
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tail -20 /var/l og/squid/access. | og

Y ou should see something similar to:

59437. 023 39923 192.168.1.24 TCP_M SS/ 504 1139
CET http://ww. wi ndowsi ntoafrica.com favicon.ico - NONE/ - -

Here the TCP_MISS means that the proxy was missing this file, and therefore would
need to contact the site and retrieve it on your (actually lynx's) behalf.

Lynx error message

Of course, the proxy cannot do that so lynx will return an error such as:

ERROR: The requested URL could not be retrieved
ERROR

The requested URL coul d not be retrieved

Wiile trying to retrieve the \
URL: http://ww. wi ndowsi ntoafrica.com

The followi ng error was encountered:
* Connection Failed

The system returned:
(110) Connection tined out

The renote host or network may be down. \
Pl ease try the request again.

Your cache administrator is hani sh@XEDux. co. za.

Cenerated Fri, 20 Feb 2004 08: 11: 35 GMI \
by cal amari .jungl e.org. za
(Squi d/ 2. 4. STABLES)
End of error nessage.

If you were using a GUI web browser (say Mozilla or similar), you could configure
the browser to use the proxy by following the settings:
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Tools -> Options -> General -> Connection Settings
-> Manual Proxy Configuration -> HTTP Proxy

And enter your proxy (using the DNS name or the IP address) as well asthe port on
which your proxy islistening.

Now, try to go the same site: www.windowsintoafrica.com, and you should get a
similar response to that returned by Lynx.

Whether you have Internet access or not, you should see an entry appear in your
access file indicating that your http request was redirected to the proxy.

Automatic client proxy configuration

In the mid '90s, Netscape devel oped Javascript to address client-side processing (do
NOT get Javascript confused with Java, SUN's powerful cross-platform language).

This (at the time) added a huge amount of functionality to web pages, in that some of
the page could be 'dynamic'. The browser could understand this JavaScript code and
it had the responsibility for processing the code. On the face of it, it looked like an
answer to 'static' boring web pages, but of course, came with awhole host of
inherent issues. Nonetheless, JavaScript is part of web programming today and |
don't think it's going to go away in a hurry.

We can use this functionality in configuring our browser. If visiting 100 client
machines fills you with dread, then this may be one way of solving the problem. Of
course, you will need to visit your 100 clients at least once, but if anything changes
in the future, no need to revisit them. There are of course other ways of skinning this
cat (like editing the registry on Windows machines using an automated logon script),
but we're certainly not going to delve into that here.

Here | am referring to a proxy.pac script, which is avery simple script, understood
by most (if not all) modern browser that will automatically configure the browser for
the Internet via your proxy. Of course it does not need to be called proxy.pac, but |
use that name here, so let's go with the flow.

In order to ge thisright, you will need to:
1. Haveaweb server set up on your network which will contain the proxy.pac
script

2. Configure your browser (asin the GUI configuration above) to use Automatic
Proxy configuration URL. In this box, you will need to enter the url,
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"http://platapus.jungle.org.za/proxy.pac” where platapus is the name of the web
server.

I've included my simple proxy.pac script below, so take alook at it, and then visit
http://wp.netscape.com/eng/mozilla/2.0/rel notes/demo/proxy-live.html for alist of
functions that can be included in your own proxy.pac script.

My proxy.pac script:

f uncti on Fi ndProxyFor URL(url, host) {
if ( islnNet(host, "192.168.1.0", "255.255.255.0") ||
dnsDonai nl s(host, ".jungl e.org.za") ||
dnsDomai nl s( host, . QEDux. co. za") ) {
return "Dl RECT";

el se {
return "PROXY cal anari . jungl e. org. za: 8080";

This script will set the browser to go directly to sitesin the 192.168.1.x network or
in the domains QEDuXx.co.za or jungle.org.za domains, bypassing the need for the
proxy. If however, the client machine triesto go to anything else, this script will
have configured the browser to use the proxy calamari.jungle.org.za. Bingo, your
100 (or more) browsers are configured. If at alater stage you split your network,
putting in a secondary proxy, al that needs to change is the proxy.pac file. No need
to ever revisit theindividual client workstations.

Setting the cache administrator

We skipped many configuration options earlier in our eagerness to get our proxy
working.

let's return an look at a couple more. Thefirst of these is setting the cache
administrator. Thisisthe person (probably yourself) responsible for maintaining the

proxy.

It would be nice if the user, on obtaining an error on their web browser, could have
an email address of someone to contact if they are having problems leaving the local
network.

The cache_mgr directive offers just such a solution.

cache _ngr ham sh@XEDux. co. za
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Not only is this email address printed on the bottom of pages when the proxy cannot
retrieve the page (as shown above), it is a so the person who will receive email in the
event that the proxy goes legs-up.

Speeding up the response of your
Proxy

The process of retrieving a page from the Internet is not slowed by using a proxy
except when the requested page cannot be retrieved. In this case, the proxy will try
for up to 2 minutes (120 seconds) by default to try to retrieve the page.

This can be annoying to the user, and will certainly have users knocking on your
mailbox complaining.

One means of speeding this up is to change the connect_timeout time. If you make
this too short of course, the page will never be retrieved since the latency on the
Internet may well be significantly slower than 20 seconds (although | would look at
my Internet access connection if this was the case!).

| have changed my connect_timeout to 20 seconds and one means of testing thisis
by issuing the following commands:

date +"9%";|ynx waww. nowhere. bi z

Compare the time in the access.log file for the www.nowhere.biz entry to that on the
command line as output by the date command.

Since squid prints the timesin UNIX formatted time (i.e. Number of seconds since
1/1/1970), it will be easy to subtract the time as displayed by 'date’ from thetimein
the access.log file and this should show you the connect_timeout.

Hierarchies of proxies

We have covered the basics of getting your proxy server up and offering better
response to your clients.

Proxies can operate in a hierarchical manner. Supposing your | SP has a proxy that
storesHITS from all their clients. Clearly, their proxy will be larger than yours since
they most probably have more client workstations 'hitting' it on an hourly basis.
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What would be niceisto usetheir proxy aswell asyours. Thus, if aweb pageis not
cached on your proxy, your proxy would query the ISP's proxy to see whether it has
the page cached in it'stree. If so, it has saved you time and possibly money, as this
may be an international site that is cached, and many ISP'sin South Africa have
differing rates depending on whether the sites you visit are local or international.

The configuration of hierarchical proxiesiswell outside of the bounds of this course,
and of course you would need another proxy on the network in order to see the effect

of this, but at least you know the functionality is there and can be configured at some
future date.

In afuture update on this course, | will include configuration of squid to handle
authentication of users.

Exercises:

1. Configure squid to alow access to the internet for your network. Assume your
network isin the IP address range 168.158.14.x. Y ou would disallow the
workstation 168.158.14.24 access to the Internet as they have been known to be
maliciousin the past. Deny all FTP access out of your network.

2. Ensurethat you squid server has aminimum of 200Mb of space allocated to the

cache and ensure that a minimum of 32 directories are created on startup at the
tier-1 level. Tier-2 should have the standard 256 directories.

References:

Resources used when compiling the course:

1. SQUID website address: http://www.squid-cache.org

2. Anexcellent squid tutorial written by Oskar Pearson.
http://squid-docs.sourceforge.net/

3. DS Oberoi's article on setting up a squid cache server:
http://www.linuxfocus.org/English/March2002/article235.shtml

4. Henrik Nordstrom's Squid workhttp://squid.sourceforge.net/hno/

5. Squid ACL Proxy Authentication with External Programs
http://www.devet.org/squid/proxy_auth/
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Chapter 4. Configuration of Exim or
Sendmail Malil Transfer Agents

Introduction:

The default mail transfer agent (MTA) which Debian comes installed with is called
Exim.

A MTA isasystem which will receive, spool, store and deliver e-mail for MUAS
(mail user agents). Examples of MUASs include pine, mutt and Netscape
Communicator.

Exim was developed by Philip Hazel at the University of Cambridge for use on Unix
systems connected to the Internet.

Eximisanincredibly powerful piece of software, and is able to handle complex mail
routing requirements. It can be used as a drop-in replacement for the venerable
Sendmail application, which isthe standard Unix MTA.

This course will bring you up to speed with the basics of running an Exim based
mail system, but you should consult Exim's excellent documentation for further
information and help. http://www.exim.org/

Y ou can aso find for information in the exim(8) man page, aswell asin the
"fusr/share/doc/exim/" directory on your local Debian system. This documentation is
installed as part of the Exim Debian package.

Exim configuration:

Y ou may remember that during your Debian installation process, you were prompted
to answer afew questions to configure your e-mail system. These questions and your
answers were processed by the Exim Debian package's installation script, which is
configured to run when the Exim package has been installed.

Y ou can choose to re-run this script at any time, by simply running
"/ usr/ sbi n/ exi nconfi g" asroot. You can do this now:

debi an: ~# exi ntonfig

You al ready have an exi m configuration. \
Conti nuing with exinctonfig

Wi Il overwite it. It will not keep any |ocal \
nodi fi cati ons you have made.

If that is not your intention, you should break \
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out now. If you do conti nue,

t hen your existing file will be renaned with \
.0 on the end.

[---Press return---]

The configuration files which the script mentions are found in the "/etc/exim"
directory. The main configuration fileis "/etc/exim/exim.conf".

The script will present you with a set of choices:

<l - - e e e e e e e e e e e S
You rmust choose one of the options bel ow

(1) Internet site; mail is sent and received directly \
usi ng SMIP. |f your
needs don't fit neatly into any category, you \
probably want to start
with this one and then edit the config file by hand.

(2) Internet site using smarthost: You receive Internet \

mail on this

machine, either directly by SMIP or by running \
a utility such as

fetchmail. Qutgoing mail is sent using a smarthost. \
Optionally with

addresses rewitten. This is probably what you want \
for a dialup

system
(3) Satellite system Al mauil is sent to another machine, \
called a "smart
host" for delivery. root and postmaster mail is \
del i vered accordi ng
to /etc/aliases. No mail is received |ocally.

(4) Local delivery only: You are not on a network. \
Mai | for local users is delivered.

(5) No configuration: No configuration will be done now, \
your mail system
wi Il be broken and should not be used. You must \
t hen do the
configuration yourself later or run this script, \
[ usr/ sbi n/ exi nconfi g,
as root. Look in /usr/share/doc/exi mexanpl e.conf. gz

Sel ect a nunber from1l to 5, fromthe |list above.
Enter value (default="1', 'x' to restart):

If you are setting up the machine to act as a server, but not specifically for e-mail,
and you aready have a dedicated e-mail server on your network, then you should
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select the second option.

If you are setting up the machine to act as a desktop, you should select the third
option.

If you are setting up the machine to act as a mail server, then you should select the
first option:

Sel ect a nunber from1l to 5, fromthe |ist above.

Enter value (default="1", 'x' to restart): 1

<| - - S mmm—mmmmmmm= .- D>

What is the 'visible' nmail name of your systenf \
This will appear on

From |ines of outgoing nessages.

Ent er val ue (default '

[
='debian', 'x' to restart):

Here you are prompted for the mail domain of your system. If your server was called
"server.example.com", then you would probably want to configure your mail name
as "example.com"; ie, e-mail addresses will have the form "user@example.com”.

Ent er val ue (default="debian', 'x' to restart): exanple.com
<! == SO - D>
Does this system have any ot her names whi ch may \
appear on i ncom ng
mai | nessages, apart fromthe visible name above \
(exampl e. com and
| ocal host ?

By default all donmains will be treated the sane; \
if you want different

domai n nanes to be treated differently, you will \
need to edit the config

file afterwards: see the docunentation for the \
“donmi ns" director option.

If there are any nore, enter them here, separated \
with spaces or conmas.

If there are none, say 'none'

Ent er val ue (default=" none', '

X' to restart):

This question relates to "virtual domains* which you might host on your system. As
stated above, the simple configuration system can only handle treating al virtual
domains in the same manner, and thisis fine for most simple setups.

For example, we may wish to receive e-mail destined for "user@example.org"
(_.org ) aswell asthat destined for "user@example.com":
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Ent er val ue (default="none', 'x' to restart): exanple.org
<! - - SOOI ST - - D>

Again, as stated above, e-mail destined for either domain will be treated equally.

Al mail from here or specified other |ocal nmachines \
to anywhere on

the internet will be accepted, as will mail from)\
anywhere on the

i nternet to here.

Are there any donains you want to relay mail for\
---that is, you are

prepared to accept mail for them from anywhere \
on the internet, but

t hey are not |ocal domains.

If there are any, enter them here, separated with \
spaces or conmmas. You

can use wldcards. If there are none, say 'none'. \
If you want to rel ay

mai | for all domains that specify you as an MX, \
then say ' nx'

Ent er val ue (default ="' none'

X' to restart):

This question relates to any domains for which we are the backup mailserver.
Although you can tell Exim to use MX records to determine this, rather than using a
hardcoded list, thisis not recommended.

Ent er val ue (default ="' none'
<I--

x' to restart):

Obvi ousl y, any nmachi nes that use us as a smarthost \
have to be excl uded

fromthe relaying controls, as using us to relay mail \
for themis the

whol e poi nt.

Are there any networks of |ocal nachines you want \
to relay mail for?

If there are any, enter them here, separated with \
spaces or commas. You

shoul d use the standard address/|ength formt \
(e.g. 194.222.242.0/ 24)

If there are none, say 'none'

You need to double the colons in | Pv6 addreses \
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(e.g. 5f03::1200::836f::::/48)
Ent er val ue (default="none', 'x' to restart):

Here you must specify alist of machines and/or networks for which we will relay
mail for. Be very careful with your answer here, otherwise you could be allowing
untrusted people to use your mail server!

Y ou should normally only specify your own network block:

Ent er val ue (default='none', 'x' to restart): 192.168.1.0/24

This means that any machines on the 192.168.1.0/24 network will be able to use
your machine asan SMTPrelay.

Ent er val ue (default="none', 'x' to restart): 192.168.1.0/24

Nanmes are | ocal host: exanpl e. com exanpl e. com

<! - - TSSO - - D>

Mai | for the 'postmaster’ and 'root’' accounts is \
usual Iy redirected

to one or nore user accounts, of the actual \
syst em adm ni st rat ors.

By default, I'lIl set things up so that mail for \
' postmaster' and for

vari ous system accounts is redirected to \
‘root', and mail for 'root

is redirected to a real user. This can be \
changed by editing /etc/aliases.

Not e t hat postmaster-mail should usually be \
read on the systemit is

directed to, rather than being forwarded el sewhere,\
so (at |east one of)

t he users you choose should not redirect their \
mai | of f this nachine.

\Whi ch user account(s) should system\
admi ni strator nmail go to ?

Ent er one or nore usernanmes separated \
by spaces or conmmas . Enter

‘none' if you want to leave this mail in\
‘root's mailbox - NB this

is strongly discouraged. Also, note that \
user nanes shoul d be | owercase!

As directed above, you should direct e-mail for the 'postmaster' and 'root' accounts to

anormal user account, preferably your own.
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Enter value ('x' to restart): student

These particular settings can be modified later inthe/ et ¢/ al i ases file.

Once that's done, you'll be presented with a configuration summary:

The follow ng configuration has been entered:
<! --

Mai | generated on this systemwi |l have 'exanple.com used
as the domain part (after the @ in the From field \
and simlar places.

The follow ng domai n(s) will be recogni sed as \
referring to this system
| ocal host, exanpl e.com exanpl e.com

Mai | for postmaster, root, etc. will be sent to student.
Local mail is delivered.
Qut bound renpte nmail is |ooked up in the Internet \

DNS, and delivered

using that data if any is found; otherw se such \
nessages are bounced.

Not e that you can set enmil addresses used for \
out goi ng mail by editing
etc/ emai | - addr esses.

Is this OK? Ht Return or type 'y' to confirmit \

and install,

or 'n' to make changes (in which case we'll go \
round agai n, giving you

your previous answers as defaults. (Y/'n)

If you're happy with the configuration, you can simply hit Enter:

your previous answers as defaults. (Y'n) Y

Keepi ng previous /etc/exi meximconf as /etc/exinleximconf.O
Keepi ng previous /etc/aliases as /etc/aliases.O

Keepi ng previous /etc/mail nane as /etc/mail nane. O

Configuration install ed.
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debl an: ~#

Once you've reached this point, you should inspect the /etc/exim/exim.conf file to
familiarise yourself with its contents.

Some of the more important options are:

qual i fy _domai n = exanpl e. com

This specifies the domain which will be appended to any addresses which do not
already have one.

| ocal _domai ns = | ocal host : exanpl e. com exanpl e. org

Thislist of domains specifies which @domains are considered to be local. Exim will
then attempt to deliver any e-mail to these addresses in the relevant file in
Ivar/spool/mail/${ user}, where user is taken from the address "user@domain”.

rel ay_domai ns =

Thisisalist of domains for which we accept e-mail, although we don't consider
them to belocal domains. These are domains for which we are a backup or
secondary mail server.

host accept _relay = 127.0.0.1 : ::::1 : 192.168.1.0/24

Thisisthelist of networks for which we will act asan SMTP server, and thus relay
mail for.

The/ et c/ al i ases filecontainsasimplelist in the following format:

post mast er: root
root: student

In the above example, Exim will redirect e-mail destined for "postmaster” to "root",
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and will in turn redirect email for "root" to "student".

Y ou can also specify multiple target addresses, separated with a comma:

root: studentl, student?2

Working with Exim:

Y ou can use the "mailg" command to view the current mailq on your Exim system.
This command will display all the current e-mail that is in the queue and has yet to
be delivered, whether locally or remotely. It will aso specify how long the e-mail
has been waiting, aswell asits size.

Y ou can use the "exiwhat" command to view the current list of Exim processes, as
well aswhat each process is currently doing.

Switching to Sendmail:

Although Debian comes with Exim by default, the standard Unix MTA is Sendmail,
and thisisthe standard for most other Linux distributions. If you are more
comfortable with Sendmail, or have some other reason for using it instead of Exim,
Debian will allow you to do this.

Y ou can use the Debian package system to remove Exim, and install Sendmail in its
place:

PP????????????2??2?2?27?27?27?7

Asyou can see, the Exim package has been removed, and the Sendmail one installed
inits place. You will now be prompted to fill in the information necessary in order to
configure the mail system, similar to what you've been required to do with Exim
previoudly:

adduser: Warning: The hone dir you specified already exists.
Saving current /etc/mail/sendrail.nc,cf to /var/backups

You are doing a new install, or have erased \
/etc/mail/sendmail.nt.

If you' ve accidentaly erased /etc/muail/sendnuil.nc, check

var / backups.
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Sendmal | wi Il not start until 1t 1s configured.
Do you wi sh to configure sendnail now, or wait until later?

Configure now ? (y/N)

If you specify that you wish to configure Sendmail later, you'll be presented with the

following:
To configure sendnail |ater, type sendnail config
After configuring sendmail, you can start it via \

[etc/init.d/ sendmail start
Press [ ENTER]

debi an: ~#

Configuring Sendmail

Ok, let's now start up the "sendmailconfig" script, and go through the configuration
settings: /etc/init.d/sendmail start sendmailconfig.

debi an: ~# sendnai | confi g

Sendmai | Confi guration

By answering the foll owi ng questions, you can \
configure sendmail for your

system Default values are determ ned either by \
your existing configuration

or from conmobn usage.

Press [ ENTER]

Your 'mail name' is the hostnanme portion of \
the address to be shown on
out goi ng news and mail messages (follow ng \
the username and @sign). This
nane will be used by ot her prograns besides \
sendmai | ; it should be the single,
ful | domain name (FQDN) from which mail \
wi || appear to originate.

Mai | nanme? [ exanpl e. coni

Thisisidentical to the Exim configuration section in this that we covered previously.
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A special configuration known as the "null client" \
can be created for this
host if all mail should be forwarded to a \
central hub via a | ocal SMIP-based
network. This may be a suitable configuration \
if you want to forward all of
your mail to your |local |nternet service \
provi der (1SP) for delivery.

To enabl e this option, give the nane of the \
host to which all mail should be
f orwar ded. Ot herwi se | eave the option \
enpty to disable it.
To renmove a prior nane, use ' NONE' .

Nul | client forward host? []

A "null client" configuration is suitable for aworkstation or similar system, which
simply needsto redirect all its e-mail to the central mail server on your network.
welll leave this blank for our current configuration.

Smart Host

A "Smart Host" is one that can deliver mail to \
external machi nes. By using

a "Smart Host", we don't need DNS, or good \
connectivity ourselves. This is

nost |ikely what you want if you have a \
dialup link, or sit behind a firewall.

To enabl e this option, give the nane of the \
host to which all non-Ilocal mai
shoul d be forwarded. O herw se |eave \
the option enpty.
To renmove a prior nane, use 'NONE' .

Smart Host:? []

A "smart host" configuration is similar to a"null client", except it also does not
reguire permanent connectivity to the Internet. Thisisagood choiceif you connect
to the Internet using a dial-up connection. we'll leave this option blank for our
current configuration.

IAddr ess Canoni fi cati on

Usual |y sendmail will canonify all addresses by \




87

consulting a nane server and
resol ving hosts to their fully qualified domain \
nane (FQDN). Under speci al
ci rcunst ances you may want to disable this \
feature, for exanmple if this
machi ne acts only as a mail gateway.

Di sabl e address canoni fication? [N

We will leave address canonification enabled. Thisis analogousto Exim's
"qualify_domain" option.

SMTP Mai | er

If you plan to exchange mail with other conputers, \
you shoul d enabl e the

SMIP nailer. Even if you don't plan to exchange \
mail with other conputers,

it is still a good idea to enable this so |ocal \
prograns can use it.

Enabl e the SMIP mailer? [Y]

As recommended, we will enable the SMTP mailer.

Masquer ade Envel ope

If you want mail envel opes (as well as mail \
headers) to appear to conme from
' exanmpl e. com, you can enable this option.

Masquer ade envel opes? [Y]

Thisisuseful if your mail server is called "mail.example.com", but you wish for
your outgoing e-mail to appear asif it is coming from "example.com”. Y ou will
normally want to enable this.

Al | Masquer ade
If enabled, this feature will cause recipient \
addresses to al so appear to cone
from ' exanple.com. Normally they get the \
| ocal host nane.
Al t hough this may be right for ordinary users, \
it can break | ocal aliases. For
exanple, if you send to "localalias", the \
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originating sendmail wll find that
alias and send to all menbers, but send \
t he message with
"To: |ocal al i as@xanpl e.comt'. Since that \
alias |likely does
not exist, replies will fail. Use this feature \
ONLY if you can guarantee that
t he ENTI RE nanespace of 'exanple.com \
supersets all the
| ocal entries. If in doubt, it is safe to |eave \
this option disabl ed.

Al | masquer ade? [ N]

As recommended, we won't enable "all masguerade’”.

Don't masquerade mail to | ocal users

Send mail to | ocal recipients without masqueradi ng.

Daunt masquerade | ocal ? [N

we'll aso leave local masquerading disabled.

Al ways Add Donmai n
I f enabl ed, the |ocal host domain is included \
even on locally delivered mail.
Normal ly it is not added unless it is \
al ready present.

Al ways add domai n? [ N|

This means that local only e-mail will not have the machine name or domain name
appended to it; thisis the default behavior, and should be left asis.

Mai | Accept ance
Sendmai | is usually configured to accept nmail \
for your mail nane
(exanpl e. con). However, under special \
ci rcunst ances you
may not w sh sendmail to do this, particularly \
if (and disabling this option
generally requires that) mail for \
"exanpl e.com is MXed

to another host. |If in doubt, it is safe to \
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[ eave this option enabl ed.

Accept mail for 'exanple.com ? [Y]

Asdirected, it is safe to simply leave this option enabled.

Al t er nat e Nanes
In addition to the canonical mail nanme \
" exanmpl e.com, you can
add any nunber of additional alternate \
names to recogni ze for receiving mail
If other hosts are MXed to you for local mail, \
this is where you should Ii st
them This list is saved into the file \
/etc/mail/local -host - nanmes
so it can be changed | ater as needed.

To answer this question, separate each \
~alternate nane with a space, or answer
' NONE' to elimnate all alternate nanes.

Al t er nat e nanes? []

Thisoption issimilar to the "local_domains' option in Exim; it specifiesalist of
domain names which we consider to be "local" to this system; ie, we will accept and
attempt to deliver e-mail destined for user@domain. Sendmail keeps alist of these
domainsin the "/etc/mail/local-host-names” files.

Trust ed Users
Sendmai | allows a special group of users to \
set their envel ope "Front address
using the -f option w thout generating a \
war ni ng message. |f you have
sof t ware such as Maj ordonp installed, you \
will want to include the usernanes
from such software here. Note that "root", \
"daenmon", and "uucp" are included
aut omatically and do not need to be specified. \
This list is saved into the
file /etc/mail/trusted-users so it can be \
changed | ater as needed.

To answer this question, separate each \
~_username with a space, or answer
'NONE' to elinminate all usernanes.

Trust ed users? []
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Leave this as the default, unless you have a specific reason to add a trusted user here.
Y ou will normally not need to do this, unless you are running mailing list software
such as Mgjordomo.

Redi rect Feature
If enabled, this feature will allow you to \
alias old nanes to
<new- addr ess>. REDI RECT, causi ng \
sendmail to return mail to the sender with
an error but indicating the recipient's new address.

Enabl e redirect option? [N

Thisisanice option to enable if you have alarge userbase with a high rate of
turnover. we'll leave this option disabled for now though.

UUCP Addr esses
Sendrai | can be configured to be smart \

about UUCP addresses, or it can do
not hi ng special with UUCP addresses at all. \

I f you care about UUCP, you will
need to do sone additional configuration, \

per haps outside of this script.

*** NOTE *** |f you use a smart host or do \
any kind of forwarding (ie
LUSER RELAY and LOCAL_RELAY), it is \
i mportant that you say "Yes"
here to prevent a multi-Ilevel relay hole - \
unl ess you know for *SURE* that
your smart-host does not deal with UUCP addresses.

(Be safe and just say Y)

Enabl e UUCP addressi ng? [Y]

UUCP (Unix to Unix Copy Protocol) was the method used for transfering e-mail
between Unix systems before the advent of the Internet. It is still very useful for
handling e-mail for systems which do not have a permanent Internet connection. It's
recommended that you leave this setting on.

Sti cky Host

I f enabled, mail sent to 'user @xanple.com is \
mar ked as

"sticky" -- that is, the |ocal addresses aren't \
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mat ched agal nst UDB and don't
go through ruleset 5. This is used if you want \

a setup where 'user' is not
necessarily the same as 'user @xanpl e.com, \

e.g., to make
a di stinct domai n-wi de nanespace. \

If in doubt, it is safe to leave this
opti on di sabl ed.

Enabl e sticky host option? [N

As recommended, you can leave this option disabled.

DNS

If you are directly connected to the Internet and \
have access to a domain
name server, you should enable this option.

Enabl e DNS? [ VY]

If you are configuring a dial-up system, you can disable this option; otherwise, you
should always have it enabled.

Best MX is Local

If enabled, this option will cause sendnmail to accept \
mai | as though locally

addressed for any host that lists this machine as the \
best possible MX record.

Thi s generates additional DNS traffic, but should be \
K for | owto-nedium

traffic hosts. N.B.: This feature is fundanentally \
i nconmpatible with wildcard

MX records. If you have a wildcard MX record that \
mat ches your donmi n, you

cannot use this feature.

Assume best MX is local? [N

We will leave this disabled for now.

Mai | ert abl e
If enabled, this option causes sendmail to read \
mai | routing rules from
the text file /etc/mail/milertable. This is needed \
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for unusual mailers Iike
i fmail and fax prograns.
More information is in \
[ usr/ shar e/ doc/ sendmai | - doc/ op/ op. t xt . gz.

Enabl e the nmailertable feature? [N

Y ou should peruse the documentation found in
"fusr/share/doc/sendmail-doc/op/op.txt.gz" to get an idea of what you can do here;
but we can leave this disabled for now.

Sendrai | Restricted Shel

If enabled, this option causes sendmail to use the \
sendmai | restricted shel

program (snrsh) instead of /bin/sh for mailing to \
prograns. This inmproves your

ability to control what gets run via email; only \
t hose progranms whi ch appear

in a special directory can be run. If you enable \
this option, please carefully

read the snrsh(8) nan page for further infornmation

Use the Sendmail Restricted Shell (snmrsh)? [V]

Thisisadesired security option for Sendmail, and should be enabled unless you
have a very specific reason not to do so.

Mai | er Nane

You can change the nanme used for internally \
gener at ed out goi ng nessages.

Usual Iy this is " MAILER- DAEMON but it woul d \
not be unreasonabl e to change

it to something such as 'postmaster'.

Mai | er nane? [ MAI LER- DAEMON|

Leave thisas"MAILER-DAEMON".

Sendmai | normal |y excl udes the sender address \
from group expansi on. Enabling
this option will cause the sender to be incl uded.
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Enabl e me too option? [N

This option is self-explanatory; you can simply leave it at the default.

Message Ti neout s
Sendmai | will issue a warni ng nessage to the \
sender if it can't deliver a
message within a reasonabl e amount of tinme. \
It will also send a failure
notification and give up trying to deliver the \
message if 1t can't deliver it
after an unreasonabl e amount of tine.

You can configure the message tineouts after \
whi ch warni ng and failure
notifications are sent. Sendmail's defaults are 4 \
hours and 5 days (4h/5d),
respectively, but many people feel warnings after \
only 4 hours are prenmature.

Message ti neouts? [4h/5d]

Y ou can leave the values at the default, unless you are wanting to tweak your mail
system.

Conf i guration Conpl ete
IAdvanced configuration, such as alternate mailers, \
the use of mail ertables,
Bi t net domai ns, and UUCP domai ns can be \
accompl i shed by manual |y editing the
etc/mail/sendnmail.nt configuration file and rerunning
' /usr/sbin/sendmail config' to generate the \
appropriate /etc/ mail/sendmail . cf
file. (Local changes made at the end of /etc/mail/sendnail.nt
Wi || be preserved by '/usr/sbin/sendmail config'.)

Working with Sendmail

Sendmail also usesthe/ et ¢/ al i ases file, and the format is the same as that for
Exim. However, Sendmail keeps a hashed table file of the contents of

/et c/ aliases, and you will need to run the "newaliases’ command in order for
this separate file to be updated after you have edited the original / et ¢/ al i ases

file. Thistends to be the #1 thing that e-mail administrators forget to do on a
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Sendmail system!

Aswith Exim, you can use the "mailg" command to view the current mailg, and see
what mail is still to be delivered.
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