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Chapter 1. General Hints for
System Administrators

Introduction

To define the responsihbilities of an administrator 100% at this time would be
impossible for usto do, the scope of this job would have to depend on the size of the
system or network that you are working with, the numbers of usersinvolved, the
amount of resources available to you and the type of applications that the users
would be using.

However one thing is for sure and that isthat doing the work of a system
administrator isfairly time consuming - ook at the shell scripting course and get a
good idea of how to automate some of the processes.

If we were to itemize the type of jobs that you may have to do the first would have to
be to analyze the system(s) that you are working with and the users needs.

The second could very well beto install the operating system or to install some of
the desktops and the third and maybe most important to automate would be to
maintain the system that you have established.

In order to ensure that your foundation installation is solid check the following
guidelines and fill in the missing information where required.

Remember that "Knowledge is power" and when installing a system the more
knowledge you have the better the installation will be.

Reading list for administrators

The job of a system's administrator involves continually learning and keeping up to
date with technology which affects their work. Thus, it's agood ideato have a
handful of resourcesto refer to in order to track what's happening out there.

Some good web sites to become familiar with include:

http://www.freshmeat.net/

Lots of software, both new and updated releases, are announced here.

http://www.sl ashdot.org/

"News for Nerds. Stuff that Matters."



http://www.freshmeat.net
http://www.slashdot.org/

2 General Hints for System Administrators

http://www.sage.org/
The System Administrator's Guild, affiliated with the Usenix Association. They have

severa nice booklets and a hard copy magazine, called ";login:", specificaly for
system administrators!

Installation and Configuration
Checklist

Tolnstall the hardware

1. Takeanote of device compatibility

2. Takeanote of the address information (the section called “Hardware
Configuration and Compatibility” [5]).

3. Make surethat you know your system thoroughly e.g. How much memory do
you have?

Prepareto install the operating system and software

1. Calculate the amount of disk space that you will need for each application or
additional software that you are intending to install.

2. Alsonoteintheinstallation guides for this additional software if they have
recommendations for allocating kernel resources or installation tips.

3. Prepare the materials required for the installation (CDROM etc.)

4. Read any instalation guide that is available to you



http://www.sage.org/

Install Operating System

Consider the defaults supplied throughout the installation process. Not all are
applicable to your installation

Determine the hardware interrupts and install the devices
Follow the installation process carefully and make notes of all the settings that

you configure and the decisions that you make, any error messages or areas of
concern that we may have to go back to.

Configurethe system and software

1. Look at the security requirements that you are going to have and implement the
relevant solutions.

2. Ingtall the application software and make changes to resourcesiif required.

3. Ingtall users, passwords and make other changes to the system profile files.

4. Follow the processin chapter two for post installation configuration.

5. Veify your set-up.

6. Make abackup of the clean system.

7. Create asystemlog.

On-going

1. Follow system resources versus system needs and change if affecting
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performance

Create and keep organizing the filesystems and files

Manage the users processes

Administrate and monitor system security and closely follow the log files

Maintain the network and accessto the Internet if required

o o M~ w DN

Educate the users and hand over some responsibility e.g. log in and o out
procedures and appoint/train ajunior printer administrator or backup
administrator or user administrator per floor or division.

Administrators file summary

If you've been put in charge of a system which was previously looked after by
someone el se, there are severa files and commands with which it isagood ideato
familiarize yourself, so that you can tell how the system has been set up.

Obviously, most of thefilesinthe/ et c directory fall into this category, specifically
/ et ¢/ passwd and the associated / et ¢/ shadowfile, aswell as/ et ¢/ gr oup.
On a Debian system, you should also familiarize yourself with alist of the currently

installed packages and their versions; you can use the dpkg -list command to
achieve this. This command is covered in more detail later.

Keeping a record of your system
System Log

Record all system modifications and other events

Date System Modification System Event

Diagnose any system problems

Date System Problem Solution used




Hardware Configuration and
Compatibility

Make a note of system usage and any growth

Date Description

Make a note of the security implementation and its success, remember not to keep
these records in an unsafe place.

Hardware Configuration and Compatibility

List your system hardware components and as suggested in the course material,
check the hardware's compatibility with the operating system that you are installing.

For each hardware component record the following information:

Item

Manufacturer

Seria #

DMA

IRQ

Base Address

Description (any further relevant driver
information)ls it compatible with the
operating system that you are installing
and where did you find the compatibility
information. Anything to be careful of in
future or in the case of are-install?

Software Checklist

Application Description

Software-Name Short description of the
installation, problems,
resources allocated, serid
numbers, licenses and any
other pertinent
information.




6 General Hints for System Administrators

Backup Log

Decide on your backup procedure whether full or incremental, daily, weekly etc.
Then create alog that you can refer to especially at restore time or if handing over
the system to someone else (see Chapter 4 [107]).

A review of some of basic commands

Check in the man or info pagesif you do not know these commands:
For managing files we covered Is, mv, cp, rm, grep, file and find.
We displayed fileswith cat, more, pg, less, head and tail.

Managed directory files with cd, mkdir, rmdir, pwd and copy.
Used input/output redirection with >, <, >> and |

Download the vi-referance card from this [ http://resources/vi-ref.pdf] page




Chapter 2. Installation and Bootup
Installation

Planning and Preparation

In this course we are going to go through a complete installation of Debian Linux.
You will require at least the first Debian installation CD to do a Debian installation.

Only thefirst CD isrequired to turn your computer into a fully working Linux
system, athough there are lots of useful packages on the other 7 (1) CDs.

Y ou should consult the Debian web site! for alist of places where you can get your
hands on a copy.

This document covers Debian version 3.0r2, but is applicable to most other versions.

Y ou will need to configure your system's CMOS to tell it that you wish to boot off
the CD-ROM drive.

Before attempting the installation make an inventory of the hardware components of
your machine. Although the Debian installation system will attempt to automatically
detect your hardware, it may not always be successful. Probably the most important
pieces of information to record are the IRQ and |O addresses for your | SA/EISA
cards, if you have any.

If you're going to be doing the installation onto a machine, which already contains
data, and you wish to preserve this data then make a backup!

Debian requires that there be some unused partition space on which it can be
installed. Please note that thisis not the same as having free space on your C: drive
(assuming you're running DOS or Windows).

A typical desktop Debian installation requires about 600M B of disk space, but this
can obviously change depending on what additional software you intend to install, as
well as the amount of data that you are going to be storing.

It is highly recommended that you also review the installation documentation
available on the Debian CDs, as thiswill cover specific configuration problemsin
depth, aswell as last minute "gotchas" that might have crept into the release.

Debian Linux isacommunity driven operating system like most open source
projects. A way to get the most out of using the software isto become involved with
the community. If you're running a Debian system, it is definitely recommended that
1 www.debian.org [http://debian.org]



http://debian.org
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you subscribe to some of the Debian mailing lists, you can subscribe to these mailing
lists on this [http://lists.debian.org/] page

As someone looking after a Debian system, you should at least subscribe to
"announce" and "security announce" mailing lists. These are low volume, but they
will keep you up to date with what's happening with the Debian project, and, very
importantly, about any security related information that becomes available.

During an installation of any operating system, it's a good idea to note down what it
isyou've done and what choices you've made, and possibly even your reasons. This
can prove invaluable when reviewing a system, and especialy if you have to
re-install it due to asystem failure!

Some of the other obvious things that you should do prior to an installation are to
make an inventory of the hardware that the system contains, and then to check up
online whether or not that specific hardware combination is supported by the
operating system and applications that you are going to be installing.

Starting the Installation

Once you've booted off the installation CD, your screen should appear as follows:
Helcome to Debian GHU-Linux 3.8t

his iz a Debian CD-ROM. Reep it available once you have installed
pour system, as you can boot from it to repair the system on your hard
izk if that ever becomes necesszary (press <F3> for details).

For a "safe” installation with kernel 2.2.28, you can press < > to begin.
If you want additional featureszs like modern hardWare support, specify a
ifferent boot flavor at the boot prompt (press <F3> to get an overview).

If you run into trouble or if you already have guestions, press <Fi>

for quick installation help.

ARNING: You should completely back up all of your hard disks before

proceeding. The installation procedure can completely and irreversibly
erase then! If you haven’'t made backups yet, remowve the CD-ROM

from the drive and press < > or £ > to get back to
your old system.

Debian GMU/Linux codes with ABSOLUTELY MO HARRANTY, to the extent
permitted by applicable law. For copyright information, press <

» for help, or < » to boot.

Note that it isimportant to read and note everything that is displayed during the
installation. If you skim over something, you may miss a critical piece of
information and end up having to start the installation from scratch again!

Once you've read what's on the screen, feel free to use the function keysto
investigate the other screens. Once you're ready to begin press Enter.



http://lists.debian.org/
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Y ou should notice alot of text scroll off the screen. Don't worry if it goes past too
quickly for you to read, we can come back to it later.

Language and "dbootstrap”

If all goes well while booting off the CD, you should be presented with the
following screen:

| Choose The Language |
Trieu acd 1 premeu Intro per & continuar en catala.
ZENRBEEE enter P LERH I RERE,
Odaberite ovo 1 pritisnite Enter kako bi nastavili na hrvatskom
Yolite tento a stisknete Enter k pokracovanl cesky.

- velg dette og tryk enter for at fortsztte pa dansk.

Dies auswahlen und Return dricken

Elektu Ci tion kaj premu EMEN por dalrigi en Esperanto.
Selectionnez cecl et wvalidez pour continuer en francais
Escolla isto e prema Enter para seguir en galego.

A maguart valasztottad. MWyomd meg az Entert a folytatashoz
Selezioni guesta line e premi INVIO per proseguire in italiano
BEETHRERTICRIvFA—SWLT RSN

Debian GMUAL inus tem Installation

The application that is now running is called "dbootstrap"; it is responsible for the
installation and initial configuration of the system.

Y ou can use the following keys to navigate in dbootstrap:

Table 2.1. Navigation Keys(dbootstr ap)

right arrow, or Tab move forward between buttons and
selections

left arrow, or Shift-Tab move backward between buttons and
selections

Up/Down arrow highlight items within a scroll list

Spacebar select an item, such as a check box
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Enter activate current choice

Alt-F1 view dbootstrap screen

Alt-F2 view virtual console

Alt-F3 view error messages

Alt-F4 package unpacking and setup messages

Now that you know how to find your way around, use the arrow keys to move the
selection bar (the yellow text on ared background) down to your preferred language
choice (probably "en"). Once your choice is highlighted, asin the screenshot, press
the Enter key.

Y ou may be prompted to further refine your choice, as below:

Choose Language “ariant

English (United States)
English (United Kingdam)
English (Ireland)

Debian GHUsLinux System Installation

Once you've done that successfully, you will be presented with the "Release Notes'
display:
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| Release Motes
Software in the Public Interest
aresents
sk Debilan GHNUALINUE 3.0 ook

This is the Debian installation system, somewhat inaccurately
named 'hoot-floppies', wversion 3.0.23.

This installation set was bullt on 2002-05-15 by Adam Di Carlo
<aph@debian.org>.

Dehbian is created by a worldwide team of owver 900 wolunteers
collahorating wia the Internet. We have formed the non-profit
organization "Software in the Public Interest' to sponsor this

development. We'd like to thank the many businesses, universities, and
individuals who contributed the free software upon which Debian is
based. The Free Software Foundation should also be recognized for the
many praograms they hawve contributed and for their pioneering role in
developing the free software concept and the GHWU project.

Flease he sure to visit the Debian HWH site,
<URL:http:/Awww. debian.orgss.
You will find an Installation Instructions link on the home page.

<Continues

Once you've read this, press Enter again to continue.

Main Menu
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Debian GHUALinux Installation Main Menu

You must indicate what sort of keyhoard you have so that
keus operate as expected. Select "Next" from the menu to
configure your keyhoard.

: Configure the Keuboard
Alternate : Preload essential modules from a floppy
Alternatel: Partition a Hard Disk

Configure the Keyboard

Preload Modules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
fActivate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

Mount a Previously-Initialized Partition

From here, you can jump to most parts of the installation. For the purposes of a
standard installation though, you should simply concentrate on the top grouped
choices; in this case Next, "Alternate" and "Alternatel”.

The Next choiceisthe next logical step in the installation procedure, and is usually
always the one you will want. The "Alternate” options allow you to chose an
alternative installation path. Thisis sometimes useful if you want to skip a section
which doesn't make sense for your particular installation.

Make sure that the highlight bar is on "Next: Configure the Keyboard", and then
press the Enter key.

Select a keyboard
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| Select a keyhoard |

Flease select a keuboard. If you don't find the exact right

choice helow, please choose something close.

vou'll he shle to configure more keuboard choices by running
‘dpkg-reconf igure console-data' once uou have installed the

hase system.

quertysus : U.5. English (QOWERTY)
azertyshe-latini : Belgian

gquertyshr-sbnt?2 : Brazilian (RBNTZ layout)
quertyshr-latini : Brazilian (EUA layout)
quertyshg : Bulgarian Cyrillic
quertzscroat : Croatian

quertyscz-latz : Czech

gquertysdk-latinl : Danish

dvoraksdvorak : Dvorak

quertys/fi-latint : Finnish

<Cancel:

Downy hetween elements

Select your keyboard type, and then press Enter. If you're not sure which keyboard
you have, then go with the default "qwerty/us' selection.

Partition hard disk
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Debian GHUALinux Installation Main Menu

A swap partition is strongly recommended to provide virtual
memory for your system, uet none was detected. Selecting
"Mewt' will start the partitioning program. Use that to
create "Linux native" and "Linux swap' partitions on your
disks. If vou don't want a swap partition, select
"Blternate".

: Partition a Hard Disk
Alternate: Do Without & Swap Partition

Configure the kKeyhoard

Preload HModules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
Activate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Debian needs at least one partition in order to run. However, you can also create a
swap partition.

Why create a swap partition?

A swap partition allows the operating system to treat some of the disk space as
"virtual memory". If your system hasless than 16MB of RAM, then you will haveto
create a swap partition in order for the system to work. If you have more RAM than
that, then a swap partition is not required, but is still recommended.

Generaly, the cost of RAM isalot higher than the cost of disk space. For this
reason, it is often useful to be able to use part of the hard disk asif it were memory.
Thisiswhat a swap partition allows the operating system to do. The kernel will be
ableto "swap" current unneeded data out of RAM and write it to the swap partition
on the disk. When the data is needed by the kernel again, it will be read off the disk,
and placed back into RAM.

The benefit is that you get away with not having to have the full amount of physical
RAM required to run a specific application. One important point to remember
though isthat accessing the hard drive is alot dower than accessing RAM, and so
you will incur a speed penalty.

A good rule of thumb isto have the amount of swap that you have equal to twice the




Hard drive device names

amount of RAM that you have, but no more than 1GB. Obviously, this might vary

depending on what you're wanting to use the system for.

In our example, we're going to create a 64MB swap partition.

Select "Partition hard disk" and then press Enter.

Y ou will then be prompted to select which hard disk you wish to partition:

| Select Disk Drive |

select the drive to partition. SCSI drives are listed in
disk ID number order. 0Only drives that were connected and
operating when the system was started will show up in this
display. CD-ROM drives may he mis-lildentified as writable
disk drives hy this menu.

<Cancelx

Debian GHUsLinux System Installation

Down> hetween elements {Enter> selects

Hard drive device names

The Linux kernel assigns short names to the storage devices that it finds on your
system. It's important to know what naming scheme it uses, so that you can correctly

chose which disks to partition:

Table 2.2. Disk Device Names

device description

hda primary master |DE hard disk
hdb primary slave IDE hard disk
hdc secondary master IDE hard disk
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hdd secondary slave IDE hard disk
sdo first SCSI hard disk

xda first XT disk

fdo first floppy drive

scd0 first SCSI CD-ROM

In our example, thereis only one drive installed in the system; a primary master IDE
drive (hda).

Press Enter to select this drive, and continue.

Large disks in older machines

LILO Limitations |
Lilo, the LInux LOader, when installed in the Master Boot Record,

(MBR) and the alternative “mbr' program both have support for large
dizsks if you have a modern (newer than early 1994-398) BIOS that
supports LBA and the “Enhanced Disk Drive Support Specification'.
Therefore, if you are certain that your BIOS supports the int 0x13
large disk access extensions, you may partition your drive however you
like.

Howewer, if you have an older BIODS, neither Lilo's MBR nor the
alternative “mbr' will be able to load any block of the kernel fram a
disk cylinder numbered higher than 1023. This is often a problem with
disks larger than 528ME, coupled with an older (pre 1995-35, depending
on the manufacturer) BIOS that does not support the int 0x13 large
disk access extensions. If your BIOS supports LBA or CHS Translation
(aka "Large'), but does not have the large disk extensions, the MER
will be able to address anything helow the translated 1024th cylinder,
usually around 8GE.

One way to solve the problem is to make a small (S-10Mb) partition at
the beginning of the disk, so that the entire partition is below the
1023rd cylinder. For example, make a 5-10Mb primary partition in the
low cylinder range, marked bootable, another for swap space, one for
"/, and whatever other partitions you like. Before you install the
operating system and modules, after EDU have mounted your "/

If you have alarge HDD, but an old machine, you may encounter problems booting
aLinux system. Please read the notes on this screen carefully. If your machineis
from 1998 or later, then you shouldn't be affected by this problem. Press Enter to
continue.

cfdisk
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ition tab = Unknown ~e on partition table
you wish to : h

The dbootstrap application has now launched another application called "cfdisk”.
Thisisthe actual tool that you will use to partition your hard drive. If you are
installing onto a new disk, you will be presented with a prompt as above. Simply
press"Y" and then Enter to continue.

Y ou will then be presented with the cfdisk main screen, which should look like this:
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Free Space 1047.68

G [ fMew 1 [ Print 1 [ Quit 1 [ Units 1
[ Hrite 1

Print help screen

Y ou can use the following keys to navigate around cfdisk:

Table 2.3. Navigation Keysin cfdisk

left/right arrow keys move menu selection highlight
Up/Down arrow keys move partition selection highlight
Enter select current menu and partition options

The first thing you should do is press Enter and read through the help section to
familiarize yourself with its contents.

Once you have read the help section return to the main screen, pressthe right arrow
key to highlight the "New" menu option, and then press Enter.
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Cylinders: 1015
[Labell

Free Space 1047.68

[ Help ] IEECETEE [ Print 1 [ Quit 1 [ Units 1
[ Hrite 1

Create new

Y ou will then be prompted to chose which type of partition you wish to create; either
aprimary one or alogical one. Unless you already have four primary partitions on
your system, select "primary" and press Enter.




20

Installation and Bootup

Free Space 1047.68

[Primaryl

) primary partition
Y ou will then be prompted for the size of the partition, givenin MB.

We will create a 64MB sized one, so type "64" and press Enter.
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Cylinders: 1015
[Label]

1047.68

e (in MBY: &4l

Now you can choose whether you wish to add this partition to the beginning of your
free space, or to the end. Select "Beginning" and press Enter.
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Free Space

SI=pMalabAel9l [ End 1 [ Cancel ]

Add partition at beginning of free sp

Y ou screen should now look something like this:

1047.68
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Part Type FS

PrisLog  Free 5f

[Bootahle] elete [ Help 1 [Maximize [ Print 1]
[ upe [ Units 1 [ HWrite

partition

You'll seethat the partition you've just created is now displayed. It's called "hdal".
Asmentioned previously "hda" is your primary master IDE drive; the "1" signifies
that it isthefirst partition.

You'll seethat it'salso a"Primary” partition, that it'sa"Linux" filesystem type and
that it's64MB in size.

You'll also see that we still have some free space left, 983.68MB worth in the
screenshot.

However, we don't want thisto be a"Linuxv" partition, we want it to be a"Linux
swap" partition. Usetheright arrow key to move the cursor all the way from
"Bootable" over to "Type", and then press Enter.
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PrisLog

[Bootahle] elete ] 1 ik ize [ Print 1]
[ duit 1 3 :

and so ond

You'll be presented with two pages worth of partition types, and their associated
partition type numbers.
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. root

£ CTOS .
Dell Utility

EFI GFT
EFI ¢

9F BSD/D
A0 IEBM Thinkpad hiberna

Enter file
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At the end of that, you'll be prompted to enter the number of the partition type that
you want.

The two numbers that you'll be most interested in remembering are:

82 - Linux swap

83 - Li nux

The rest might be useful if you're having to recover your partition table at some
point in time, but they're not necessary for a standard Linux installation.

Enter the number "82" (for "Linux swap") and press Enter.

Y ou should now see that the main screen has been updated to reflect your choice,
and that the FS Type for hdal is set to "Linux swap".

Cylinders: 1015

PrisLog

[Bootahle] elete [ Help 1 [Max [ Print ]
[ Quit ] [ Units 1 [ Hr

Toggle bootable flag of the current partition

Now we want to create another partition out of the remaining free space. Press the
down arrow key to move the highlight bar onto the "Free Space" section, and then
presstheright arrow key to select "New".
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Cylinders: 1015
Mame g ne [Label]
hidal

[ Help ] IEECETEE [ Print 1 [ Quit 1 [ Units 1
[ Hrite 1

Create new

Press Enter, and you should be presented with the now familiar menu asking you to
select between creating a Primary or aLogical partition. Just press Enter again to
select Primary.
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Cylinders: 1015
[Labell
hdal

ESNE  [Logzicall [Cancel ]

reate & new primary partition

As before, you'll be prompted to select the size of the partition. Just hit Enter to
select the default, which isto use all the available free space.

Since thisisthe partition you'll be wanting to boot from, pressthe Enter key again
to toggle the partition's "Bootable" flag. Thistells your computer than that partition
can be booted from. The main screen should now look something like this:
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C ylinders: 1015

[Label]

[Bootahle] elete [ Help 1 [Maximize [ Print 1]
[ 1 upe [ Units 1 [ HWrite

Toggle hootable flag of the current partition

Y ou can see that you now have two partitions; "hdal" is the previously created
Linux swap partition, while "hda2" is your newly created Linux partition. Y ou'll
note that the "hda2" partition hasits "Boot" flag enabled.

Phew! Now we can finally write this partition table to the hard drive.

Use theright arrow key to move the highlight over tothe Wi t e option, and press
Enter.
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Wame

[Bootahle] elete 110 M [ Print ]
[ Quit ] . its

Write partition table to disk (this might destroy data)

Y ou will be prompted as to whether you do indeed wish to perform this operation:
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Cylinders: 1015

Mame E ne [Label]

Are you sure you want write the partition table to d (yes or nod: yesh

Warning!! This may destroy data on your o

Type out the full word "yes" if you are sure that you are happy with this.

Once the partition table has been written out successfully, you can move the
highlight over to Qui t using the arrow keys, and then press Enter.
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ylinders: 1015

[Label]

[Bootahle] elete [ Help : ze ]
yne [ Units '

Y ou have now completed the hardest part of the installation and the rest isrelatively
easy from here.

Initialize and activate swap
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You have a swap partition, hut it needs to be initialized and
activated. Select “Mext' to put this swap partition to use,
providing virtual memory for your sustem. Select “Alternate’ to
activate a swap partition which has already been initialized for
swap.

If you have not finished partitioning your disks, select "Previous'.
If you do not want to use your swap partition, select "#lternatel”.

: Initialize and Activate a ap Partition
filternate : Activate a Previously-Initialized Swap Partition
flternatel: Do Without a Swap Partition
Previous : Partition a Hard Disk

Configure the Keyhoard
Preload Modules from a Floppy

{Enter: selects

Asthe display tells you, you've created a swap partition, but you haven't initialized
and activated it yet. Press Enter to opt to do this now.
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| Scan for Bad Blocks? |

The system can scan the entire partition for un-readable
dizsk blocks and will mark any such bad blocks it finds so
that they will not be used. This reqguires that every block
be read, and thus could take a long time, but may save you
trouble later. Modern disk controllers generally do not

need this, since they can identify and deal with bad blocks
automatically, so the default is not to perform this check.

Run a bad-hlock scan on '/devshdal'?

<ves> < 1o

As explained in the write-up on dbootstrap, you can skip this step if you have a
relatively modern HDD, asit is able to handle bad blocks on its own.

Select No and press Enter to continue.
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| Are You Sure? |

You hawve chosen to initialize sdevshdal as a swap device.
This will permanently erase any data on this partition. Are

you sure you want to do this?

Last chance! Areyou sure that thisis the correct partition (hdal in our example)?
Once you select Y es and press Enter, any information stored on that part of the disk
will now be overwritten.

Now your system has that disk space available as virtual memory. Thisis very useful
if you're installing on a machine with a small amount of RAM, as dbootstrap can
now make use of this resource.

Initialize a Linux partition
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There are Linux partitions present on your system, but none
are mounted. You must mount & partition as the root
filesystem before continuing. If you have just created the
partitions, select "Mext' to initialize (or "format') a
partition. If uou have partitions which hawve already been
initialized, use "Alternate' to mount them without
initialization.

: Initialize a Linux Partition
Alternate: Mount a Previously-Initialized Partition

Configure the kKeyhoard

Preload HModules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
Activate a Previously-Initialized Swap Partition

{Enter:

Now we need to Initidize ("format” in DOS parlance) your Linux partition, and then
mount it so that we can accessit to install Debian onto it.

Press Enter to begin this process now.

Depending on the size of your partition, and the speed of your system and drive, this
may take afew moments.
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Mount as the Root Filesustem?

You must mount your root filesystem (/') before you can
mount any other filesystems. Would you like to mount

fdevrshdaz as the root filesystem?

<MO>

Theroot ("/") isthe base of your filesystem; for our example installation, we will
only have this single partition. Y ou may wish to make use of a more complicated
layout if you have special needs.

For example, if you have a Samba file server sharing user's home directories, you
might well want to have the system ("/", / usr, etc.) on a separate disk to your data
(/ horre). Thiswill allow you to upgrade your system without interfering with the
user data, and, likewise, allow you to expand the amount of data storage space
easily, without having to re-install the system from scratch.

However, asinglefilesystem is usually sufficient for aworkstation or similar
installation.

Select Y es to mount the root filesystem onto our hda2 device.
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Debian GHUALinux Installation Main Menu

vou've mounted your root filesystem. You may initislize and
mount additional filesustems, or you may 2o on to install
the operating sustem kernel and the modules.

: Install Kernel and Driver Modules
Alternate : Initialize a Linux Partition
Alternatel: Mount a Previously-Initialized Partition

Configure the Keyboard

Preload Modules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
fActivate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

Mount a Previously-Initialized Partition

{Enter:

Now that you have mounted your root filesystem, you may choose to mount
additional filesystems, or continue on and install the Linux kernel and driver
modules.

For our example, as we only have one partition, we chose to do the later.

Y ou might want to mount additional filesystemsto install additional software, or if
you are attempting to use the installation program to rescue or upgrade your system.

Press Enter.

Found a Debian CD-ROM
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| Found a Dehian CD-ROM |

It seems that at least one of your CD-ROM drives contains a
disk with installable packages. Do you want to use this as
the primary installation medium and skip the manual
selection?

MOTE: If you encounter problems later and want to install
from another source, just remove the CO and repeat this
step.

The installation program has detected your Debian CD-ROM and is asking whether
or not you wish to install the packages from it.

Alternatives would be to install packages from another source, such as over the
network or from another hard disk in the system.

We want to use the CD though, so just select Y es and press Enter.

Configure device driver modules
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Debian GHUALinux Installation Main Menu

vou've installed the operating sustem kernel and the
modules. Please select "Mext' to configure the device
driver modules, "Alternate’ if you have to configure any
FCHMCIA devices or "Alternatel" to install 3rd party modules.

T : Configure Device Driver Modules
Alternate : Configure PCMCIA Support
Alternatel: Install Foreign Modules

Configure the Keyboard

Preload HModules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
Activate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

{Enter:

This section lets you configure which Linux kernel modules, or device drivers, you
wish to use. Thisis useful if you have anetwork card which is not automatically
detected, or, if you'reinstalling on alaptop, if you have any ACACIA devices which
you wish to use.

Select Next and press Enter.
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| Note about loaded drivers

Remember that many drivers are already included in the
running kernel. If you don't see a reguired module in the
modules configuration, this driver may already have been

loaded and you can use the hardware without loading the
driver manually.

<Continues

If you have a supported PCI network card, support for it will already exist in the
Linux kernel, so you won't have to select a kernel module for it. However, if you
have one of the older ISA/EISA network cards, (e.g. an NE2000 compatible one),
then you may well have to select adriver for it.

o One handy way of doing thisis seeing what settings the hardware is
detected as having by other operating systems.
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Drivers
Drivers
Drivers
Drivers

Modules are loadable device drivers. Please go through the menus

for each category and look for devices, network protocols, filesystems,
gtc. that you would like to have supported by your system. You should
not install modules for devices that aren't installed in uour system,
as they will sometimes cause the sustem to pause for a long time while
it is searching for the device. Also, drivers for devices that you
don't have use memory that you could put to better use.

Please select the category of modules.
Finished. Return to prewvious menu.

Disks and disk-like dewvices.

| Select Category

far network interface cards and network protocols.
that allow many different filesystems to be accessed
for non-standard/non-ATAPI CD-ROM drives.

that don't fit in the other categories.

<0k <Cancel>

Configure the network
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You hawve a network device, hut it is not yet configured.
Flease select "Next' to configure the netwaork.

! : Configure the Metwork
Alternate : Install the Base Sustem
Alternatel: Edit Kernel Boot Parameters

Configure the Keyboard

Preload Modules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
fActivate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

Mount a Prewviously-Initialized Partition

Unmount a Partition

If Linux has detected a network card, or if you have selected a network card module,
you will be presented with the option of configuring it.

If you don't have a network card, or if you do but don't wish to configure it, you can
skip ahead to the next section, otherwise press Enter to begin the configuration.
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| Choose the Hostname

Every Debian system has a name - ewen if it is not on a
network. This name is called its "hostname'. You should now
specify a hostname for your new system.

If your system is going to be on a network, you should talk
to the administrator of the network before you choose a
hostname. If not, you may choose any name you like.

The hostname must not contain dots or underscores, and you
must not append the domain name here.

If you can't think of a hostname for your new system, you
may press <ENTER» to use the default hostname of 'debian'.
Please enter your Hostname

<Cancel»

You'll be prompted for a name for your machine; you can call it whatever you like,
as long as the name conforms to the rules mentioned on the screen. The default name
is"debian", so well just stick with that.

Press Enter to continue.
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Automatic Metwork Configuration

Configuration for eth0 (Ethernet or Fast Ethernet)

Do you want to use DHCP or BOOTP to automatically configure
this interface? You'll need a DHCP or BOOTP server in the
local network for this to work.

Here you'll have to know alittle bit about your network. If you're putting your
machine on alive network, and you know that your network has a DHCP server,
then you can tell Debian to behave asa DHCP client. Thisis useful asit will
automatically configure your network settings for you.

However, if your machineisn't on a network, or your network doesn't support
DHCP, then you'll haveto do it manually. For this example, we'll do it manually.

Use the arrow keysto select No, and then press Enter.
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| Choose the IF Address |

HWhat is the IP address of system debian?

192.1658.1.1

<Cancelx

You'll need to provide an IP address here; the default is"192.168.1.1", which isa
private | P address. We'll use this one for our example, but you may need to specify a
real one depending on your own network configuration.

Install the base system
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Debian GHUALinux Installation Main Menu

The next step is to install essential software for your new
Debian GNUsLinux system. This is called the base sustem.
It will he installed to the disks you have already mounted.

Install the :
Alternate: Edit Kernel Boot Parameters

Configure the Keyboard

Preload Modules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
fActivate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

Mount a Prewviously-Initialized Partition

Unmount a Partition

This step will install the "base system", or, put another way, just enough to get your
system up and functioning.

Press Enter to continue.
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Retrieving

file:/instmntspoolsmainslibpslibpcapslibpcapd_0.6.2-2_1i386.deb

| Installing Base Suystem, please wait...

This step will take awhile, asit will have to copy alarge number of files off the
CD-ROM, extract them and install them on your Linux partition.

Make system bootable
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Select "Mext'" to configure your system to boot into Dehian
when powered on. The "Alternate’ step will make a custom
floppy for booting:; this is a good option if vou don't want
to change how your system currently boots up (for instance,
you hawve another operating system installed). Select
"glternatel" to simply reboot the system, which is
appropriate if you have other means of booting, or have
configured booting on your own.

System Bootahle
Alternate : Make a Boot Floppy
flternatel: Rehoot the System

Configure the Keyhoard
Preload Modules from a Floppy
Partition a Hard Disk

Once the installation has finished, you'll be asked whether you wish to make the
system bootable.

Press Enter to continue with this step.
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Hhere should the LILD boot loader he installed? |

LILO can be installed either into the master boot record (MBRY, or
into the sdevshda?z boot block. If installed into the MBR, LILO will
take control of the hoot process. If you choose not to install LILO
into the MBR, you will have the opportunity later on to install an
alternative MBR program (for bootstrapping LILO).

sdevshda @ Install LILO in the MBR (use this if unsurel.
sdevshdaz: Install LILD in the root partition's boot sector.

<Cancel>

For our example installation, we'll install the LILO boot loader in the MBR (Master
Boot Record) of the hard drive. If you were installing onto a disk which already had
aboot loader, you might opt to instead install LILO in the root partition (hda2,
remember?) instead.

The space on your hard disk can be partitioned into a maximum of four
(4) "primary partitions'. Sometimes, your configuration requires that
you have more than 4 partitions available. To address this problem, you
can convert one of the 4 primary partitions into an "extended partition”,
within which you can create "logical partitions’, which allows you to
have more than 4 partitions on a single disk. Each partition can hold a
different operating system, or your operating system may be spread over
several partitions, each acting as a different drive letter (Windows) or
mount point (Linux).

Press Enter toinstall LILO inthe MBR.
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| Securing LILO

MOTE: The default LILO configuration is not secure enough
against local attacks. A user with physical access can
modify the boot parameters and {(for example) execute every
program with root permissions. Please read the LILO

documentation after the installation, especially the part
about "password" and “restricted" options.

<Continues

If you're interested in keeping your machine secure from physical access, you should
read this notice carefully.

Make a boot floppy
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Debian is now installed (although not yet fully configured).

You should build a custom boot floppuy, in case Debian
GNU/Linux doesn't boot directly from the hard disk. Flease
select "Mext' to build the custom boot floppu.

: Make a Boot Floppy
Alternate: Rehoot the System

Configure the Keyboard

Preload HModules from a Floppy

Partition a Hard Disk

Initialize and Activate a Swap Partition
Activate a Previously-Initialized Swap Partition
Do Without a Swap Partition

Initialize a Linux Partition

{Enter:

It's recommended that you make a boot floppy, it isavery useful troubleshooting
tool; you could use the floppy disk to boot your Debian system if it has problems
booting from the hard drive as an example.

Press Enter.
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| Change Disk |

Please place a blank floppy disk in the first floppy disk
drive, and press ENTER.

<Cont inues

Now insert a blank floppy disk, and hit Enter again.

Once you've made a boot floppy, you're ready to reboot the system and see if it
works. Make sure that you remove the floppy that you have made as well as the
installation CD.

Oncethat's all done, press Enter to reboot.

Reboot
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| Reboot the system?

If you are ready to reboot the sustem, you'll need to make
sure you are hooting from the right media.

If you are booting from the local disk, make sure there are
no floppies in the floppy drives and no CD-ROM in the tray.
If you made a custom boot floppy and want to boot from that,
you should put that floppy in the first floppy drive.
Finally, you can restart the installation system by booting
from your install media.

Flease take care of all that before you answer 'ves'" to the
following question.

Reboot the system?

Debian GMUAL inu em Installation

Y our system should then reboot, and you will hopefully be presented with a screen
which looks like this:




Troubleshooting - Whoops, it 55
didn't work, now what?

Debian Configuration

| Debian System Configuration |
Congratulations, you have successfully installed Debiant

This program will now walk you through the process of setting up your
newly installed system. It will start with the basics — time zone
selection, setting a root password and adding a user, and then progress
to installing additional software to tune this new Debian system to
your needs.

If you want to revisit this setup process at a later date, just run
susrrshinsbase—config.

Congratulations!

Troubleshooting - Whoops, it didn't work, now
what?

If you aren't presented with the "Congratulations" screen when you reboot, then
something unfortunately must have gone wrong. The first thing | would suggest is
attempting to boot off the boot floppy that you made earlier.

Some systems have problems with the LILO boot loader on the hard disk.

Post-installation configuration

Once you've successfully booted your system for the first time, Debian will ask you
several questions to configure the packages that you have installed. Y ou can revisit
this process at any time by issuing the /usr/shin/base-config command as root.

Time Zone

Y ou will be asked whether you wish to set your hardware clock to GMT. As noted
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on the screen, if you are only running one operating system on your machine, then
this setting is usually fine. However, if you are using a multi-boot system, you may
wish to leave the hardware clock set at local time.

Y ou will then be asked to select your time zone.

Y ou can use the "arrow keys' and the Enter key to make your selections.

MD5 passwords

Y ou will be prompted about whether or not to enable MD5 passwords. If thisis
going to be a stand-alone system, then MD5 passwords should work fine. If you are
going to be integrating this system into an already existing network of Unix
machines, you may wish to use the older DES encryption method. Again, make your
selection with the "arrow keys' and then the Enter key.

The differences between MD5 and DES password encryption is covered in the
Fundamental s section.

Shadow passwords

Y ou should always enable shadow passwords unless you have avery good reason
for doing otherwise. Not using shadow passwords leaves your system very
vulnerableto local attacks.

Root password

Y ou need to set a password for the "root" or administrator account. Read the
instructions on the screen carefully and chose a password.

You'll be prompted to enter the password twice to verify that you didn't make any
typos.

Choose areally good password for the root user? Remember that a
person having access to the root account would have full permissions on
the system.

Create a normal user account

It's usually always a good ideato create a normal user account. For our example,
we'll create one called "student”, but you can choose whatever your preferred
usernameis.
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Again, choose agood password for your normal user account.

ACACIA

If you're not installing on alaptop, Debian will detect this and ask if you wish to
remove the ACACIA packages. Thisis safe to do, unless you know you'll be
wanting ACACIA support for something.

PPP dial-up configuration

If you have a modem connected to your machine, and want to enable your Debian
system to use it to connect to the Internet, then select Yes.

If you don't have a modem, or don't wish to connect to the Internet via PPP (perhaps
you have a network card), then you can select No.

If you selected Y es, you'll be taken through the PPP Configuration Utility. You'll
need to know your dial-up number, username and password. Y our ISP should be
able to provide you with these.

Configuring APT

APT is part of the Debian package management system.

Y ou need to tell APT where it can obtain Debian packages from. If you have a
permanent Internet connection, then it's usually a good ideato select alocal Debian
mirror to obtain packages from. If you don't have an Internet connection, then you
can tell Debian to obtain its packages from CD-ROM instead.

APT is clever enough to be able to handle multiple CDs, so you could load all 7
official CD images into its database if necessary.

Sincewe've just installed off CD-ROM, thisis probably the easiest way to continue,
so insert the CD and then just select "cdrom™ and press Enter.

APT will then prompt you for further CDs. If you have them, then feel free to load
them in. Otherwise, select No and press Enter.

APT will then prompt you to select any additional package sources.
Select No and press Enter.
You'll also be asked if you wish to track security updates from the official Debian

security site. If you have a connection to the Internet, this option is definitely
recommended.
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Y ou can get back to this section after you've finished your installation by running the
apt-setup command.

tasksel and dselect

You'll be asked if you wish to use "tasksel" (task select), which will allow you to
tailor your system to perform specific tasks by installing the correct packages.

Select Yes and press Enter.

Y ou can use the Up/Down arrow keys to scroll through the list of "tasks" in tasksel,
and you can use the left/right arrow keys to select either the selection screen, the
Finish, Task info or Help buttons.

While the selection screen is active, you can use either the Spacebar or Enter key to
toggle which options you wish to install.

For afirst time desktop installation, it is recommended that you select the "X
window system" and "desktop environment" options.

Once you've toggle what you want, you can select the Finish button and hit Enter.

You'll now be prompted about whether you wish to use dselect. Thisis similar tool
to "tasksel", but allows your more control over what software packages you're going
to install. Y ou can safely skip this step for now though.

Select No and press Enter.

Y ou will then be presented with along list of packages that are now going to be
installed, as well as the summary on the disk space that will be required to perform
this operation. Y ou can select Y and Enter to continue, or Nand Enter if you wish
to abort the installation.

APT will then proceed to load the packages that it requires from the various sources
that you'd told it about previoudly. If you told it to load packages off the CD-ROM,
it will prompt you to make sure that the relevant CD isinserted, and to then press
Enter.

Do this now.

binutils

Y ou may receive an error message about the "binutils' package and a"Kernel link
failure”. You can just press Enter and safely ignore the message, asit isonly
pertinent if you are performing an upgrade of your system, rather than an
installation.
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less

Y ou will be prompted to configure the less command; you can also safely just press
Enter here.

locale

Y ou will be prompted to chose which locale(s) you wish to support.

statd and tcpwrappers

Y ou will be notified that the statd daemon uses tcpwrappers. Again, just hit Enter.

OpenSSH

Y ou will be prompted about whether to alow only SSH protocol 2.
Again, just hit Enter to select Yes.

Y ou will also be notified about OpenSSH's privilege separation, and be given the
option of installing ssh-keysign with the SUID bit set.

You can hit Enter through these two options.
Y ou will also be prompted about whether you wish to run the OpenSSH server. If

you intend to remotely access this machine, then you should enable the server.
Otherwise, you can leave this off.

psfontmgr and paper size

Enable thisif you have a PostScript printer. Most modern printers are.

Y ou will also be prompted for your default paper size.

GDM
You'll be asked to select adefault X Windows display manager. Y ou can just select
the default.

Mozilla

Y ou should enable TrueType fonts for Mozilla. It looks prettier.

Y ou can leave the "tsp wrapper" set to "none”.
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Xserver

ispell

exim

Y ou should opt to have your X server wrapper managed by "debconf".

Y ou should opt to have your X server configuration file managed by "debconf".
You'll need to select which X server you wish to use, based on your video card.
Select "vesa' if you're unsure. Don't worry, you can always come back here and try
later.

Y ou can opt to use the kernel framebuffer device interface.

For abeginner, it's easiest to use the Si npl e option to configure your X Windows
System.

Select your monitor size, resolution and color depth.

Y ou should now see quite afew lines of text scrolling up your display. These are the
individual packages being unpacked and installed on your system.

Once this has been done, the newly installed packages will be configured. Some of
this configuration will require your input.

Y ou'll be asked which dictionaries you wish to use, select either 1 or 2, and then
press Enter.

You'll be asked if you wish to erase and previously downloaded .deb files. You can
just press Enter here.

The default MTAZ that comes with Debian is Exim. You'll be prompted to let
Debian know what sort of mail system configuration your environment uses.

Y ou can safely choose "4) Local delivery only".

Provide your normal user account as the address which should receive
postmaster-mail.

Y ou should, finally, be presented with a"Have fun!" screen.

WEell done, your Debian system is up and running and ready to use!

2Mail Transfer Agent
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Logging In

Now you should be ready to finally log in! Y ou should make your initial login with
the normal user account that you created earlier.

Once you've logged in under your normal user account, you can then use the "su"
(substitute user) command to become the super user, also called the "root user”, if
you are going to be performing any administration tasks.

Li nux bal 0o. zoo.org. za 2. 2. 20-idepci #1 Sat Apr 20 12:45:19 EST

Mbst of the prograns included with the Debi an GNU/ Li nux system
freely redistributable; the exact distribution terns for each p
are described in the individual files in /usr/share/doc/*/copyr

Debi an GNU/ Li nux comes wi th ABSOLUTELY NO WARRANTY, to the exte
pernmitted by applicable | aw.

st udent @lebi an: ~$ su
Passwor d:
debi an: / hone/ st udent #
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Figure 2.1. The Bootup sequence
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This chapter will describe the steps that your machine takes from thetimethat it is
turned on up until your operating system is fully loaded.

This only covers the sequence of events on x86 (Intel 80x86 or
compatible). If you are using a Sparc or Alpha architecture machine, the
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process will be similar, but not identical.

Switch on BIOS and CMOS

When you start your machine, it goes through a process known as "bootstrapping",
or "booting".

Simply put, your computer doesn't know what to do when you turn it on, so it hasto
go and fetch some instructions from somewhere. It will initially start the BIOS® off
your machines CM 0s* chi p.

Asthe name implies, the BIOS can handle very simple read and write procedures on
your machine, usually the system's hard drive.

Before the BIOS does anything else, it will initiate what is known as POST®, These
are a series of very simpletests to check that the hardware connected to the system
(such as RAM, hard drives, video) are functional.

If you system fails POST, it will emit a series of beeps. Y ou can usually look up the
meaning of these beepsin your motherboard's manual.

Master Boot Record

Once POST has been passed, the CMOS will then examine the first sector of your
hard disk for the Master Boot Record (MBR), which will contain aboot loader. If it
cannot find the MBR, or cannot find a boot |oader, the CMOS will halt with an error.

Remember that the space on your hard disk can be partitioned into a maximum of
four (4) "primary partitions'. Sometimes, your configuration requires that you have
more than 4 partitions available. To address this problem, you can convert one of the
4 primary partitions into an "extended partition”, within which you can create
"logical partitions', which allows you to have more than 4 partitions on asingle
disk.

Each partition can hold a different operating system, or your operating system may
be spread over several partitions, each acting as a different drive letter (Windows) or
mount point (Linux).

Boot Loader (LILO)

Once the boot loader has been loaded off the MBR, it will take over control of the
machine.

SBasic| nput/Output System
Complementary Metal Oxide Semiconductor
Power-On Self-Test
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The boot loader may have been configured to boot a single operating system, or it
may provide the user with a choice of operating systems to choose from. Such
functionality is available from the *Li*nux Boot *Lo*ader, LILO.

Once the boot loader knows which partition you want to boot, it will examine the
first sector of that partition, also known as the boot sector, for the boot program. If
you're booting Linux, thiswill also be LILO.

Once the boot program has been loaded, it will be able to examine the Linux
filesystem and be able to load the Linux kernel into memory and execute it. It will
also be able to pass instructions on to the Linux kernel.

The Linux kernel will then proceed to probe the hardware in the machine based on
the setting the kernel was compiled with. These will include the device drivers,
which enable to kernel to read from the hard disk.

"Iinit" and Run Levels

The default instruction will be for the kernel to load up the "init" process.

Theinit processis known as the parent of all processes and is generally stored in the
/ sbi n directory.

The kernel will tell "init" what "runlevel" to start the system at. Runlevel 2 isthe
default runlevel for Debian.

The runlevels, and what happens at each level, are configured in the
[etc/inittabfile

Table 2.4. Runlevels

Runlevel action

0 halt the system

1 single user or maintenance mode
2-5 multi-user mode

6 reboot

Theinit process will then call a shell script called "rc"6, with the runlevel asits
parameter, which will then start up various system services, based on the runlevel
that init was given.

The "rc" script will examine the following di rectory7:

6The name "rc" is short for "run commands", and originates from a script creation utility called "runcom",
which was present in Cray's predecessor to both Multics and Unix.
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[etcl/rc#. d/

Where the "#" is replaced by the current runlevel. For a machine, which is booting
normally, this would be runlevel 2, so rc would be examining the contents of:

letc/rc2.d/

In that directory are a collection of scripts.

What isimportant istheir names and the first letter of the name must be a capital
"K" (short for kill, used when shutting down the system) or acapital "S" (short for
start, used when booting up the system).

Anything elseisignored.

debi an: ~# |s /etc/rc2.d/
S10syskl ogd S19nfs-common  S20I pd
S20ssh  SB9cron S99r mol ogi n

S11kl ogd S20exi m S20makedev
S20xfs S99gdm S99xdm
S14ppp S20i net d S20nf s- ker nel - server

S89atd S99kdm

The "rc" script will call all "K" scripts with the "stop” parameter, this instructing
those processes to stop. It will then call all "S" scripts with the "start" parameter,
instructing those processes to start up.

The second and third characters of the script names are usually numbers. Since "rc"
executes the scriptsin order, you can use this number to determine the order in
which processes are started and stopped.

Thisis useful for doing things like making sure that the network is up and
configured before starting your web server, etc.

One of the rc2.d scripts will examine afile called "fstab" (short for file system table)

inyour / et ¢ directory. Thisfilelists all the filesystems that you want your system
to mount at boot time.

Mounting Filesystems

The script will then examine this file, and mount the filesystems if appropriate.

debi an: ~# cat /etc/fstab
# /etc/fstab: static file systeminfornmation.

The".d" inthedi rectory name indicates that, historically, this used to be asinglefile, but was then later
split into several smaller files, al of which are now present in this directory.
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i
# <file systenr <nmpunt point> <type> <options> <dunp> <pas
dev/ hdb2 / ext 2 errors=renount-ro
dev/ hdbl none swap SW
proc / proc proc defaul ts
dev/ f dO /T oppy aut o user, noaut o
dev/ cdrom / cdrom i s09660 ro, user, noaut o

U

OQOOCOOoV

» The"file system" column contains the device, or special name in the case of
pr oc, for thefile system.

* The"mount point" specifies where that file system will be mounted.

» The"type" column indicates what type of file system it is. The standard type
under Debian Linux is"ext2".

* The"options' column specifies any special options that are to be used for this
filesystem.

e ro=read only

e noauto = don't mount at boot time

e The"dump" number indicates the level the drive should be dumped, or backed
up at. A level 0 means afull backup, while higher numbers mean incremental
backups.

» The"pass' number indicates the order that the file systems should be checked
with "fsck" when the system boots. Theroot (/") file system should always be
checked first, and so should have a pass number of 1. A pass number of "0"
means that the file system won't be checked with "fsck"

Obviously, some of the files may exist in more than oner c#. d directory. So, in
order to ease administration (imagine having to make a change in afile common to
al runlevels), and to save space, the actual scriptsliveinthe/ etc/init. d/
directory, and are then symlinked into their relevant / et ¢/ r c#. d directories.

debian:~# |s -la /etc/rc2.d

total 8

dr Wxr - Xr - X 2 root root 4096 Mar 12 08: 46

dr Wxr - Xr - X 59 root root 4096 Mar 12 09:08 .

| rwxr wxr wx 1 root root 18 Mar 12 2004
S10sysklogd -> ../init.d/syskl ogd

| rwwxr wxr wx 1 root root 15 Mar 12 2004

[eleloXa)
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S1i1klogd -> ../init.d/klogd

| rvuxr wxr wx 1 root root 13 Mar 12 2004
Sl4ppp -> ../init.d/ ppp

| rwwxr wxr wx 1 root root 20 Mar 12 08: 44
S19nfs-common -> ../init.d/ nfs-combn

| rwxr wxr wx 1 root root 14 Mar 12 2004
S20exim-> ../init.d/ exim

| rvuxr wxr wx 1 root root 15 Mar 12 2004
S20i netd -> ../init.d/inetd

| rwwxr wxr wx 1 root root 13 NMar 12 08: 44
S20lpd -> ../init.d/Ipd

| rwxr wxr wx 1 root root 17 Mar 12 2004
S20mekedev -> ../init.d/ makedev

| rwxr wxr wx 1 root root 27 Mar 12 08: 44
S20nf s-kernel -server -> ../init.d/nfs-kernel -server

| rwwxr wxr wx 1 root root 13 Mar 12 08: 44
S20ssh -> ../init.d/ssh

| rwxr wxr wx 1 root root 13 Mar 12 08: 46
S20xfs -> ../init.d/ xfs

| rvuxr wxr wx 1 root root 13 NMar 12 2004
S89atd -> ../init.d/atd

| rwxr wxr wx 1 root root 14 Mar 12 2004
S89cron -> ../init.d/cron

| rwxr wxr wx 1 root root 13 Mar 12 08: 45
S99gdm -> . ./init.d/gdm

| rvuxr wxr wx 1 root root 13 NMar 12 08: 46
S99kdm -> . ./init.d/ kdm

| rwxr wxr wx 1 root root 19 Mar 12 2004
S99rmol ogin -> ../init.d/ rmmol ogin

| rwxr wxr wx 1 root root 13 Mar 12 08: 46
S99xdm -> . ./init.d/xdm

Once the system has reached the state required by the contents of the rc#.d directory,
the user will be presented with alogin screen.

Getty, issue and motd

The text-based login screen is an application called "getty", which displays the
contents of / et ¢/ i ssue, whichisafilethat usually holds the name of the
operating system, as well as the terminal name.

Debi an GNU/ Li nux 3.0 bal oo. zoo. org. za
bal 0o0. zoo. org. za | ogi n: root

One you provide your username, the getty process then spawns another process
called "login".

This asks you for your password, and then checks your answer against the contents
of / et ¢/ passwd, or equivalent authentication mechanism.
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If the match succeeds, the login program displays the contents of the/ et ¢/ not d
file, and then replacesitself (using the exec( ) system call) with a copy of your shell,
running under your user id.

Passwor d:

Last |ogin: Wd Mar 24 10:02:19 2004 on tty2

Li nux bal 0co.zoo0.org.za 2.2.20-idepci #1 Sat Apr 20 12:45:19 EST
unknown

Most of the prograns included with the Debi an GNU/ Li nux system
freely redistributable; the exact distribution terns for each p
are described in the individual files in /usr/share/doc/*/copyr

Debi an GNU Li nux comes wi th ABSOLUTELY NO WARRANTY, to the exte
permtted by applicable |aw
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Y our shell will then processthe/ et ¢/ profi | e file, and, if your shell is bash, the
/ et c/ bashrc and $HOVE/ . bash_I ogi nfiles.

debi an: ~# pstree

init-+-atd
Hi##H | - bash---pstree
HEH#HSE | -cron

it | - 5*[ getty]

Hi#H# | -1 netd

Hit#H# | - kevent d

i | - kf | ushd

HA##H | - kl ogd

Hit#H# | - kswapd

Hit##H | - kupdat e

Hi# | -1 pd

#it#H# | - sshd- - - sshd- - - bash---top
Hit#H# - - sysl ogd

The Message of the Day (/ et ¢/ not d) fileis useful for system announcements that
you want your users to see when they log in. This could be something like your
company policy on the use of the computing facilities, to a"Joke of the Day".

Shutting down:

Y ou can use the "shutdown" command to gracefully shut the system down.

SYNTAX
shutdown [ -r | -h ] tine [ message ]
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The"-r" flag tells the system that you wish to reboot once everything's been shut
down. The "-h" flag instead tells the system that you wish to simply halt it. Once a
system is halted, you will have to power it off and then on again manually.

If you don't specify either of these flags, the system will be brought down into
maintenance, or single user mode.

The"time" parameter specifies when the shutdown is to take place. This can be
specified either in HH:MM format (i.e., 01:00 means shut down at 1AM), or in
"+minutes’, where minutes is the number of minutes from the time the command is
issued until the shutdown process begins. Y ou can also specify "now" to shut down
the system immediately.

The "message" options specifies an optional message which will be broadcast to all
shell users currently logged onto the system.

Examples:

Shutdown the system now, for a reboot:

debi an: ~# shutdown -r now
Br oadcast nessage fromroot (pts/0) (Sat Mar 20 03: 34: 37 2004):

The systemis going down for reboot NOW

Y ou can use the "shutdown" and "reboot" commands to gracefully shutdown the

The X11 system

The standard graphical user interface (GUI) that comes with Debian is called
XFreeB86. Thisis afree implementation of the X Windows System (X11R6), written
for the x86 architecture.

The X Windows System uses the client/server architecture. The server runs on the

machine which has the video display hardware, while the clients run can run on the
same machine, or on aremote system.

Figure 2.2. XWindow client/server model
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' Monitor } Ke‘_.rl:uoard ?
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X-Client (xterm, mozilla etc.)

This means that your X Windows server must know how to handle your video
display hardware.

Your X Windows clients are your graphical applications,; examplesinclude "xterm",
"mozilla" and "openoffice"

In addition, you usually need a system to manage to each of the "windows" that your
applications generate. This system is called your "window manager". It is
responsible for putting borders around your application windows, and allowing you
to perform actions such atering the size (know as "geometry" in X 11 parlance) and
location of the window on the screen.

Some of the popular window managers include "fluxbox”, "fvwm" and "afterstep”.

In addition to window managers, you also get "integrated desktop environments'.
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LILO to GRUB

These are a collection of applications, usually including a menu system, a window
manager and a graphical file manager that supports drag'drop between the various
desktop elements.

Examples of popular desktop environments include KDE, Ghome and X FCE.

Y ou can find agood summary of available window managers and desktop
environments here [http://xwinman.org/]

There are two ways of allowing accessto your X Windows system.

Y ou can make use of the startx command from alocal console, after you've logged
in.

Alternatively, you can configure an X Windows Display Manager. The default
display manager that comes with XFree86 is called plain "XDM".

Thereisa KDE specific one caled "KDM" and a Gnome specific one called
"GDM"; the KDE and GNOME Display Managers, respectively.

All three of these applications provide a graphical login screen, and can be accessed
either viathe local console, or viathe network by means of the XDMCP protocol.

Y ou can use the following command under Debian to configure X Free86 (as root):
dpkg-reconfigure xserver-xfree86

Thiswill take you through the same configuration procedure as when you first
installed it earlier (see the section called “ Configuring X Windows™ [82]).

Changing your bootloader from LILO to GRUB

The default Debian installation uses the Linux Boot Loader (LILO), and it performs
perfectly for simple boot configurations. However, alot of people find the GRand
Unified Bootloader (GRUB) easier to use and more powerful and thus better suited
for their needs.

Switching from LILO to GRUB on Debian is arelatively easy process.

First, you'll need to install the GRUB package:

debi an: ~# apt-get install grub

Readi ng Package Lists... Done

Bui | di ng Dependency Tree... Done

The followi ng NEW packages will be installed:
grub

0 packages upgraded, 1 newWy installed, O to renove and 2 not ppgraded.
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Need to get OB/ 247kB of archives. After unpacking 504Kb w Il be
Medi a Change: Pl ease insert the disc | abel ed &pos; Debi an GNU/ L
O ficial 1386 Binary-1 (20031201) &pos; in the drive &apos;/c
and press enter

Sel ecti ng previously desel ected package grub.

(Readi ng database ... 9857 files and directories currently inst
Unpacki ng grub (from.../g/grub/grub_0.91-2 i 386. deb)

Setting up grub (0.91-2) ...

used.

nux 3.0 r2 W

dr om &apos;

bl | ed.)

Once that's done, you'll need to install the boot loader code on the device that you
boot from.

In our example system, that's the second I DE drive on the system ("'/dev/hdb"), so
the command you would issue would be:

debi an: ~# grub-install /dev/hdb

Installation finished. No error reported.

This is the contents of the device map /boot/grub/device. map.
Check if this is correct or not. If any of the lines is incorre
fix it and re-run the script ~grub-install &pos;

(fdo)  /dev/fdoO
(hd0)  /dev/ hda
(hd1)  /dev/hdb

Once that's done, you'll need to run the update-gr ub command, which is Debian
specific, and which will generate a GRUB menu configuration file for you, called
/ boot / grub/ nenu. | st.

debi an: ~# updat e- gr ub
Searching for GRUB installation directory ..
Testing for an existing GRUB nenu.list file..

f ound:

Coul d not find /boot/grub/mnmenu.lst file. Whuld you |ike one gen
f or you? (y/N)
Updati ng / boot/

y
gr ub/ menu. | st done

Pl ease note that configuration paranmeters for GRUB are stored i

boot / gr ub/ nenu. | st You nmust edit this file in order to set t
opti ons which GRUB passes to the kernel, as well as the drive w
GRUB | ooks in to for the kernel

Everything on the |ine after &quot; kopt=&quot; is passed to the
as paranmeters, and &quot ; groot =&quot; nust be set to the partit
(in GRUB terns, such as &quot; (hdO, 0)&quot;) which GRUB will |o
kernel from

[ boot / grub| .

br at ed

s
e
hi ch

ker nel
on
ad t he
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After you have edited /boot/grub/nmenu.lst , please re-run
&apos; updat e- gr ub&apos;

Astheinstructions tell you, you will need to edit the "kopt" and "groot" parameters
in that file. Y ou should use "vi" to do this:

debi an: ~# vi /boot/grub/ nenu. | st

(hd0,0) refers to the first hard disk's first partition
(hd1,0) refers to the second hard disk's first partition
(hdl,1) refers to the second hard di sk's second partition
etc.

Once you've edited the menu. | st fileto your satisfaction, you will need to re-run
the update-grub command:

debi an: ~# updat e- grub

Searching for GRUB installation directory ... found: /boot/grub
Testing for an existing GRUB nenu.list file... found: /boot/gru
Updat i ng /boot/grub/menu.lst ... done

b/ menu. | s

Now reboot, and seeiif it has worked!

debi an: ~# shutdown -r now

Debian Package Management

dkpg

Unlike the RPM package management system which RedHat Linux uses, Debian's
packages files have a .deb extension.

Debian uses three different, but related, sets of tools to manage its packages: dpkg,
dselect and apt.

The dpkg command is the most analogous to RPM's "rpm" command; it allows you
to add and remove packages, and to query currently installed packages, check their
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integrity and dependencies.

List installed packages:

dpkg --1list
debi an: ~# dpkg --1i st
Desi r ed=Unknown/ | nst al | / Remove/ Pur ge/ Hol d
St at us=Not /| nst al | ed/ Confi g-fil es/ Unpacked/ Fai | ed-confi g/ Halfi{installed
[ Err?=(none)/ Hol d/ Rei nst - requi r ed/ X=bot h- probl ens (Status, Err| uppercase=bad
| / Name Ver si on Descri ption
(5 e e s
ii aalibl 1. 4p5-13 ascii art library
ii abiword 1. 0. 2+cvs. 2002 Dummy package provi di ng abi wofd
ii abiword-comobn 1.0.2+cvs. 2002 WYSI WG wor d processor
ii abiword-gtk 1. 0. 2+cvs. 2002 WYSI WG word processor based pn GIK
ii adduser 3. 47 Add and renove users and groups
i apt 0.5.4 Advanced front-end for dpkg
ii apt-utils 0.5.4 APT utility progranms
ii ark 2.2.2-9 An archi ver for KDE
ii asclock-thenes 2.0.12-5 Theme files for AScl ock, a cl pck appl et
ii at 3.1.8-11 Del ayed j ob execution and bat th processing
ii base-config 1.33.18 Debi an base confi guration package
ii base-files 3.0.2 Debi an base system mi scel | anepus fil es
il base- passwd 3.4.1 Debi an Base System Password/ G oup Fil es
ii  xlibs 4.1.0-16woodyl X W ndow Systemclient |ibrar|es
ii xnest 4.1.0-16wodyl nested X server
ii  xprt 4.1.0-16wodyl X print server
ii xserver-comon 4.1.0-16wodyl files and utilities commn toflall X servers
ii xserver-xfree8 4.1.0-16woodyl the XFree86 X server
ii Xxspecs 4.1.0-16wodyl X protocol, extension, and liprary technica
ii  xterm 4.1.0-16woodyl X term nal enul ator
ii  xutils 4.1.0-16woodyl X W ndow System utility progrpans
ii xvfb 4.1.0-16wodyl virtual franebuffer X server
ii zliblg 1.1.4-1. Owoody conpression library - runtime

Information about a .deb file:
dpkg --info package.deb
Install a .deb file:
dpkg --install package.deb

Example Installation

Well install the "bsdgames' package.

debi an: ~# nount /cdrom
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debl an: ~# dpkg --1nfo /cdronm pool/nmal n/ b/ bsdganes/ bsdganes_2. 13
new debi an package, version 2.0.
size 791782 bytes: control archive= 6220 byt es.

841 byt es, 20 lines control
10117 bytes, 158 | i nes nmd5suns
1791 byt es, 56 | i nes *  posti nst #!/ bi n/ sh
969 byt es, 32 lines * postrm #!/ bi n/ sh
1580 byt es, 55 | i nes *  preinst #!/ bi n/ sh
198 byt es, 7 lines *  prerm #!/ bi n/ sh
Package: bsdganes
Version: 2.13-7
Secti on: games
Priority: optional
Architecture: i386
Depends: libc6 (>= 2.2.4-4), libncurses5 (>= 5.2.20020112a-1),
wenglish | wordlist
Suggest s: wengl i sh
Conflicts: bsdganmes-nonfree (<< 2.5), suidmanager (<< 0.50)
Repl aces: bsdganes-nonfree (<< 2.5)
Installed-Size: 2064
Mai nt ai ner: Joey Hess <joeyh@ebi an. or g>
Description: collection of text ganes from BSD systens

This 1s a collection of sone of the text-based ganmes and amus
been enjoyed for decades on unix systemns.

I ncl udes these programs: adventure, arithmetic, atc, backgammi

bcd, boggle, caesar, canfield, countmail, cribbage, fish, goni
hunt, mlle, nonop, norse, nunber, pig, phantasia, pom ppt,
random rain, robots, sail, snake, tetris, trek, warganmes, wo
wu wt f

debi an: ~# dpkg --install /cdroni pool/main/b/bsdganes/ bsdganes_2
Sel ecting previously desel ected package bsdganes.

(Readi ng database ... 36337 files and directories currently ins
Unpacki ng bsdganes (from .../bsdganes_2. 13-7_i 386. deb)

Setting up bsdganmes (2.13-7) ...

debi an: ~# _

7_i 386. di

enent s t h

batt!|
bku, hang
bri nes, (
M Wor ns.

DN,

13-7_i 38!
alled.)

List files installed by a specific package:

dpkg --listfiles package

Let'slist al the fileswhich we've just installed that were part of the "bsdgames®
package.

debi an: ~# dpkg --listfil es bsdganes
usr
usr/ share

usr/ shar e/ doc
usr/ shar e/ doc/ bsdganes
usr/ shar e/ doc/ bsdganes/ BUGS. at ¢

usr/ shar e/ doc/ bsdganes/ Changelog. gz
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usr/ shar e/ doc/ bsdganmes/ README. | | nux. hunt
usr/ shar e/ doc/ bsdganes/ READMVE. phant asi a
usr/ shar e/ doc/ bsdganes/ READVE. boggl e
usr/ shar e/ doc/ bsdganes/ README. | i nux. boggl e
usr/ shar e/ doc/ bsdganes/ TODO. gz

usr/ shar e/ doc/ bsdganes/ ChangelLog. 0

usr/ shar e/ doc/ bsdganes/trek. ne. gz

var/ games

var/ ganmes/ bsdganes

var / games/ bsdganes/ phant asi a

var/ ganmes/ bsdganes/ sai

usr/ shar e/ doc/ bsdganmes/ NEWS. gz

usr/ shar e/ man/ man6/t eachgammon. 6. gz

usr/ shar e/ man/ man6/ r ot 13. 6. gz

usr/ shar e/ man/ man6/ nor se. 6. gz

usr/ shar e/ man/ man6/ ppt .

Find out which package a specific file belongs to:

dpkg --sear ch filename

debi an: ~# dpkg --search /usr/ganmes/w f
bsdganes: /usr/ganmes/ wt f

Thisisuseful if you're going to be upgrading a package and want to preserve its
existing configuration information.

Uninstall an installed package:

dpkg --remove package

Uninstall an installed package and_ its associated configuration

files:

dpkg --purge package

debi an: ~# dpkg --purge bsdganes

(Readi ng database ... 36513 files and directories currently ins
Renmovi ng bsdganes . .

dpkg - warning: while renoving bsdganes, directory

"/ var/ ganes/ bsdganes/ phant asi a&apos; not enpty so not renobved
dpkg - warning: while renoving bsdganes, directory

"/ var/ ganes/ bsdganes' not enpty so not renpved

dpkg - warning: while renoving bsdganes, directory

" /var/ganes' not enpty so not renoved.

Pur gi ng configuration files for bsdganes ..

alled.)
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Y ou'll notice the warnings about "/var/games' not being empty, but if you check
now, you'll see that the directory has indeed been deleted:

debi an: ~# | s /var/ ganes
| s: /var/ganes: No such file or directory

Thisis because the directory was removed as part of the "purging configuration
files' step.

Y ou should consult the dpkg(8) manual page for further information about this
command.

dselect

apt

The dselect command is afrontend to the dpkg command and APT system, and lets
you access al its functions through atext based menu system.

The APT (Advanced Package Tool) system is probably one of the reasons that
Debian has gained such popularity as a Linux distribution.

Unlike dpkg and dselect, APT is able to handle dependencies and makes upgrading
the software on your system very easy.

APT maintains alisting of packages and their locations.
Y ou can use the apt-cdrom command to add a CD to the current listing. So, for

example, you could insert the second Debian CD, and add the packages on it to the
list of the ones available:

debi an: ~# apt - cdr om add

Usi ng CD- ROM nmount poi nt /cdrom

Unnount i ng CD- ROM

Pl ease insert a Disc in the drive and press enter

Mounti ng CD- ROM

I dentifying.. [580650a473d808bc27074b25df f 224f 7- 2]

Scanning Disc for index files.. Found 4 package indexes and 0
i ndexes.

This Disc is called:

&apos; Debi an GNU/ Linux 3.0 r2 Wody_ - Oficial i386 Binary-1
Readi ng Package | ndexes... Done

\Wote 1167 records.

source

(2003120
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W iting new source |1 st
Source List entries for this Disc are:

unstabl e contrib main non-US/contrib non-US/ main
Repeat this process for the rest of the CDs in your set.
debi an: ~#

Y ou can likewise use the apt-ftp command to add a remote FTP archive to your list
of package sources.

To actually download and/or install packages, you can use the apt-get command,
which takes the following parameters as commands:

Table 2.5. apt-get commands

Update Retrieve new lists of packages

Upgrade Perform an upgrade

Install Install new packages

Remove Remove packages

Check Verify that there are no broken
dependencies

So, to install the "bsdgames" package, we would run:

deb cdrom [Debian GNU/Linux 3.0 r2 Wody - Oficial i386 Binaf

debi an: ~# apt-get install bsdganes
Readi ng Package Lists... Done
Bui | di ng Dependency Tree... Done
The foll owi ng NEW packages will be install ed:

bsdganes
0 packages upgraded, 1 newly installed, O to renbve and O not u
Need to get OB/ 792kB of archives. After unpacking 2114Kb will b
Medi a Change: Pl ease insert the disc | abel ed &pos; Debi an GNU/ L
r2z Wody - Oficial i386 Binary-1 (20031201) &pos; in the dri
&apos; / cdr onl &pos; and press enter

Sel ecti ng previously desel ected package bsdganes.

(Readi ng database ... 36340 files and directories currently ins
Unpacki ng bsdganes (from .../bsdganes_2. 13-7_i 386. deb)

Setting up bsdganes (2.13-7)

debi an: ~# _

y-1 (20031201)]

bgr aded.
P used.

nux 3.0
Ve
alled.)

Asyou can see, APT isclever enough to know which CD the package is on, and will
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RPM

prompt you for the correct mediawhen you ask it to install something.

Y ou can also use the apt-setup command to configure the list of sources for
packages.

Package Management:

RPM, acyclic acronym for RPM Package Management, forms the base of the
RedHat Linux package management system, as well as several other distributions.
Although it is not used for the base package management system in Debian Linux,
you can still make use of it if required.

RPM packages are given a".rpm" extension, but otherwise follow a naming scheme
very similar to .deb packages. Although the package files are in a different format,
the same basic operations are common to the different package management
systems:

List installed packages:

rpm-ga

Information about a.rpm file:

rpm -qgi package.rpm

Install a.rpmfile:

rpm -U package.rpm

List filesinstalled by a specific package:

rpm -gl package

Find out which package a specific file belongs to:

rpm -gf filename

Uninstall an installed package:

rpm -e package

Upgrading your Linux kernel in Debian

Debian makes it very easy to upgrade your kernel by using kernel packages.

We're going to attempt something more challenging though, and try to build a kernel
of our own.
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We are currently running Linux 2.2.20:

debi an: ~# unane -a
Li nux debi an 2.2.20-idepci #1 Sat Apr 20 12:45:19 EST 2002 i 686

unknown

We're going to upgrade to Linux 2.4.18, so we need to install the following
packages:

* ncurses-dev

kernel-package
» kernel-source-2.4.18

o fakeroot

debi an: ~# apt-get install kernel-package kernel -source-2.4.18 n
Readi ng Package Lists... Done
Bui | di ng Dependency Tree... Done
The foll owi ng NEW packages will be install ed:

ker nel - package kernel -source-2.4.18
0 packages upgraded, 2 newmy installed, O to renove and O not
Need to get OB/ 24.1MB of archives. After unpacking 24.9MB wil |
Medi a Change: Pl ease insert the disc | abel ed &pos; Debi an GNU/ L
3.0 r2 Wody - Oficial 1386 Binary-1 (20031201) &pos; in the
&apos; / cdr onl &pos; and press enter

Sel ecting previously desel ected package ker nel - package.
(Readi ng database ... 36515 files and directories currently ins
Unpacki ng kernel - package (from.../kernel -package_7.107_al |l . deb
Sel ecting previously desel ected package kernel -source-2. 4. 18.
Unpacki ng kernel - source-2.4.18

(from.../kernel -source-2.4.18 2.4.18-13 all.deb) ...

Sel ecting previously desel ected package |ibncurses5-dev.
Unpacki ng | i bncur ses5-dev
(from.../libncursesb5-dev_5.2.20020112a-7_i 386. deb)

Setting up kernel - package (7.107)

Setting up kernel -source-2.4.18 (2.4.18-13)
Setting up |ibncurses5-dev (5.2.20020112a-7)
debi an: ~# _

Cur ses-dev

Lpgr aded.
be used.
nux
drive

alled.)

Now changeinto your staging area (/ usr/ | ocal / sr ¢ isagood place), and
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extract the kernel source into that directory:

debi an: ~# cd /usr/| ocal /src/

debi an: /usr/| ocal /src# tar -xjf /usr/src/kernel-source-2.4.18.t
debi an: /usr/| ocal / src# cd kernel -source-2.4.18/

debi an: /usr/ | ocal / src/ kernel -source-2. 4. 18# _

ar . bz2

Now you can run make xmenuconfig if you want to use the X configuration
interface; alternatively you can run make menuconfig to use the text based
interface. The make command looks for aMakef i | e (often called Makefile, or
makefile), which you can think of asarecipein order to be able to build something.
Y ou can optionally tell make what it is that you want to build, and make will inspect
the relevant section in the Makefile to ascertain:

» theingredients, or dependencies - what is required to make what is requested and

» theinstructions - how to take the dependencies and turn them into the requested
target

debi an: /usr/ | ocal / src/ kernel -sour ce-2. 4. 18# make nmenuconfig

Peruse the menu, and make your selections. Once that's done, Exit and Save your
kernel configuration file.

Savi ng your kernel configuration...

*** End of Linux kernel configuration

*** Check the top-level Mikefile for additional configuration
*** Next, you nust run &apos; nake dep&apos;

debi an: /usr/ | ocal / src/ kernel -source-2. 4. 18# _

Clean the source tree and reset the kernel-package parameters:

debi an: /usr/ | ocal / src/ kernel - sour ce-2. 4. 18# make- kpkg cl ean

Compilethe kernel:
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debi an: /usr/ | ocal / src/ kernel -source-2. 4. 18# fakeroot make-kpkg
--revision=tsf.1.0 kernel _i nage

This command will build akernel package which we can then install later. You can
make the revision anything you want, although it's probably agood ideato giveit a
meaningful name so that you know what it is.

This can take along time; probably best to go and take a break and come back and
seeif it'sfinished later.

o]
make[ 2] : Leaving directory “/usr/local/src/kernel -source-2. 4. 188apos;
rm-f stanp-build
t ouch stanp-inmage
make[ 1] : Leaving directory “/usr/local/src/kernel -source-2. 4. 188apos;
debi an: /usr/ | ocal / src/ kernel -source-2.4. 18# _

Onceit'sfinished, you'll be ableto simply install the new package, and have your
kernel upgraded:

debi an: /usr/ | ocal / src/ kernel -source-2. 4. 18# dpkg --install/
../ kernel -image-2.4.18 tsf.1.0 i 386.deb

The package installation procedure will offer to make a boot floppy with your new
kernel, asthe original installation did with the original kernel. Again, it's suggested
that you make one.

The package installation will also install anew MBR for you, if it is needed.

Now reboot, and seeif your new kernel works!

Configuring X Windows

As mentioned previously, there are two methods for starting X Free86:

startx

Y ou can use the startx command to start up the X 11 server and client system from
the console. X Windows sessions started via this method will consult the
. Xi ni trc filein the user's home directory for commands to execute when starting
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xdm

their session.

Y ou can use the X Display Manager, or equivalent, to provide a GUI login screen on
the console. Using the XDMCP (XDM control protocol), it is also possible to make
this login screen available to remote systems over the network.

X Windows sessions started via this method will consult the. xsessi on fileinthe
user's home directory for commands to execute when logging in.

Installing and running KDE:

KDE is avery complex arrangement of different packages. However, you can use
apt to easily install them all:

debi an: ~# apt-get install kde*

Once apt hasinstalled the packages, you can use the following command to start up
your X session with the KDE desktop environment:

st udent @lebi an: ~$ st art kde

Debian will also default to now starting up the KDM graphical login interface at
startup time.

Installing and running Gnome:

Like KDE, Gnome is also composed of several different packages, and can be easily
installed via apt:

debi an: ~# apt-get install gnome*

Aswith KDE, the GDM graphical login interface will be enabled at bootup. If you
aready haveinstalled KDE, you will be prompted to select with interface you wish
to use.

networked installations:
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Although not covered in detail in this course, it is possible to install Debian directly
from the network, using only a small bootable image. Y ou can find more
information on this installation method here: http://www.debian.org/CD/netinst/

[ http://mww.debian.org/CD/netinstsystem resources]

It is also possible to automate your Debian Linux installations. This might be useful
inaLinux lab or Linux cluster installation. The current method of doing thisis
known as FAI (Fully Automatic Installation), and you can obtain more information
about it here:http://www.informatik.uni-koeln.de/fai/

Y ou should also consult the Linux Documentation Projects notes on performing
network instalations. http://www.tldp.org/HOWTO/Network-Install-HOWTO.html



http://www.debian.org/CD/netinstsystem resources
http://www.informatik.uni-koeln.de/fai/
http://www.tldp.org/HOWTO/Network-Install-HOWTO.html

Chapter 3. File Types and File
Systems

Let's review the different file types

Regular files

A simply definition of aregular file would bethat it is aone dimensional assortment
of bytesthat are stored on adisk or other mass storage devices.

1. A program that uses afile needs to know the structure of the file and needs to
interpret the file contents. Thisis because no structure isimposed on the
contents of afile by the operating system itself. Thisis avery powerful feature
as it means that you could work with any file that you need to work on e.g. a
DOSfile.

2. Filesare presented to the application as a stream of bytes and then an EOF
condition.

3.  However the EOF condition is not typed in, it is merely that the stream of bytes
isaslong asthefile sizeisand then it is at the end. In other wordsiit is actually
asort of offset that will happen when a program attempts to access an offset
larger than the file size itself.

4. Thereare many different types of regular files, text, binary, executable etc.
When using the file command to establish afile type the command accesses the
magic database. If you get a chance have alook at the magic file and see how
many different types of files Linux could support.

5. Aregular fileisreferenced by an inode number (see the section called “Inodes’
[88]).

Directory files

A simple definition of adirectory isthat it is afile that provides a mapping
mechanism between the names of files and the files (datablocks) themselves.

1. Adirectory isalso caled afile. Its purposeisrealy to make sure that thereis a
good structure maintained on the system - sort of like agood filing system.
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2. Thedirectory only holds inode numbers and filenames. Yet thisis also vitally
important as thisisthe only place where a filename is referenced by itsinode.

3. If you delete afile from adirectory the entry in thelist is zeroed and thisis then
called a shadow inode. Theinode is then freed up.

Device files

A devicefilerefersto adevice driver and these are important to the kernel. The
device drivers are written in C and compiled to make an object file and then placed
as part of the kernel. Created a device file using the mknod command.

1. Thefilesin/ dev are used to ensure that we can access hardware such as the
printer, cdrom, network etc.

2. If youlook at the way Linux uses adevice driver, it handles many of the
functions that we could compare to the way DOS uses the BIOS. However the
differences are often the reason why a piece of hardware that would work with
aDOS related system will not work with aUnix or Linux related system. Linux
will either see or not see a non-standard piece of hardware.

3. Herewe can read and write directly to the device, so the user issues a system
call to adevice, the kernel performs a successful open on that device, if busy
the read/write routine cannot operate, if not busy then reads or writes directly to
that device.

4. Therearedifferent types of devicefiles:

» Character devicefiles - writes to and from the device a character at atime.
Indicated by a"c" inthefirst field. Very little preliminary processing
required by the kernel so the request is passed directly to the device.

» A block device only receives arequest once block buffering has taken place
in the kernel. Indicated by a"b" in the first field. A filesystem is an example
of ablock buffering device. Block devices generally have an associated
character device - for exampleif you format a diskette you would use the
character device file name, if backing up to that diskette you would use the
block device name where the blocking is handled in the kernel buffer cache.

Interprocess communication Devices
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Itispossiblein Linux to set up device files that allow communication between
processes. Some of these are pipes, semaphores and shared memory devices and we
have already seen the effectiveness of using un-named pipes.

Theoretically these are special files and they are handled in asimilar way to the
device files however they are not true device files. They are created when needed
and then removed.

The scope of these definitions moves into development and therefore we are only

going to discuss the theory of such, it isimportant to have an understanding of these
features as the system administrator.

Pipes

We are thus far used pipes as un-named pipes when doing shell scripting, however
there are also named pipes available for usto use.

In anamed pipe situation the processes are being run by the same process group and
by the same user. e.g.

Is -li | nore

An un-named pipe would be created as a node using the mknod command and here
you could use it when running processes within different process groups. The
un-named pipe has to be specified to both processes separately. e.g. When the output
from one process becomes the input to another process running in the background.

Semaphore

The shortest definition would be that it is a data structure used by several processes
to control and synchronize the operations on one resource.

e.g. If more than one user is accessing arecord in adatabase it islikely that a

semaphore would either gain exclusive access for each processin turn, or lock the
record being updated.

Shared Memory
Thistype of fileisindicated by an"m" in thefirst field. A piece of user-memory is

allocated as a work-space, where it is possible for a process to read the data at the
same time as another writesiit.

Major and Minor Device Numbers




88 File Types and File Systems

Each deviceis referenced by numbers, which are read when the kernel needsto use a
device and subsequent device driver.

These numbers are called the major and minor device numbers.

The major device number refers to the device driver that should be used to access the
device and it is a unigue number, whereas the minor device number points to the
device itself.

If you do along listing inthe/ dev directory you will seethat they are represented
in the 6th column of the long listing report.

Inodes

Asafileis created a unique number is ascribed to that file and thisis called an inode
number. The inode holds specific information about the file such as:

» The permission mode assigned to that file (at creation time this would have been
assigned with the systerm umask)

* Thenumber of linksin place for thefile

* Thefile owners UID number

e Thegroup GID number

» Thefilesize represented in bytes

» The address of the datablocks (or major and minor device numbers)

* Thetimethefile waslast modified

» Thetimethat file waslast accessed (useful for housekeeping for if afile has not
been accessed for 3 years maybe we could remove it)

* Thetimeany part of the inode was changed

When an inode resides on the disk it is called a disk inode, however when afileis
opened, the kernel puts the inode onto a generic inode table and theinode iscalled a
generic inode. Inodes are stored on the generic table with alink to a hash queue and
thisis stored in table that is reference by the kernel each time it opens afile to make
sure that the fileis not already open.

A detailed look at the filesystem in
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A typical Linux system has, among others, the following directories:

o/
Thisistheroot directory. This is where the whole tree starts.
e /bin

This directory contains executable programs which are needed in single user
mode and to bring the system up or repair it.

e /[boot

Contains static files for the boot loader. This directory only holds the files which
are needed during the boot process.

 /dev
Special or device files, which refer to physical devices.

« Jetc
Contains configuration files which are local to the machine. Some larger
software packages, like X11, can have their own subdirectories below / et c.
Site-wide configuration files may be placed here or in/ usr/ et c. Nevertheless,
programs should always look for thesefilesin/ et ¢ and you may have links for
thesefilesto/ usr/ et c.

» J/etc/skel

When a new user account is created, files from this directory are usually copied
into the user's home directory.

o Jetc/X11
Configuration files for the X11 window system.

* /home
On machines with home directories for users, these are usually beneath this
directory, directly or not. The structure of this directory depends on local

administration decisions.

« /lib
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This directory should hold those shared libraries that are necessary to boot the
system and to run the commands in the root filesystem.

/mnt
isamount point for temporarily mounted filesystems
/proc

Thisisamount point for the proc filesystem, which provides information about
running processes and the kernel.

[/ sbin

Like/ bi n, thisdirectory holds commands needed to boot the system, but which
are usually not executed by normal users.

ftmp

This directory contains temporary files which may be deleted with no notice,
such as by aregular job or at system boot up.

lusr

This directory is usualy mounted from a separate partition. It should hold only
sharable, read-only data, so that it can be mounted by various machines running
Linux.

/usr/X11R6

The X-Window system.

fusr/bin

Thisisthe primary directory for executable pro grams. Most programs executed
by normal users which are not needed for booting or for repairing the system and
which are not installed locally should be placed in this directory.

fusr/bin/X11

isthe traditional place to look for X11 executable's; on Linux, it usually isa
symbolic link to /usr/X11R6/bin.

Jusr/dict

This directory holds files containing word lists for spell checkers.
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/usr/doc

Y ou may find documentation about the installed software packagesin this
directory.

fusr/etc

Site-wide configuration files to be shared between several machines may be
stored in this directory. However, commands should always reference those files
using the/ et ¢ directory. Linksfrom filesin/ et ¢ should point to the
appropriate filesin/ usr/ et c.

/usr/include
Include filesfor the C compiler.
/usr/include/ X11

Include files for the C compiler and the X-Windows system. Thisisusualy a
symbolic link to /usr/X11R6/include/X 11.

{fusr/incl ude/ asm

Include files which declare some assembler functions. This used to be a symbolic
link to /usr/src/linux/include/asm.

fusr/include/linux

This contains information which may change from system release to system
release and used to be a symbolic link to /usr/src/linux/include/linux to get at
operating system specific information.

(Note that one should have include files there that work correctly with the
current libc and in user space. However, Linux kernel sourceis not designed to
be used with user programs and does not know anything about the libc you are
using. It isvery likely that thingswill break if youlet/ usr /i ncl ude/ asm
and/ usr/incl ude/li nux point at arandom kernel tree. Debian systems
don't do this and use headers from a known good kernel version, provided in the
libc*-dev package.)

Include files to use with the GNU C++ compiler.
lusr/lib
Object libraries, including dynamic libraries, plus some executable's which

usually are not invoked directly. More complicated programs may have whole
subdirectories there.
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lusr/1ib/X11

The usual place for data files associated with X programs, and configuration files
for the X system itself. On Linux, it usually isasymbolic link to
/usr/ X11R6/1i b/ X11

{fusr/lib/gcec-lib

contains executable's and include files for the GNU C compiler.
lusr/lib/groff

Filesfor the GNU groff document formatting system.

/usr/| ocal

Thisis where programs which are local to the site typically go.
/usr/1ocal/bin

Binaries for programslocal to the site go there.
/usr /1 ocal / doc

Local documentation

/usr/local/etc

Configuration files associated with locally installed programs go there.
lusr/local/lib

Files associated with locally installed programs go there.
/usr/local/info

Info pages associated with locally installed pro grams go there.
/usr/ 1 ocal / man

Manpages associated with locally installed programs go there.
/usr/1ocal /sbin

Locally installed programs for system administration.

{usr/local/src
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Source code for locally installed software.

[ usr/ man

Manpages traditionally go in there, into their sub directories.
[ usr/sbin

This directory contains program binaries for system administration which are not
essential for the boot process, for mounting /usr, or for system repair.

{usr/share

This directory contains subdirectories with specific application data, that can be
shared among different architectures of the same OS. Often one finds stuff here
that used to livein /usr/doc or / usr /| i b or /usr/man.

{usr/ share/ man

Manpages go in there, into their subdirectories.

/usr/src

Sourcefiles for different parts of the system, included with some packages for
reference purposes. Don't work here with your own projects, as files below /usr
should be read-only except when installing software

[usr/src/linux

This has always been the traditional place where kernel sources were unpacked.
Thiswas important on systemsthat / usr/ i ncl ude/ | i nux wasasymlink
here. Y ou should probably use another directory for building the kernel now.
fusr/tnmp

Obsolete. This should be alink to /var/tmp. Thislink is present only for
compatibility reasons and shouldn't be used.

[ var

This directory contains files which may change in size, such as spool and log
files.

[ var/ adm

Thisdirectory is superseded by / var / | og and should be a symbolic link to
[var/| og.




94

File Types and File Systems

[ var/ backups

This directory is used to save backup copies of important system files.
/var/1 ock

Lock files are placed in this directory. The naming convention for device lock
filesis LCK..<device> where <device> is the device's namein the filesystem.
The format used isthat of HDU UUCP lock files, i.e. lock files contain aPID as
a 10-byte ASCII decimal number, followed by a newline character.

/var/l og

Miscellaneous log files.

[var/ preserve

Thisiswhere vi saves edit sessions so they can be restored later.

/var/run

Run-time variablefiles, like files holding process identifiers (PIDs) and logged
user information (utmp). Filesin this directory are usualy cleared when the
system boots.

/ var/ spool

Spooled (or queued) files for various programs.

[ var/ spool / at

Spooled jobs for at(1).

/ var/ spool / cron

Spooled jobs for cron

/var/spool /| pd

Spooled files for printing.

/ var/ spool / mai |

Users mailboxes.

[var/tnmp

Like /tmp, this directory holds temporary files stored for an unspecified duration.
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Y ou can find a more comprehensive description in the hier(7) man page. This layout
conforms with the Linux filesystem standard, Release 1.2, and reflects the layout for
Debian, RedHat and SUSE Linux.

What is a filesystem?

A filesystem isalogical division within a physical partition.

As discussed during our installation chapter, we know that we have installed MS
Windows and Linux on the same hard drive, however they are loaded in two
separate disk partitions (physical divisions).

There can only be one of the physical partitions active at any one time, thiswill be
the partition that you boot up with by default when the machineis switched on.

Within the Linux division we can have further divisions or filesystems based on the
following decision criteria:

1. Sizeof hard drive

Security issues

Swap

> LW

User reguirements

Types of filesystems

The Linux kernel supportsamyriad of filesystem types, the most popular of which
are: ext2, ext3, Reiserfs and XFS.

Currently, ext2 isthe only one supported by Debian out of the box.

The ext3 filesystem is the next generation of the Extended Filesystem, and alows
for larger filesystems and files, as well asimproving performance.

The Reiserfs and XFS filesystems allow for improved performance when using large

filesystems, and are suited to specific applications where data concurrency is
important, such as filesystems which contain high volume databases.

The layout of a filesystem
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1. Boot block
2. Superblock - contains some general information about the filesystem such as:
Filesystem size.

The condition of the filesystem e.g. Would be marked as an error if the machine
not shut down correctly and this would start the process of "fsck" on bootup.

A list of some of the free inodes and blocks available

3. Inode Table- which contains the number of inodes allocated to that filesystem.
Thisiselastic in Linux and will expand if you require more inodes than those
allocated. When you create a new file the kernel will allocate an inode for that
file from the freelist held in the superblock.

4. DataBlocks- containing the file data, ablock isfixed in size. The kernel can
only access the data blocks via the information held in the inode of that file.

Using Filesystems

mount and unmount

The mount command, and it's cousin umount can be used to mount and unmount
filesystems on your Linux system.

An extract from the mount(1) man page:

All files accessible in a Unix system are arranged in one big tree, the
file hierarchy, rooted at /. These files can be spread out over several
devices. The mount command serves to attach the file system found
on some device to the big file tree. Conversely, the umount(8)
command will detach it again.

—man mount(1)

Issuing the mount command without any parameters will display the current
mounted filesystems, and their status, on your system:

So when you created the filesystems at installation time a relevant device was
created inthe/ dev directory. The devices that were created each have an address
that points to a series of datablocks on your hard disk.

As an example let us say that when you were installing the operating system you
specified athird filesystem called "database” that you wanted to create as well asthe
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root filesystem and the swap filesystem. A device called database
(/ dev/ dat abase) would be created at that time and a mount point would be
created aswell caled say / dat abase.

Now when you do alisting under root you will see an empty directory called
"database”. When you attach or mount the filesystem to the empty directory now
called a mount-point, then you are able to access the series of datablocks reserved on
the hard disk for that filesystem as defined by / dev/ dat abase at installation
time.

Once mounted the filesystem is now accessible through the mount-point called
/ dat abase.

debi an: ~# nount

dev/ hda2 on / type ext2 (rw, errors=renount-ro)
proc on /proc type proc (rw

devpts on /dev/pts type devpts (rw, gi d=5, nrode=620)

Here you can see that there are currently three file systems mounted.

Oneisyour root (/") file system, which is mounted off "hda2", which you should
remember is the second partition on your primary master |DE drive. Y ou can also
see that the filesystem is mounted as "read-write", and is of type "ext2" (short for
Linux second extended file system)

There are then two special filesystems, pr oc, and "devpts'. The "devpts' filesystem
isasimple, virtua filesystem which allows for easy control over the terminal
devices and their ownership. We will explain the pr oc filesystem within the next
section.

Y ou can mount additional filesystems, as long as they been defined in your
/ et c/ f st ab file, by using the mount command:

In the following example we are going to mount / dev/ cdr omon a mount-point
called/ cdr om

debi an: ~# nount

dev/ hdb2 on / type ext2 (rw, errors=renount-ro)
proc on /proc type proc (rw)

devpts on /dev/pts type devpts (rw, gi d=5, node=620)
debi an: ~# nount /cdrom

debi an: ~# nount

dev/ hdb2 on / type ext2 (rw, errors=renount-ro)
proc on /proc type proc (rw

devpts on /dev/pts type devpts (rw, gi d=5, node=620)
dev/ cdrom on /cdrom type i s09660 (ro, noexec, nosui d, nodev)
debi an: ~#
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In the example above, we've successfully mounted a CD-ROM onto the /cdrom
mount point. Y ou can how change directory into the /cdrom directory and you will
have access to the information held on the CDROM itself. Read write access will
depend on the capabilities of the CDROM and the permissions of your username.

To unmount it again once we've finished, we can use the unmount command:

debi an: ~# unopunt /cdrom

debi an: ~# nount

dev/ hdb2 on / type ext2 (rw, errors=renount-ro)
proc on /proc type proc (rw)

devpts on /dev/pts type devpts (rw, gi d=5, nrode=620)
debi an: ~#

If you wish to mount afilesystem which isn't configured in your / et c/ f st ab file,
then you can use the following syntax:

SYNTAX:
mount -t <type> -0 <options> <devi ce> <npunt poi nt>

debi an: ~# nount -t ext2 -o rw /dev/hdb3 /mt

debi an: ~# nount

dev/ hdb2 on / type ext2 (rw, errors=renount-ro)
dev/ hdb3 on /mt type ext2 (rw)

proc on /proc type proc (rw)

devpts on /dev/pts type devpts (rw, gi d=5, nrode=620)
debi an: ~# unount /mmt

Asyou can seg, it takesfields very similar to what youfindin/ et c/ f st ab. Asa
point of interest, the currently mounted filesystem information is kept in afile called
/etc/ntab.

debi an: ~# cat /etc/ntab

dev/ hdb2 / ext2 rw,errors=remount-ro 0 O
proc /proc proc rw 0 O

devpts /dev/pts devpts rw, gi d=5, node=620 0 O

Make sure that whether you mount a diskette, cdrom or hard drive filesystem that
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you un-mount it prior to removing it from the system or prior to shutting down the
system.

/proc

The /proc filesystem is a special interface to the Linux kernel. It alows you to access
various Linux kernel structures asif they were normal files.

Let'stake alook:

debi an: ~# cd /proc

debi an: /proc# |s -F

i 1886/ 2035/ 2110/ 6/ ksynms
) 1887/ 2068/ 2146/ 7/ | oadavg
1/ 1888/ 2069/ 2309/ 8/ | ocks
1080/ 1908/ 2070/ 2325/ 899/ | v

11/ 1940/ 2071/ 2388/ 902/ mdst at
1116/ 1941/ 2072/ 2425/ 961/ meni nf o
1254/ 1959/ 2073/ 2426/ acpil/ m sc
1283/ 1962/ 2074/ 2427/ asound/ nmm

1292/ 1965/ 2075/ 2428/ buddyinfo modul es
1300/ 1968/ 2076/ 2439/ bus/ nmount s@
1322/ 1984/ 2077/ 3/ cmdl i ne ntrr
1323/ 1986/ 2079/ 3291/ config.gz net/
1435/ 1987/ 2082/ 3342/ cpufreq partitions
1663/ 1989/ 2083/ 3348/ cpuinfo pc

1668/ 1990/ 2084/ 3349/ cryptol pi sch
1719/ 1992/ 2087/ 3350/ devices pi sch_version
1752/ 1994/ 2095/ 3351/ dma scsi /
1759/ 1997/ 2096/ 3352/ driver/ self@
1804/ 2/ 2098/ 3517/ execdonmi ns sl abinfo
1806/ 2007/ 2100/ 3562/ fb spl ash
1814/ 2009/ 2101/ 3662/ filesystens stat
1815/ 2013/ 2102/ 3663/ fs/ swaps
1816/ 2015/ 2103/ 3751/ ide/ sys/
1817/ 2017/ 2104/ 3753/ interrupts sysrq-trigger
1818/ 2018/ 2105/ 3754/ ionem sysvi pc/
1822/ 2019/ 2106/ 3763/ ioports tty/
1883/ 2021/ 2107/ 386/ irqg/ upti ne
1884/ 2028/ 2108/ 4/ kcore versi on
1885/ 2030/ 2109/ 5/ knmsg vi deo/

The numbers refer to process I1Ds, and within those directories you can find out
information about that currently running process. Thesel f directory isasymlink
to the process that checksit's current PID.

Some useful filesin proc are:
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/proc/cpuinfo

Thisfile displays information about the system's CPU(s):

debi an: / proc# cat ch|nf0

pr ocessor 0

vendor _i d : Aut henti cAMD

cpu famly . 6

nodel 3

nodel nanme : AND Duron(tn) Pr ocessor

st eppi ng

cpu Mz : 656 476

cache size . 64 KB

f di v_bug : no

hl t _bug > no

sep_bug : no

f 00f _bug . no

cona_bug > no

f pu . yes

f pu_exception . yes

cpui d | evel 1

Wp . yes

f | ags : fpu vhe de pse tsc nsr
nca cnmov pat pse36 psn mxext \

nmx fxsr 3dnowext 3dnow
bogoni ps . 1307. 44
debi an: / proc#

/proc/uptime

This displays the amount of time that the system has been up, given in seconds.

debi an: / proc# cat uptine
43736. 51 43685. 48

/proc/loadavg

This displays the system's load average, the same as the top and "uptime" commands
that were covered earlier.

debi an: / proc# cat | oadavg
0.00 0.00 0.00 1/22 3448
debi an: / proc# _
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df

du

One of the things that almost all operating systems do not handle very well is
running out of disk space. Some applications will fail relatively gracefully, but
probably won't be able to save their most recent changes. Other applications, usually
the more complicated ones, will only be able to partially save, thus resulting in
corrupted file data, which means you're going to have to end up restoring from
backups!

Y ou will find the following commands useful for keeping an eye on your
filesystems:

The df (disk free) command shows your the amount of free disk space on the
currently mounted filesystems:

debi an: ~# df
Fi | esystem 1k- bl ocks Used Avail abl e Use% Munt ed
dev/ hdb2 9550788 79056 8986572 1%/

Y ou can use the "-h" parameter to tell df to display the valuesin "human readable”
form:

debi an: ~# df -h
Fi | esyst em
dev/ hdb2

Use% Mount ed on
1%/

Used Avai l
81M 9. 2G

Si ze
9. 8G

Specifying the "-i" switch will cause df to display the free inode count, instead of the
default free block count:

debi an: ~# df -i
Fi | esystem | nodes | Used | Free | Use% Mount ed on
dev/ hdb2 1214400 12043 1202357 1% /

The du (disk used) command can be used to determine how much space has been
used by directories. Thisis useful when you're doing some cleaning up and looking
for areas that are consuming alot of space:

on
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debi an: ~# du -sh /usr
53M [ usr

The"-s" switch gives us a summary, rather than alisting of each sub directory, and
the "-h" switch again gives us the valuesin "human readable” form, rather than in
block sizes.

Y ou can use a combination of these commands to track down disk usage on your
filesystems.

A good system administrator should keep an eye on the output of df and note when
filesystems are reaching their limit, so that a new disk can be arranged before the
system runs out of space!

It's often useful to look for the largest files and directories on a certain drive, asyou
may be wishing to free up some space quickly. Y ou can use the "du" command
together with afew othersto achieve this:

debi an: ~# du -k /usr | sort -n | tail -10
37660 /usr/ X11R6

39864 /usr/bin

52704 [ usr/ shar e/ doc

76588 /usr/| ocal / src/ kernel -source-2.4.18/drivers
122336 /usr/lib

154308 /usr/ | ocal/src/kernel-source-2.4.18
155456 /usr/ | ocal /src

155496 /usr/| ocal

192672 /usr/share

583824 /usr

The"-k" switch tells"du" to display the size of everything in kilobytes; it's
important for the unit of measurement to be the same so that the "sort" command can
order things properly.

The"-n" switch tells "sort" to treat the numbers as values, rather than words.

The "tail -10" command specifiesthat only the last 10 lines of output should be
displayed.

Thislittle one liner can now easily give you the top 10 largest files and directoriesin
a specified path!

Advanced file permissions
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We've dealt previously with "chmod", and with the "r", "w" and "x" permission bits.
However, there are afew more, which we will deal with now.

suid and sgid bits

The"set user id" (suid) and "set group id" (sgid) on execution bits are denoted by an
"s" in the column that would normally have an "x" (execute) character.

For example, the "passwd" command has its suid bit set:

debi an: ~# |s -1 /[usr/bin/passwd
- T WST - XT - X 1 root r oot 24680 Apr 7 2002 /usr/bip/passwd

These bits have the effect of causing the command to be run as the user (suid) and/or
as the group (sgid) that owns the file. In the case of "passwd", it means that even if
you execute the "passwd" command as a normal user, the kernel will elevate the
command's privileges to that of the root user.

In this specific case, it is so that the passwd command can access the /etc/shadow
password file, so that it can check and change passwords.

Problems with suid and sgid binaries can very often lead to a system
compromise, so it isvery important to make sure that you know which
files on your system have these bits set, and to make sure that you keep
that particular package up to date with security fixes, or perhaps even
uninstall it if the package isn't necessary.

Y ou can use the "find" command to locate all the suid and sgid binaries on your

system:

debi an: ~# find / -xdev -perm +4000 -|s

17591 24 -rwsr-Xxr-x 1 root r oot 21112 Sep
23 2003 /bin/su

12789 32 -rwsr-xr-x 1 root r oot 31188 Sep
23 2003 /bi n/ ping
9736 36 -rwsr-xr-x 1 root audi o 36142 Sep
23 2003 /bin/eject

40687 76 -rwWsr-Xxr-x 1 root r oot 77488 Sep
23 2003 /bi n/ nount

12790 28 -rwsr-xr-x 1 root r oot 26996 Sep
23 2003 / bin/ pi ng6

40688 40 -rwsr-Xxr-x 1 root r oot 40788 Sep
23 2003 / bi n/ unount

64765 60 -rwsr-xr-x 1 root r oot 61396 Sep
24 2003 /opt/kde3/bin/fil eshareset
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52172 8 -rWwWsr-Xxr-x 1 root r oot 6206 Sep
24 2003 /opt/kde3/ bi n/art sw apper

64769 16 -rwsr-Xxr-x 1 root shadow 14134 Sep
24 2003 /opt/kde3/ bi n/ kcheckpass

54971 8 -rwsr-xr-x 1 root r oot 7946 Sep
24 2003 /opt/kde3/ bi n/ kpac_dhcp_hel per

198953 44 -rWwsr-Xr-X 1 root vi deo 43996 Sep
24 2003 /opt/gnone/ sbi n/ zappi ng_setup_fb

64521 36 -rwsr-xr-x 1 root r oot 35196 Sep

23 2003 /usr/bin/at

43724 8 -rwsr-xr-x
24 2003 /usr/ bi n/ man
49943 16 -rwsr-Xr-x
23 2003 /usr/bin/rcp
49946 12 -rwsr-Xxr-x
23 2003 /usr/bin/rsh
69488 228 -rwsr-Xxr-x
23 2003 /usr/bin/ssh

2 root r oot 4572 Sep
1
1
1
144705 32 -rwsr-Xxr-x 1 root trust ed 30623 Sep
3
3
1

r oot r oot 15488 Sep
r oot r oot 8228 Sep
r oot r oot 229480 Sep

23 2003 /usr/bin/bing
58745 76 -rwWsr-Xxr-x
24 2003 /usr/bin/chfn
58745 76 -rWwWsr-Xxr-x
24 2003 /usr/bin/chsh
17782 92 -rwsr-xr-x
23 2003 /usr/ bi n/ sudo

r oot shadow 77204 Sep
r oot shadow 77204 Sep
r oot r oot 90508 Sep

49653 16 -rwsr-xr-x 11p sys 15206 Sep
23 2003 /usr/bin/l ppasswd

202972 16 -rwsr-Xxr-x 1 root trust ed 14880 Sep
23 2003 /usr/bi n/ vboxbeep

71038 24 -rwWsr-Xxr-x 1 root r oot 22812 Sep
23 2003 /usr/bin/crontab

58662 60 -rwsr-xr-x 1 root shadow 60944 Sep
24 2003 /usr/ bin/ chage

43724 8 -rwsr-xr-x 2 root r oot 4572 Sep

24 2003 /usr/ bi n/ mandb

sticky bit

The sticky bit is denoted by a"t" ininstead of the group execute permission ("x").
An exampleisthe /tmp directory:

debian: ~# |Is -1d /tnp
dr wxr wxr wt 2 root r oot 4096 Mar 15 04:35 /tnp

The sticky bit only has an affect on directories, not regular files. It turns a directory
into an append-only directory. This means that filesin this directory can only be
removed or renamed by the owner of thefile. Thus, it isvery useful for directories,
which are publically writable, but where you want to protect the user's files from
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other users.

Again, you can use the "find" command to show you all the sticky-hit directories on
your system:

debi an: ~# find / -xdev -perm +1000 -1s

97153 4 drwxr wxr wt 2 root r oot 4096 Mar 12 0O
1117249 4 dr wxr wxr wt 2 root r oot 4096 Feb 8
1182017 4 dr wxr wxr wt 3 root r oot 4096 Nar 11 1

1:35 /tnp
P002 /var,
: 22 /var,

file attributes on the ext2 file system

In addition to the standard Unix file permission scheme, the ext2 file system has the
ability to set the following attributes on both files and directories:

no access time (A)
When afile or directory with this attribute is accessed for reading or writing, its last
access time (atime) will not be updated. This may be useful on fileswhich are

accessed very often, but which you're not interested in recording the atime for. An
example might be the system man pages.

append only (a)

Files with this attribute set can only be appended to. For directories, this means that
you can only add filesto it; you cannot delete or rename files.

no dump (d)

This prevents the dump(8) backup utility from backing up afile or directory marked
with this attributed.

immutable (i)

This prevents the file from being modified in any way. Only the root user can set or
clear this attribute.

secure deletion (s)

When afile or directory with this attribute is del eted, the space they occupied on the
disk is overwritten with zeros before the filesystem entries are removed.
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synchronous mode (S)

Modificationsto files or directories with this bit set are written to disk immediately,

without doing any buffering.

Y ou can use the following commands to examine and set ext2 attributes:

[sattr

The "lsattr" command displays the attributes.

chattr

The "chattr" command can set and remove attributes on files.

debi an: ~# chattr -i
debi an: ~#

test. txt
rmtest.txt

9 Mar 15 03:17 test.tx

debi an: ~# |s -l test.txt

-rW-Ir--r1-- 1 root r oot

debi an: ~# | sattr test.txt

-------------- test.txt

debi an: ~# chattr +i test.txt

debi an: ~# | sattr test.txt

R I test.txt

debi an: ~# rmtest.txt

rm renove wite-protected file 'test.txt&apos;? vy
rm cannot unlink 'test.txt&apos;

Operation not permtted

Asyou can see, even the root user cannot delete an "immutable” file until the

attribute has been removed.




Chapter 4. Backups
Introduction

If you've worked with computers for any length of time, you should already be
aware of the importance of keegping good, up-to-date backups. The definition of a
good backup is one that you are able to restore from!

Backups guard against hardware failures (such as the hard disk drive in your server
breaking), accidental file deletion and even physical theft (such as someone pinching

your laptop).

Backup media

Linux supports awide variety of backup media.

Magnetic Tape

The canonical backup mediais magnetic tape. There are awide variety of tape
drives available, and Linux supports the majority of them.

Magnetic tape usualy has a high storage capacity, but is slow to access relative to
the speed of hard drives, and the data stored on it can only be accessed sequentially.
This meansthat if you have something backed up onto tape, you can only restore it
by going through the whole tape, from the beginning, until you reach the end of what
you want to restore.

This means that tapes are generally only good for archival purposes, or for restoring
entire system, rather than restoring individual files.

CD-ROM

Another popular backup media are write-able CD-ROMSs. This alows you to backup
asmall amount of data, but you have random read access to it, which means that it's
guicker and easier to restore from.

With the advent of write-able DV Ds, this allows you to store even larger amounts of
dataon asingle disc.

Hard Disk

Asthe price of hard drives has dropped dramatically, it is becoming popular to




108 Backups

simply keep your backups on alarge, but perhaps slow and relatively cheap, hard
drive, usualy in a separate machine. Again, thisis handy because you will have
random read access to your data, and won't have to fiddle with inserting and
removing magnetic tapes or CDs.

Which form of Media to use?

Which option you decide to go with will depend on a number of factors:

1. theamount of datayou want
2. thedesired timeto perform arestore

3. your budget

Securing your backup

No matter which media you decide to go with, it isimportant to remember that the
media holding your backed up data should be stored as far away as possible from the
system that you wish to keep backed up!

Imagine that you'd been regularly backing up your server, only to lose all your data
as well as the backups because you had the magnetic tapes sitting on top of the
server chassis when lightning struck your computer room!

For this reason, companies with critical data often make two backups. Oneis kept on
sSite, for quick and easy restores, while another copy is taken off-site, to guard
against site-wide disasters.

Backup mediathat is kept on-site should be kept in a fireproof safe, to guard against
fire and water damage.

Backup concepts

Depending on your choice of backup software, you will have severa types of
backup paradigms at your disposal:

1. full - asthe nameimplies, thisis a backup of everything

2. differential - thisisabackup of everything since the last full backup

3. incrementa - thisisabackup of everything since the last _incremental_ backup
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Asan example:

Y ou would do afull backup every Sunday morning. Then, from Monday to Friday
you would do an incremental backup.

Thiswould mean that if you wanted to do arestore of Thursday's data, you would
have to have to restore from the following backups:

» thefull backup from Sunday

» dl four incremental backups (Mon, Tue, Wed, Thurs)

That could easily be 5 tapes, which you have to shuffle in order to restore something,
which you may find to be too time consuming for your needs.

Y our other alternative is then:

Do the full backup on Sunday morning, and then do a differential backup each day
after that.

Then to do arestore of Thursday's data you would only require:

» thefull backup from Sunday

» andthe one differential from Thursday.

Obviously, keeping differential backups requires more storage space on your backup
media, so you'll need to decide which method works best for your situation.

Some backup utilities allow for an even finer grained set of levels (0-9), where each
level only does a backup of the data that's changed since the last backup of the next
lowest level.

In other words; level 0 isafull backup, while continually doing alevel 1 backup
after that would be the equivalent of a differential backup.

Doing abackup at level 0, 1, 2, 3, 4 and 5 would be the same as doing an initial full
backup, and then following that by incremental backups through the week.

Backup software

mt
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The mt command can be used to control the magnetic tape device attached to your

Debian machine.

SYNTAX:
nm <conmand>

A list of valid commands are:

Table 4.1. mt commands

eof, weof

Write count EOF marks at current
position.

fsf

Forward space count files. Thetapeis
positioned on the first block of the next
file.

bsf

Backward space count files. The tapeis
positioned on the first block of the next
file.

fsr

Forward space count records.

bsr

Backward space count records.

bsfm

Backward space count file marks. The
tapeis positioned on the
beginning-of-the-tape side of thefile
mark

fsfm

Forward space count file marks. The tape
is positioned on the
beginning-of-the-tape side of thefile
mark.

rewind

Rewind the tape.

offline, rewoffl

Rewind the tape and, if applicable,
unload the tape.

status Print status information about the tape
unit.
erase Erase the tape.

When using atape stream to make backups onto, you will need to set EOF marks
(using the weof command) between each backup session on the tape, so that you can
easily seek between them. Y ou can then use the fsf and bsf commands to seek
through the tape to the various positions for each backup. In order to make the tape
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drive gject the current tape, you should issue the offline command.

11%

tar
The "tape archiver", or tar command is one that you should be familiar with already.
This can form the staple part of your backup strategy. This can be used to usersto
make backups of their own files, or by the system administrator to make backups of
entire filesystems.
SYNTAX
tar [c | x| t ] [z] [ v] [ -f filenane ] [ files ... ]
c create an archive
X extract from an archive
t test an archive
z conpr ess/ unconpress the archive using gzip
% be verbose
-f filename -- this specifies which archive or device to us
The"files..." isamatching path for the files and/or directories that you wish to
archive or extract.
Examples:

To archiveyour / usr directory into afilecalled/ backups/ usr. tar. gz, and
compressit, you would use:

debi an: /# tar czf /backups/usr.tar.gz usr
debi an: / # _

To verify that the archive you created:

debi an: /# tar tzf /backups/usr.tar.gz
usr/

usr/ bi n/

usr/ bi n/ whi pt ai |

[ ... ]

If you add the verbose ("v") switch, you'll even be given along directory listing:
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debi an: /# tar tzvf /backups/usr.tar.gz
dr wxr - xr-x root/r oot 0 2004-03-12 15:40: 28 usr/
dr wxr - xr-x root/root 0 2004-03-25 23:18: 34 usr/bin/
- I WXT - Xr-x root/root 15936 2002-03-31 03: 00: 42 usr/bin/whip

[ ... ]

If we wanted to extract the filesinto a new directory, we could do something like
this:

debi an: / # nkdir newusr
debi an: /# cd newusr
debi an: / newusr# tar xzf /backups/usr.tar.gz

The"CoPy In/Out", or cpio command is very similar to tar in functionality.

Unfortunately, cpio is not asintuitive to use astar, but it can handle backing up and
restoring devicefiles (thosein / dev), which tar cannot.

For an example, we will back up our / dev directory:

debi an: ~# find /dev -print | cpio -0 > backup.cpio
debi an: ~# | s backup. cpi o
backup. cpi o

We pass cpio alist of files that we want backed up, from the find command, via
standard input. The "-0" flag tells cpio that we wish to create a backup archive. We
then redirect the output from cpio to afile called "backup.cpio”. We could also have
directed this output to a tape device if we wanted the backup to go directly to tape.

In order to restore files from a cpio archive, we use the "-i" flags. Let's test restoring
our / dev/ nul | device back to whereit should be after we delete it:

debi an: ~# | s /dev/nul |
dev/ nul

debi an: ~# rm / dev/ nul |
debi an: ~# | s /dev/nul |

|s: /dev/null: No such file or directory
debi an: ~# cpio -i /dev/null < backup.cpio
414 Dbl ocks

debi an: ~# | s /dev/nul |

ai l
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dev/ nul

debi an: ~# cpio -i /dev/null < backup.cpio

cpi 0: /dev/null not created: newer or sane age version exists
414 bl ocks

debi an: ~# _

You'll notice that cpio won't let us overwrite an aready existing fileif it is newer or
the same age as the onein the archive.

The"-i" flags takes a pattern as a parameter; the pattern should match the file(s) that
you wish to have restored. In the example above, we only wanted the/ dev/ nul |
file restored

dump and restore

The dump and restore commands, which originated from 4.4BSD, will do adump
(backup) and restore of an ext2 filesystem, respectively. Dump understands the
concept of "dump levels’, as discussed previously. However, this mode only works
on complete filesystems.

Debian doesn't come with these commands by default, so you'll have to install the
dump package if you wish to use them;

debi an: ~# apt-get install dunp

SYNTAX: dunmp [-0 ... -9 ] [-u] -f <target> <filesystenpr

The numeric options specify the dump level, the "target” is the destination file or
device where you wish to send the backup to, and the "filesystem™ isthe one you
wish to back up. The "-u" options tells dump to record the date and time of the
dump, so that you can check later when the last backup was done. Y ou can use the
"-W" switch to check this later.

Todo afull (level 0) backup of our root ("/") partition onto tape (/ dev/ st 0), we
would issue a command similar to:

dunp -Qu -f /dev/stO /

And then to check and see when the last time a dump was done:
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Backups

dump -W

The package comes with alot of useful examples and documentation, which you
should definitely take alook through. Remember, you can ask dpkg to give you alist
of al the files associated with a specific package:

dpkg --listfiles dunp

The dd command can be useful for transferring backups to and from tape and other
media.

For example, to send a .tar.gz backup that we'd made earlier to atape drive, we
could issue acommand similar to:

dd i f=backup.tar.gz of =/dev/nrsa0

Open source backup solutions

If the thought of rolling your own backup system using a combination of tar, cpio,
shell scripting and cron jobs does not appeal, or if you require a more advanced or
robust system, there are some open source projects which you should investigate:

AMANDA -- http://www.amanda.org/

The " Automated Network Disk Archiver" was developed at the University of
Maryland, and is one of the most widely deployed free backup utilities.

AMANDA is composed of two parts; a backup client which runs on a machine that
has your tape storage system attached to it, and backup servers, which run on the
machines which you wish to have backed up.

The client then connects to the servers and reguests the data which is to be backed
up, and stores it on the tape drives attached to the backup machine.

Roll your own
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Most small installations, and even some of the larger ones, have their own home
grown collection of backup scripts to handle automating the task of making backups.

Well go through the steps briefly of what the script would need to do, and then give
an example of what the script might look like.

We want to backup the two partitions (/ and / hone) on our server. We have atape

drive in the machine, and a single tape can quite easily hold a full backup for the
entire system.

Performing a backup

Procedure4.1. Stepsto backup

1. rewind thetape

backup / partition using tar

set EOF marker

backup /home partition using tar

set EOF marker

©o g > w b

rewind and eject tape

Thus, the commands we would need to issue would be;

Procedure 4.2. Commandsto backup

1. mtrewind
tarcz/
mt eof

tar cz /home

o > WD

mt eof
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6. mt rewoffl

This could all be easily placed inside a shell script, like this one:

debi an: ~# cat backup. sh

#1 [/ bi n/ sh

echo &quot; Starti ng backup. .. &quot;
nm rew nd

tar cz /

nt eof

tar cz /hone

nt eof

nt rewoffl

echo &quot; Backup conpl et e! &quot ;

Y ou could easily schedule this script to be run automatically every evening, using
the cron command.

Now we need to verify the backup, so that we know that we can actually restore
fromit.

Verifying Backups

Procedure 4.3. Commandsto verify

1. mtrewind
2. tartz
3. mtfsf
4. tartz
5. mt rewoffl

Thiswill rewind the tape to the beginning, and then stream the first section of the
tape through tar, with the "t" (test) switch, which will verify that tar can read the
stream. Once that's done, then we use the mt command to position the tape at the
start of the next stream (which is our backup of the /nhome partition), and then we
perform another "test". Once we're done, we rewind and eject the tape, and can now




Restore from backup 117

store it away and be pretty sure that we can restore from it.

o Remember to label your tapes!

Restore from backup

OK, user "Joe" has managed to delete some critical files from his home directory,
and he wants them restored. We manage to get the latest tape backup from out of the
fire proof safe, and pop it into the tape drive.

Procedure 4.4. Commandstorestore

1. Now we need to rewind it: mt rewind

2. OK, now we know that the stuff we want is in the second stream (the/ hone
directory), so we can skip ahead to that part of the tape immediately: mt fsf

3.  Oncewe'rethere, we can then instruct tar to restore just a specific path of files:
tar xf home/joe/important.doc

4. Thiswill causetar to seek through the tape stream and only restore the
matching files. mt rewoffl

o Once we're finished - rewind the tape and gect it, and put it away safely.
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Chapter 5. User Information and
Administration

Introduction

Y ou'll remember from the Fundamentals course that the user information is stored in
the system/ et ¢/ passwd and/ et ¢/ shadowfiles, and that additionally, group
membership information is stored in the /etc/group file.

Whileit is possible to edit these files by hand, it is not recommended.

There exist several command line tools, which can be used to manage these files
instead:

useradd

SYNTAX:
useradd [swi tches] <username>

Thisisapowerful command, which lets you easily create new users on the system,
with arange of options.

The most common ones are;

Table5.1. useradd options

-C comment The new user's GECOS information,
normally just their full name.

-d homedir The user's home directory. Defaults to
"/home/${ username} "

-e expire date The date on which this account expires
(YYYY-MM-DD format).

-ginitial group Group name or number of the user's
primary group. Defaultsto "1".

-G grpl,grp2,... A list of additional groups, which the
user will be made a member of.

-m This option will cause the user's home
directory to be created if it does not
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aready exist. Any files and directories
which exist in /etc/skel will aso be
copied into the user's home directory.

The last parameter should be the desired login name for the user.
Y ou can consult man page for the other options, and for further details.

One additional switch worth mentioning is"-D", which controls the defaults for
useradd.

Specifying the "-D" switch on its own will simply display the default settings, while
specifying -D in conjunction with other switches will change the defaults to those
values.

debi an: ~# useradd -D
GROUP=100

| NACTI VE=- 1HOVE=/ hone
| NACTI VE=-1

EXPl RE=

SHELL=/ bi n/ bash
SKEL=/ et c/ skel

debi an: ~# useradd -D -s /bin/sh
debi an: ~# useradd -D
GROUP=100

HOVE=/ hone

| NACTI VE=-1

EXPl RE=

SHELL=/ bi n/ sh

SKEL=/ et c/ skel

Asyou can seg, this changes the default shell for created users from "bash" to "sh".

Let's change it back though, and create atest user:

debi an: ~# useradd -D -s /bin/bash

debi an: ~# useradd -c &quot; Joe Bl ogs&quot; -m j bl ogs
debi an: ~# finger jbl ogs

Logi n: j bl ogs Nanme: Joe Bl ogs
Di rectory: /home/j bl ogs Shel | : /bi n/ bash
Never | ogged i n.

No mai | .

No Pl an.

debi an: ~# |s -la /hone/j bl ogs

total 24

dr wxr - Xr - X 2 j bl ogs users 4096 Mar 12 05:58
dr wxr wsr - X 4 root st af f 4096 Mar 12 05:58 .

-FWr--T-- 1 j bl ogs users 266 Mar 12 05:58 .alias
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- rTWr--7-- 1 | bl ogs users 509 Mar 12 05:58 .bash_pfofile
-FWr--r-- 1 j bl ogs users 1093 Mar 12 05:58 . bashrc
-FWr--T-- 1 j bl ogs users 375 Mar 12 05:58 .cshrc

Y ou can see that the user's home directory has been populated with the files from
"letc/skel”. Default configuration files (such as. bashr c, . bash_profil e)
should be kept here, so that new users that you create will be given them
automatically. Remember, though, that you can set your system wide defaultsin the
[etc/profilefile

groupadd

SYNTAX:
gr oupadd <gr oupnane>

This command simply creates additional groups.

debi an: ~# groupadd testing
debi an: ~# tail -1 /etc/group
t esting: x: 1001:

groupmod

SYNTAX:
groupnmod -n <newnane> <ol dnane>

This command renames a group, from oldname to newname.

debi an: ~# tail -1 /etc/group

t esting: x: 1001:

debi an: ~# groupnod -n jblogs testing
debi an: ~# tail -1 /etc/group

| bl ogs: x: 1001:

groups
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SYNTAX:
groups [user nane]

This simple command displays what groups a user is a member of. It takes the
username of user as a parameter. If no username is given, it defaults to the current
user.

debi an: ~# groups

r oot

debi an: ~# groups | bl ogs
| bl ogs : users

usermod

SYNTAX:
usermod [fl ags] <usernanme>

This command alters account information for users, which already exist. It takes
most of the same switches as the useradd command.

So, if we wanted to make user "jblogs"'s primary group also be "jblogs" (the group
we renamed above), then we could do something like this:

debi an: ~# groups j bl ogs

| bl ogs : users

debi an: ~# usernond -g j bl ogs j bl ogs
debi an: ~# groups j bl ogs

| bl ogs : j bl ogs

The usermod command also allows the system administrator to disable and
re-enable accounts. It's usually a good idea to disable accounts which you know
aren't being used, or if you suspect malicious activity from that user.

Y ou can disable an account by using the "-L" (lock) switch:

debi an: ~# usernpd -L student
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Now when the user "student” attemptsto log in, they will be prevented from doing

SO.

Y ou can then re-enable the account, using the "-U" (unlock) switch:

debi an: ~# usernpd - U student

Thiswill alow "student" to log in again as normal, with the same password as his

account had previoudly.

userdel

SYNTAX:
userdel [-r] <usernane>

This command removes a user from the password database. If the "-r" flag is

specified, the users home directory and files are also removed.

debi an: ~# |s -la ~j bl ogs
total 24

debi an: ~# userdel -r jbl ogs
debi an: ~# |s -la ~j bl ogs
| s: ~jblogs: No such file or directory

dr wWxr - Xr - X 2 j bl ogs users 4096 Mar 12 05:58 .
dr wxr wsr - X 4 root staff 4096 Mar 12 07:57
-FWIr--1-- 1 j bl ogs users 266 Mar 12 05:58
-FWr--T1-- 1 j bl ogs users 509 Mar 12 05:58
-FWr--r-- 1 j bl ogs users 1093 Mar 12 05:58
-FWr--1-- 1 j bl ogs users 375 Mar 12 05:58

.alias
. bash_p
. bashrc
.cshrc

rofile

groupdel

SYNTAX
gr oupdel <gr oup>

This command removes a group from the group database.

adduser, addgroup, deluser and delgroup
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The adduser, addgroup, deluser and delgroup commands are more user- friendly
front-ends to the commands explained earlier. They will prompt you interactively
instead of requiring command line switches.

debi an: ~# adduser
Enter a usernane to add: jane
Addi ng user jane...
Addi ng new group jane (1001).
Addi ng new user jane (1001) with group jane.
Creating hone directory /hone/jane.
Copying files from/etc/ske
Ent er new UNI X passwor d:
Ret ype new UNI X passwor d:
passwd: password updated successful ly
Changi ng the user information for jane
Enter the new val ue, or press return for the default
Ful | Name []: Jane Doe
Room Nunber []:
Wor k Phone []:
Hone Phone []:
Qher []:
Is the information correct? [y/n] vy
debi an: ~# |s -la ~jane
total 24

dr wxr - Xr - X 2 jane j ane 4096 Mar 12 08:02 .
dr wxr wsr - X 4 root st af f 4096 Mar 12 08:02 ..
-FWr--r-- 1 jane j ane 266 Mar 12 08:02 .alias
-rTWr--r-- 1 jane | ane 509 Mar 12 08: 02 .bash_p
-TW-r--r-- 1 jane | ane 1093 Mar 12 08: 02 . bashrc
-FWr--r-- 1 jane | ane 375 Mar 12 08: 02 .cshrc

rofile

You'll notice that, by default, the adduser command creates a group with the same
name as the username, and makes this group the primary group for that user. Thisis
called auser private group (UPG).

chfn and chsh

While al the commands described above are only available to the root user, the chfn
and chsh commands are available to normal users too.

The chfn command allows the user to alter their GECOS information, while the chsh
command allows the user to alter their shell.

j ane@lebi an: ~$ chsh

Passwor d:

Changi ng the | ogin shell for jane

Enter the new val ue, or press return for the default
Logi n Shell [/bin/bash]: /bin/sh
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Debian and disk quotas:

Disk quotas are very useful in large multi-user environments where you have alarge
number of users with access to the filesystem, whether because they log into the
system or use their file space remotely, through either Samba or NFS.

Debian supports BSD-style disk quotas on the ext2 filesystem. This allows you to
limit the amount of disk space that your users consume.

You've aready learnt that an ext2 filesystem has two finite resources; blocks and
inodes. Y ou can limit the quantity of both of these that each user is allowed to use.

Y ou can specify a"hard limit", which is the user is not allowed to exceed - the will
receive an error message if they try.

Y ou can aso optionally specify a'soft limit", which the user _is_allowed to exceed,
but only for alimited amount of time. This amount of time is known as the "grace
period" and is usually aweek (7 days).

Additionally, you can impose quotas on individual users, aswell as groups.
For example:
Y ou have three users. Joe, bob and jane

Joe has his own project funding, which has covered half of the cost of the hard drive
for the system.

Bob and Jane work together, but for another project, which has paid for the other
half of the hard drive. We'll call their project "project-x".

Y ou can now fairly divide up the disk, giving half to Joe, and the other half to both
Bob and Jane, who will share that 50%.

Y ou can do this by allocating a user quotato user "Joe", and agroup quotato
"project-x".

If "Joe" exceeds his quota, he will have to clean up some of hisold files (or buy

more disk space). However, if "bob" or "jane" exceed their group quota, they will
have to decide amongst themselves how best to reduce their disk usage.

Initial setup

You'll need to install the quota package for Debian:

debi an: ~# apt-get install quota
Readi ng Package Lists... Done
Bui | di ng Dependency Tree... Done
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(Readi ng database ... 6077 files and directories currently insthlled.)
Unpacki ng quota (from quota_3.04-1 i 386. deb)
Setting up quota (3.04-1)

Y ou will be asked whether or not you wish to send e-mail out to users who have
exceeded their quota. The default is No. If your users are more likely to check their
e-mail in case of problems, then you can opt to specify "yes".

Y our kernel also needs to have quota support compiled in.
Now you need to tell the system which filesystems should be controlled by the quota

system. To do this, we need to edit the/ et ¢/ f st ab file and add the "usrquota’
and/or "grpguota’ options to the relevant lines.

Before:

debi an: ~# cat /etc/fstab

# [etc/fstab: static file systeminformation.

i

# <file systenr <nmpunt point> <type> <options> <dunp> <pass>
dev/ hdb2 / ext 2 errors=renount-ro 1
dev/ hdbl none swap SwW 0 0
pr oc / proc pr oc defaul ts 0 0
dev/ f dO /T oppy aut o user, noaut o 0 0
dev/ cdrom / cdrom i S09660 r o, user, noaut o 0 0
After:

/etc/fstab

debi an: ~# vi /etc/fstab

debi an: ~# cat /etc/fstab

# [etc/fstab: static file systeminfornmation.

i

# <file system> <nount point> <type> <options> <dunp> <pasp>

dev/ hdb2 / ext 2 error s=renount -r o, usrqupt a, gr pquot a
dev/ hdbl none swap SW

pr oc / proc proc defaul ts

dev/ f dO /T oppy aut o user, noaut o

dev/ cdr om / cdrom i S09660 ro, user, noaut o

Now you need to initialize the quotafiles. These files live in the root directory of the
filesystem which has quotas enabled, and are named quot a. user and
guot a. gr oup for user and group quota databases, respectively. These files
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contain both the user and group gquota information, as well as the filesystem usage
information.

To do this, you need to run the quotacheck command. However, because
guotacheck has to determine the disk usage by inspecting the file structure on the
disk, there can be no write activity on the disk at the time. Otherwise, this may
corrupt your quota database. For thisreason, it is suggested that quotacheck be run
in single-user mode:

debi an: ~# shut down now

[ ... ]

G ve root password for maintenance
(or type Control-D for normal startup):

Enter the root password, and then issue the follow command:

debi an: ~# quotacheck -F vfsold -c -a -v

guot acheck: Scanning /dev/hdb2 [/] done

guot acheck: Checked 791 directories and 15539 files
debi an: ~# _

The"-F vfsold" flag instructs the system to use the old VFS quota (version 1)
system. The newer (version 2) quota system doesn't work in the standard Debian
installation.

The"-c" flag specifies that the quota database files should be created, and the "-a"
flag specifies that the command should be run on all filesystems which have quotas
enabled. If you only wanted to perform the operation on a specific filesystem, you
could have used the following:

debi an: ~# quot acheck -F vfsold -c /hone

By default, quotacheck only performs this operation for "user" quotas. Y ou will
need to run the same command again, this time with the "-g" flag, if you also wishto
enable "group” quotas:

debi an: ~# quot acheck -F vfsold -c -a -g
debi an: ~# _
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Y ou should now have both the quota database files created and present in the root
directory of the filesystem for which you have quotas turned on:

debi an: ~# | s /*quot a*
guot a. group /quota. user

Once you're finished, you can type "exit" or press Ctrl-d to return to multi-user
mode.

repquota

Therepquota command is a utility for reporting quota summary information.

SYNTAX:
repquota [ -u| -g] [ -a| filesystem]

Aswith quotacheck, the repquota command only displays user quotas by default,
but you can specify that you wish to see group quotas by using the "-g" switch. You
a so need to specify the filesystem for which you wish to see areport, or you can
specify the"-a" switch to see areport for al the filesystems for which quotas are
enabled.

debi an: ~# repquota -a
*** Report for user quotas on device /dev/hdb2
Bl ock grace tinme: 7days; |node grace tine: 7days

Block limts File limts
User used sof t hard grace used soft hard| grace
r oot -- 80088 0 0 12025 0 0
daenon -- 8 0 0 3 0 0
man -- 172 0 0 17 0 0
| p -- 12 0 0 3 0 0
nei | -- 56 0 0 14 0 0
news -- 4 0 0 1 0 0
st udent -- 12 0 0 3 0 0

The "block limits" refer to the data blocks (the default is 1 block = 1k). The "file
limits" refer to the number of files, or inodes, that have been consumed. The "grace”
field corresponds to the number of grace days remaining before the user islocked
out of their account. The user has until that time to reduce their quotato below the
"soft" level.
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edquota

Y ou can use the edquota command to edit user and group quotas.

SYNTAX:

edquota [ -u | -g ] <usernane or groupnane>

For example, to edit the quota for "student”:

debi an: ~# edquot a st udent

The command will open up an instance of your preferred editor, with the following
information:

Di sk quotas for user student (uid 1000):
Fi | esystem bl ocks sof t
/ dev/ hdb2 12 0

har d i nodes sof
0

The"blocks" and "inodes' fields cannot be edited, they are there for information
purposes only. However, you can edit the soft and hard fields. The first pair refer to
blocks, and the second to inodes.

For our example, let's set the "student” quota so that the user has 8MB of disk space
available, and can use an extra 2MB temporarily if required.

Di sk quotas for user student (uid 1000):
Fi | esystem bl ocks sof t har d i nodes sof t
dev/ hdb2 12 8192 10240 3 0

Once you've made the changes, you can save and exit. The edquota utility will
complain if it doesn't like the values that you've given.

quota

Unlike repquota and edquota, which only the root user can make use of, the quota
command is available to all users, and it allows them to query their current quota
information.

har

hard
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SYNTAX
quota [ -q ] [ usernane ]

The root user may optionally specify the username of a user in order to check their
quota

debi an: ~# quot a st udent

Di sk quotas for user student (uid 1000):
Fi | esystem bl ocks quot a limt grace files quot a
/ dev/ hdb2 12 8192 10240 3 0

If you log in asthe "student” account, you should be able to use quota to check your
disk usage:

st udent @ebi an: ~$ quot a

Di sk quotas for user student (uid 1000):
Fi |l esystem bl ocks quota limt grace files quot a
/ dev/ hdb2 12 8192 10240 3 0

The optiona "-q" switch tells quota not to output anything unless the user has
exceeded their quota limits:

st udent @ebi an: ~$ quota -q
st udent @lebi an: ~$

o Thisisauseful command to place in the system wide /etc/profilefile.
That way, whenever auser logsin, they will be presented with a
summary of the disk usage information, but only if they are over quota.

Let'stest and see if our quota system works. We'll use the dd command to create a
9MB file as the "student" user:

st udent @ebi an: ~$ dd i f=/dev/zero of =9nb-fil e bs=1024 count =921p
st udent @lebi an: ~$ du 9nb-file
9232 9nb-file
st udent @lebi an: ~$ quot a
Di sk quotas for user student (uid 1000):
Fi | esystem bl ocks quot a limt grace files quot a

/ dev/ hdb2 9248* 8192 10240 6days 5 0

limt
0

limt
0

limt
0

gr ac

grac

gr ac
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You'll notice now that there is an asterisk ("*") next to the number of blocks that
we've used, and that thereisa"6day"” value underneath the account's "grace period”.
This shows us that we've exceeded our soft quota, and have 6 days in which to
reduce the amount of space that we're using.

If we were to attempt to create another file dlightly larger than IMB, and thus exceed
our hard limit, we would receive an "out of disk space” error message.




132 This page intentionally left blank




Chapter 6. Process Accounting
Introduction

Over 10 years ago, it cost alot to keep computing facilities running, with masses
amounts of money being required to keep a CPU going for only afew hundred
cycles. For thisreason, it was important to keep track of who was using the CPU,
and how much they were using it.

Universities and companies used to keep track of thisinformation, and then bill their
students or customers accordingly.

Although it costs far less to use CPU time now on most standard PC systems, you

may still sometimes want to have this functionality; perhapsif you have alarge
rendering cluster than you're renting out to CG companies.

Installing the accounting package

In order for Debian to support process accounting, you need to install the "acct"
Debian package

debi an: ~# apt-get install act
Readi ng Package Lists... Done
(Readi ng database ... 6023 files and directories currently instpalled.)
Unpacki ng acct (from acct 6. 3.5-32 i 386.deb) ...
Setting up acct (6.3.5-32) ...

Starting process accounting:

Thiswill start up the system accounting process, and beginning logging all system
activity to the following file:

[ var/ account/ pacct

When you install the Debian package, it will also add entries to the system cron
folders(/ et c/ cron. dai |l y and/ et ¢/ cron. nont hl y) in order to keep track
of these files, and make sure that they don't grow too large.

Y ou will now be able to use the following commands to query the accounting
database:

acC
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This commands prints out statistics about users connection time, in hours. Thisis
the amount of time that the user has been connected to the system, either remotely
via SSH or a serial terminal, or while on the console.

debi an: ~# ac
t ot al 10. 44
debi an: ~# _

In the screenshot above, we can see that the root user has been logged in for over 10
hours so far this month.

lastcomm

The lastcomm command displays information about the previously executed
commands. The most recent entries are given at the top of thelist. Also displayed is
the total amount of CPU time that each process used.

debi an: ~# | ast comm

| ast conm r oot stderr 0.02 secs Mon Mar 1 02: 36

I s r oot stderr 0.01 secs Mon Mar 1 O
s r oot stderr 0.00 secs Mon Mar 1 O
I's r oot stderr 0.01 secs Mon Mar 1 0
I s r oot stderr 0.01 secs Mon Mar 1 O
s r oot stderr 0.01 secs Mon Mar 1 O
sa r oot stderr 0.00 secs Mon Mar 1 02
sa r oot stderr 0.01 secs Mon Mar 1 02
sa r oot stderr 0.00 secs Mon Mar 1 02
acct r oot stderr 0.03 secs Mon Mar 1 02

acct on S r oot stderr 0.00 secs Mon Mar 1 02: 33

34
34
34
34
34
34
34
33
B3

NOTOTOTOTO

Here we can see that the root user executed the sa command three times, and the Is
command 5 times, followed finally by the lastcomm command which is displaying
the current listing.

You'll notice that there's afield after the command, but before the username, which
can contain the following symbols:

* S-command executed by super-user

* F- command executed after afork but without afollowing exec

e D - command terminated with the generation of a corefile

e X - command was terminated with the signal SIGTERM




last
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The sa command displays a summary of the accounting database to date. A sample
output may appear as follows:

debi an: ~# sa
195 2083. 07re 0. 03cp Oavi o 418k
29 512.10re 0. 0lcp Oavi o 507k sh
7 184. 77re 0. Olcp Oavi o 401k | pss
4 0. 63re 0. 0lcp Oavi o 619k tfoff
6 0. 33re 0. 00cp Oavi o 462k dpkg
14 528. 33re 0. 00cp Oavi o 400k ppger
8 17.97re 0. 00cp Oavi o 372k | Ast comm
12 0. 18re 0. 00cp Oavi o 373k | 5
25 151. 47re 0. 00cp Oavi o 402k geip
14 529. 15re 0. 00cp Oavi o 420k nan
4 29.98re 0. 00cp Oavi o 465k gfotty
8 67.00re 0. 00cp Oavi o 448k *F*ot her*
12 0.12re 0. 00cp Oavi o 336k af
12 0.07re 0. 00cp Oavi o 312k ekpr
4 30. 22re 0. 00cp Oavi o 508k nf of f
4 0. 15re 0. 00cp Oavi o 542k  dpclient-s
4 0. 25re 0. 00cp Oavi o 445k tp
5 0. 03re 0. 00cp Oavi o 317k sh
4 0.07re 0. 00cp Oavi o 317k zgoel i m
4 30.02re 0. 00cp Oavi o 441k gf of f
4 0. 03re 0. 00cp Oavi o 314k | pcal e
4 0. 10re 0. 00cp Oavi o 508k nfof f*
4 0. 00re 0. 00cp Oavi o 310k uphame
3 0. 10re 0. 00cp Oavi o 508k sp*

Thefirst field contains the total number of times that the specific command has been
executed on the system. The "re" field shows the amount of "real time" that the
command consumed, cumulatively, and in seconds. The "cp" column shows the
number of seconds actually spent on the CPU. The "avio" column isthe average
number of 1/O operations per execution. Finally, the "k" field shows the average
amount of CPU core usage, in 1k units. Finally, the last column shows the command
itself. The asterisk (*) denotes that the command fork()ed, but didn't call exec().

SYNTAX:
last [ -count] [ usernane | [ -f file ]

Although the last command is not part of the "acct" package, it is still worth
mentioning here.
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[[ exercise: determine which package the last command is part of ]]

The last command displays the login and logout times for al users who've
connected to the system. Thisdatais stored inthe/ var /| og/ wt np file.

The"-count" switch limits the number of entriesto display. The "username”
parameter specifies a particular user whose records should be examined; the default
isto display the records for al users.

The "-f file" switch allows you to specify a different file to extract thisinformation
from, instead of the default / var /| og/ wt np file.

The wtmp file also logs reboot and shutdown commands. Y ou can use the word
"reboot" instead of a username to just display these entries.

In addition to the wtmp file, you can also configure your system to use abtmp file.
Thisfile maintains arecord of al the failed login attempts.

Y ou can use the lastb command to view thisfile. The lastb command is the same as
last, except it has the default fileto display as/ var / | og/ bt np instead of wtmp.

Y ou will need to create the file initialy for the system to start using it. Y ou can do
this with the touch command:

debi an: ~# | astb

| astb: /var/log/btnp: No such file or directory

Perhaps this file was renpbved by the operator to prevent | oggin
debi an: ~# touch /var/| og/ bt np

debi an: ~# | astb

bt np begi ns Sat Mar 27 05:46: 05 2004

j | astb info.




Chapter 7. Managing Processes
Introduction

What is a process?

Aswe've mentioned previously, the Linux kernel enables us to have a multi-tasking
operating system. This means that more than task can be running at the same time;
while they are running, each of these tasks, or programs, are referred to as a process.

Each process has a unique number assigned to it; this number is known as the
process ID, or PID. Each process also has a user (uid) and group (gid) assigned to it,
much like files on the filesystem.

The process table and the nice
command

The kernel maintains alist of all the current processesin a"process table"; you can
use the ps command to view the contents of this table.

Each process can also be assigned a priority, or "niceness' level; avalue which
ranges from -20 to 19. A priority of "-20" means that the process will be given
access to the CPU more often, whereas a priority of "19" means that the process will
only be given CPU time when the system isidle.

Y ou can use the nice and r enice commands to specify and alter these values for
specific processes.

Process creation

From your shell prompt (bash), you will usually instruct the system to run an
application for you; for example, "vi". Thiswill then cause your "bash" processto
"fork" off anew process. Theinitial processisreferred to asthe "parent process’,
and the process which it forked as the "child process'.

The process table contains the parent PID (PPID), and uses thisto track which
processes spawned which other ones.

System Processes

Asweéll asthe standard user processes that you would expect to find running, such as
your shell and perhaps your editor, there are al'so several system processes that you
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would expect to find running. Examples of these include the cron daemon (crond),
which handles job scheduling, and the system log daemon (syslogd), which handles
the logging of system messages.

Scheduling Command execution with batch
(cron) jobs

at

atq

There are two methods of scheduling jobs on a Unix system. Oneiscalled at, which
is used for once-off batch jobs. The other is called cron, which is used for regularly
run tasks.

The at jobs are serviced by the "at daemon (atd)".

SYNTAX:
at [-f script] TIME

This command is used to schedule batch jobs.

Y ou can either give it ascript to run with the "-f" parameter, or you can specify it
after you've typed the command.

The"TIME" parameter can be in the form of HH:MM, or "now + n minutes'. There
are several other complicated methods of specifying the time, which you should look
up in the man page for at(1).

debi an: ~# at now + 5 m nutes

war ni ng: conmands wil | be executed using /bin/sh
at > echo hel | o!

at > <EOT>

j ob 1 at 2004-03-12 13: 27

We have now scheduled ajaob to run in 5 minutes time; that job will simply display
(echo) the string "hello!" to stdout.

Totell at that you're finished typing commands to be executed, press Ctrl-d, that
will display the <EOT> marker that you can see above.
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SYNTAX
at g

This command displays the current batch jobs that are queued:

debi an: ~# atq
1 2004- 03-12 13:27 a root
debi an: ~#

Thisisthe job that we queued earlier.

The first number isthe "job id", followed by the date and time that the job will be
executed, followed by the user who the job belongs to.

SYNTAX
atrm <j ob id>

This command simply removes jobs from the queue.

debi an: ~# atrm 1
debi an: ~# atq
debi an: ~#

We've now removed our scheduled job from the queue, so it won't run.

Let's add another one, and see what happens when it is executed:

debi an: ~# at now + 1 mnute
war ni ng: conmmands wi ||l be executed using /bin/sh
at > touch /tnp/at.job.finished
at > <EOT>

j ob 3 at 2004-03-12 13: 27

debi an: ~# atq

3 2004- 03-12 13:27 a root
debi an: ~# date

Fri Mar 12 13:26:57 SAST 2004
debi an: ~# date

Fri Mar 12 13:27:04 SAST 2004

debi an: ~# atq
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debiran: ~# I's -1 /tnp/at.)ob.fiInished
-FWr--r-- 1 root r oot 0 Mar 12 13:27 /tnp/at
Asyou can see, we scheduled ajob to execute one minute from now, and then
waited for aminute to pass. Y ou'll notice how it was removed from the queue once it
was executed.

cron
The cron jobs are serviced by the "cron daemon (crond)".

crontab
SYNTAX
crontab [ -u user 1 { -l | -r | -e}
crontab [ -u user | filenane

Y ou can use the crontab command to edit, display and delete existing cron tables.

The"-u" switch lets the root user specify another user's crontab to perform the
operation on.

Table 7.1. crontab options

| lists current crontab

r removes current crontab

e edits current crontab

If afilenameis specified instead, that file is made the new crontab.

The syntax for a crontab is as follows:

# m nute hour day nonth weekday comand
Exanpl e:

H m nute hour

day nonth weekday comand
0 1 * *

* backup. sh

j ob. finished
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This cron job will execute the backup. sh script, at 01:00 every day of the year.

A more complicated example:

# mnute hour day nonth weekday command
5 2 * * 5 backup-fri.sh

This cron job will executethebackup- f ri . sh script, at 02:05 every Friday.

Weekdays are as follows:

01 - Monday
02 - Tuesday
et c.

07 - Sunday

Thereisalso a"system crontab”, which differs dightly from the user
crontabs explained above. Y ou can find the system crontab in afile
caled/ et c/ cront ab.

Y ou can edit thisfile with vi, you must not use the crontab command to edit it.

You'll also notice that thisfile has an additional field, which specifies the username
under which the job should run.

debi an: ~# cat /etc/crontab

# [etc/crontab: system w de crontab

# Unli ke any other crontab you don't have to run the "crontab&a
# command to install the new version when you edit this file.

# This file al so has a usernane field, that none of the other c

SHELL=/ bi n/ sh
PATH=/ usr /| ocal / sbi n: /usr/| ocal / bi n:/sbin:/bin:/usr/sbin:/usr/b

# m h dom non dow user command

25 6 * ok ok r oot test -e /usr/sbin/anacron |
run-parts --report /etc/cron.daily
47 6 * k7 r oot test -e /usr/sbin/anacron |
run-parts --report /etc/cron.weekly
52 6 1* = r oot test -e /usr/sbin/anacron |

run-parts --report /etc/cron.nmonthly
i

POS;

ont abs d
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Some of the daily system-wide jobs that run are:

1. logrotate - this checks to see that thefilesin/ var / | og don't grow too large.

2. find - this builds the locate database, used by the ?locate? command.

3. man-db - this builds the "whatis" database, used by the whatis command.

4. standard - this makes a backup of critical system filesfrom the/ et ¢ directory,
namely, your passwd,shadow and group files - that backups are given a .bak
extension.

Monitoring system resources

The follow commands are vital for monitoring system resources:

ps and kill

The ps command displays the process table.

SYNTAX
ps [ auxwwwj

select all with a tty except session |eaders

th each proces:
gr ound processe:

u -- select by effective user ID - shows usernane associ ated W
X -- select processes without controlling ttys (daenbn or back
w -- wide format
debi an: ~# ps

PID TTY TI ME CVD

1013 pts/0 00: 00: 00 bash
1218 pts/0 00: 00: 00 ps

USER
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot

debi an: ~# ps auxwww

COMVAND

nit

kf 1 ushd]
kupdat e]
kswapd]
kevent d]

sbi n/ sysl ogd
sbi n/ kl ogd

PID %PU UEM VSZ RSS TTY STAT STA TI ME
1 0.4 0.1 1276 496 ? S 13: 46 0: 05
2 0.0 0.0 0 0 ? SW 13: 46 0: 00
3 0.0 0.0 0 0 ? SW  13: 46 0: 00
4 0.0 0.0 0 0 7 SW 13:46 0: 00
5 0.0 0.0 0 0 ? SW 13: 46 0: 00
140 0.0 0.2 1344 596 ? S 13: 46 0: 00
143 0.0 0.3 1652 836 ? S 13: 46 0: 00
151 0.0 0.1 1292 508 ? S 13: 46 0: 00

usr/sbin/inetd
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daenon 180 0.0 0.2 1388 584 ? S 13:46  0: 00
r oot 183 0.0 0.2 1652 684 2 S 13:46  0: 00
r oot 682 0.0 0.4 2208 1256 ttyl S 13:48 0:00
r oot 1007 0.0 0.4 2784 1208 ? S 13:51  0:00
r oot 1011 0.0 0.6 5720 1780 ? S 13:52  0: 00
r oot 1013 0.0 0.4 2208 1236 pts/O0 S 13:52  0:00
r oot 1220 0.0 0.4 2944 1096 pts/O0 R 14: 06 0:

The USER column is the user to whom that particular process belongs; the PID is
that processes unique Process ID. Y ou can use this PID to send signals to a process
using the kill command.

For example, you can signal the "sshd" process (PID = 1007) to quit, by sending it
the terminate (TERM) signal:

usr/ shi n
usr/ sbi n
bash
usr/ shi n
usr/ sbi n
bash

00 ps auxwww

debi an: ~# ps auxwww | grep 1007
r oot 1007 0.0 0.4 2784 1208 ? S 13: 51 0: 00 [ usr/sbi n
debi an: ~# kill -SI GTERM 1007
debi an: ~# ps auxwww | grep 1007
The"TERM" signal is the default that the kill command sends, so you can leave the
signal parameter out usually.
If aprocess refuses to exit gracefully when you send it aKILL signa; e.g. "kill
-SIGKILL <pid>".
Thetop command will display arunning process table of the top CPU processes:
14:15: 34 up 29 min, 2 users, |oad average: 0.00, 0.00, 0.00
20 processes: 19 sleeping, 1 running, 0O zonbie, O stopped
CPU st at es: 1. 4% user, 0. 9% syst em 0.0%nice, 97.7%idlg
Mem 257664K total , 45104K used, 212560K free, 13748K buffers
Swap: 64224K total , OK used, 64224K free, 21336K cached
Pl D USER PRI NI SIZE RSS SHARE STAT %CPU %9EM Tl ME COMVAND
1 root 0 0 496 496 428 S 0.0 0.1 0:05 ipit
2 root 0 0 0 0 0 SW 0.0 0.0 0: 00 kfl ushd
3 root 0 0 0 0 0 sSwW 0.0 0.0 0: 00 kppdate
4 root 0 0 0 0 0 sSwW 0.0 0.0 0: 00 kpwapd

[ ... ]

nice and renice
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SYNTAX:
ni ce -<ni ceness> <commuand>

Example:

To run the sleep command with a niceness of "-10":

debi an: ~# nice --10 sleep 50

If you then run the top command in a different terminal, you should see that the
sdeep's NI column has been altered:

Pl D USER PRI NI SIZE RSS SHARE STAT %PU %EM Tl ME COMVAND
2708 root -9 -10 508 508 428 S< 0.0 0.1 0: 00 s|eep

Y ou can use the renice command to ater the niceness level of an already running
process.

SYNTAX:
reni ce <ni ceness> [ -p <pid>] [ -u <user> ]

The"-p pid" parameter specifies the PID of a specific process, and the "-u user"
parameter specifies a specific user, al of whose currently running processes will
have their niceness value changed.

Example:

To renice all of user "student™'s processes to avalue of "-10":

debi an: ~# renice -10 -u student

vmstat

The vmstat command gives you statistics on the virtual memory system.
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SYNTAX
vinst at [delay [count]]

debi an: ~# vnstat 1 5

pr ocs menory swap i 0 syt em
r b w swd free buff cache si so bi bo in csS us
0 0 O 0 212636 13748 21348 0 0 4 4 156 18 1
0O 0 O 0 212636 13748 21348 0 0 0 0 104 12 0
0 0 O 0 212636 13748 21348 0 0 0 0 104 8 0
0 0 O 0 212636 13748 21348 0 0 0 0 104 10 0
0O 0 O 0 212636 13748 21348 0 0 0 0 104 8 0
debi an: ~#
Field descriptions:
Table7.2. procs
r processes waiting for run time
b processes in uninterpretable sleep
w processes swapped out but otherwise
runnable
Table7.3. memory
swpd virtual memory used (Kb)
free idle memory (Kb)
buff memory used as buffers (Kb)

Table 7.4. swap
s memory swapped in from disk (kB/s)
S0 memory swapped out to disk (kB/s)

Table7.5.i0
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bi

blocks sent to a block device (blocks/s)

bo

blocks received from a block device
(blocks/s)

Table 7.6. system

in interrupts per second (including the
clock)

cs context switches per second

Table7.7. cpu

us user time as a percentage of total CPU
time

sy system time as a percentage of total CPU
time

id idle time as a percentage of total CPU
time

system monitoring tools:

It is often useful to be able to keep a historical record of system activity and resource
usage. Thisis useful to spot possible problems before they occur (such as running
out of disk space), aswell asfor future capacity planning.

Usually, these tools are built by using system commands (such as vmstat, ps and
df), coupled together with rrdtool or mrtg, which store the data and generate graphs.

rrdtool: http://people.ee.ethz.ch/~oetiker/webtool Srrdtool/

mrtg: http://people.ee.ethz.ch/~oetiker/webtool smrtg/

Some of the more complex monitoring systems that have been built using these tools

include the following:

Cacti: http://www.raxnet.net/products/cacti/

Zabbix:http://www.zabbix.com/

All of the above tools are open source and free to use.



http://people.ee.ethz.ch/~oetiker/webtools/rrdtool/
http://people.ee.ethz.ch/~oetiker/webtools/mrtg/
http://www.raxnet.net/products/cacti/
http://www.zabbix.com/
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ulimit;

Y ou may use the bash shell built-in command "ulimit" to limit the system resources
that your processes are alowed to consume.

Thefollowing is an excerpt from the bash man page:

SYNTAX:
ulimt [-SHacdfl mpstuv [linit]]

Pr ovi des control over the resources available to the shell and fo
processes started by it, on systens that allow such control

The -H and -S options specify that the hard or soft limt is sef for
t he given resource. A hard limt cannot be increased once it ifk set;
a soft limt may be increased up to the value of the hard limt | f
neither -H nor -S is specified, both the soft and hard linits afe set.

The value of linmt can be a nunber in the unit specified for thge
resource or one of the special values hard, soft, or unlinited,|which
stand for the current hard limt, the current soft l[imt, and np
limt, respectively. |If limt is omitted, the current value of|the

soft limt of the resource is printed, unless the -H option is fgiven
\When nore than one resource is specified, the limt name and un|t are
printed before the val ue.

Ot her options are interpreted as foll ows:

-a Al current linmts are reported
-C The maxi mum si ze of core files created
-d The maxi mum si ze of a process's data segnent
-f The maxi num size of files created by the shel
- The maxi mum si ze that may be | ocked into nmenory
-m The maxi num resi dent set size
-n The maxi num nunber of open file descriptors
(nmost systenms do not allow this value to be set)
-p The pipe size in 512-byte bl ocks (this may not be set)
-S The maxi num stack size
-t The maxi mum amount of cpu tinme in seconds
-u The maxi mum nunber of processes available to a single pser
-V The maxi mum amount of virtual nmenory available to the fhel

If limt is given, it is the new value of the specified resourcg (the
-a option is display only). |If no option is given, then -f
i s assunmed. Values are in 1024-byte increnments, except for -t,|which
is in seconds, -p, which is in units of 512-byte bl ocks, and -n|and
-u, which are unscal ed values. The return status is 0 unless a
i nvalid option or argunent is supplied, or an error occurs whi
setting a new limt.

=

11°

On a Debian system, the default ulimit settings should appear as follows:
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debian: ~# ulimt -a

core file size (bl ocks, -c) O

dat a seg si ze (kbytes, -d) unlimted
file size (bl ocks, -f) unlimted
max | ocked nenory (kbytes, -1) unlinmted
max nenory size (kbytes, -m unlinmted
open files (-n) 1024

pi pe size (512 bytes, -p) 8

st ack size (kbytes, -s) 8192

cpu time (seconds, -t) unlimted
Max user processes (-u) 256

vi rtual menory (kbytes, -v) unlinmted

The common use of this command is to prevent long running processes, such asweb
servers (e.g., Apache) and CGI scripts from leaking memory and consuming all
available system resources. Using the ulimit command to reduce the locked memory
and memory size options before starting up your web server would mitigate this
problem.

Another common use is on shell servers where users may not "tidy up" after
themselves; you can then set the cpu time limit in /etc/profile, thus having the system
automatically terminate long running processes.

Another example specifically relates to corefiles. You'll notice that the default core
file sizeisset to 0. This means that when an application crashes (caled a
"segmentation fault"), it does not leave behind a core file (afile containing the
memory contents of the application at the time that it crashed). This core file can
prove invaluable for debugging, but can obviously be quite large as it will be the
same size as the amount of memory the application was consuming at the time!
Hence the default 0" value.

However, to enable core dumps, you can specify the"-¢" switch:

debi an: ~# ulimt -c
0
debi an: ~# ulimt -c 1024
debi an: ~# ulimt -c

1024

Any further applications launched from this shell, which crash, will now generate
core dump files up to 1024 blocksin size.

The core files are normally named "core" or sometimes pr ocessnane. cor e, and
will be written to the current working directory of the specific application that
crashed.
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Working with log files

On aLinux system, you should find al the system log filesareinthe/ var/ | og
directory.

Thefirst place you should look if you were experiencing problems with arunning
system is the system "messages” logfile.

Y ou can use the tail command to see the last few entries:

$ tail /var/log/ messages

It's sometimes useful to keep the log scrolling in awindow as entries are added, and
you can use tail's -f (follow) flag to achieve this:

$ tail -f /var/log/ messages

Other files of interest in /var/log:

1. aut h. | og -- log messages relating to system authentication

daenon. | og -- log message relating to running daemons on the system
debug -- debug level messages

sysl og -- system level log messages

o w DN

kern. | og -- kernel messages

The process which writes to these logfilesis called "syslogd”, and its behavior is
configured by / et ¢/ sysl og. conf.

Each log message has afacility (kern, mail, news, daemon) and a severity (debug,
info, warn, err, crit). The syslog.conf file uses these to determine where to send the

messages.

As machines continue to run over time, these files can obviously become quite large.
Rather than the system administrator having to manually trim them, thereis a utility
called "logrotate”.

This utility can be configured to rotate (backup and compress) old log files and make
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way for new ones. It can also be configured to only store a certain amount of log
files, making sure that you keep your disk space free.

The files which controls this behavior is/ et c/ | ogr ot at e. conf . Seethe
logrotate(8) man page for details on the syntax of thisfile.




Chapter 8. Hardware Installation
Adding a new drive to a Linux system:

While the installation process takes you through all the steps necessary in order to
prepare adriveto install your system onto, you may find that you wish to add an
additional drive at alater stage.

We will cover the steps you need to follow in order to achieve this:

Does the kernel detect the drive?

Onceyou'veinstaled the physical drive mediain your machine, and booted up into
Linux, you will need to check and seeif the system has detected your drive.

Y ou should consult the output of the dmesg command to verify this:

debi an: ~# dnesg

[ ... ]

hda: ST360014A, ATA DI SK drive

hdb: WDC WD100EB- 00BHFO, ATA DI SK dri ve
hdc: 24X10, ATAPI CDROM dri ve

[ ...

Partiti on check:

hda: hdal hda2! < hda5 hda6é hda7 >
hdb: hdbl hdb2

[ ... ]

debi an: ~# _

Here, we can see that there are two drives in the system (hda and hdb), and that the
first drive has a primary partition (hdal) and an extended partition (hda2), which is
further split up into 3 logical partitions (hdab, hdabé and hdar).

The second drive (hdb) only has two primary partitions (hdbl and hdb2).

Partition the new drive

Y ou must then use the cfdisk command to partition the new drive.

Y ou will need to run the command with the device name of the new drive as a
parameter.

Example, to modify the partition table on the second hard disk:
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debi an: ~# cfdi sk /dev/ hdb

Partition the disk to your liking, as discussed in the original installation section.

Build Linux filesystem on any relevant

partitions

If you created any Linux partitionsin the previous step, you will now need to create
afilesystem on them. Y ou will use the mksf command to achieve this. Again, you
specify the device that you wish to create the filesystem on as a parameter.

If we wanted to create a Linux filesystem on the second partition of the second

drive, we would use the following command:

debi an: ~# nkfs /dev/hdb2

Decide on a mountpoint and create it

Now you'll need to decide where you want to mount the new filesystem, and create
the mountpoint. Thisis very simply, as amountpoint is simply an empty directory.

For our example, we'll decide that we want to mount the new filesystem under

/ dat a:

debi an: ~# nkdir /data

Add the new filesystem to /et c/fstab

The last step will beto add the newly created filesystem to your fstab file, so that the

filesystem will be mounted at boot time.
fstab before:

debi an: ~# cat /etc/fstab

# /etc/fstab: static file systeminfornation.
i
# <file systenr <nount point> <type> <options>

dunp>

dev/ hda2 / ext 2 errors=renount-ro

<pass>
1
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dev/ hdal none swap SW 0

proc / proc proc defaults 0
dev/ f dO /T oppy aut o user, noaut o 0
dev/ cdrom / cdrom i S09660 r o, user, noaut o 0

fstab after:

debi an: ~# cat /etc/fstab

# [etc/fstab: static file system i nformation.

#

# <file systenr <nmount point> <type> <options> <gunp>
dev/ hda2 / ext 2 errors=renount-ro 0
dev/ hdal none swap SW 0

pr oc / proc pr oc defaul ts 0
dev/ f dO /1 oppy aut o user, noaut o 0
dev/ cdrom / cdrom i S09660 ro, user, noaut o 0
dev/ hdb2 / dat a ext 2 defaul ts 0

The line that we added specifies that /dev/hdb2 should be mounted on the /data
mountpoint, is of aext2 type filesystem.

Now you can issue the mount command to mount this filesystem now:

debi an: ~# nount /dat a

Print configuration

Printing on Debian can be handled by one of several pieces of software; the original
BSD lpr (line printer) system, arewrite of this system, called IprNG, and also by

CUPS (Common Unix Print System).

BSD Print Spooler (Ipr)

In order to use the BSD Print Spooler, you will first need to install it as follows:

debi an: ~# apt-get install |pr
Readi ng Package Lists... Done
Bui | di ng Dependency Tree... Done
The foll owi ng NEW packages will be install ed:
| pr
0 packages upgraded, 1 newy installed, O to remobve and O
upgr aded.

not

[eo)olole)

P

RPOOOORr A
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U

Need to get OB/ 93.1kB of archives. After unpacking 237Kb w [ be used
Sel ecti ng previously desel ected package | pr.
(Readi ng database ... 6049 files and directories currently insthlled.)
Unpacking | pr (from.../|pr_2000.05.07-4.2_i 386. deb)
Setting up | pr (2000.05.07-4.2)

Starting printer spooler: |pd.

debi an: ~# _

letc/printcap

Onceinstalled, you will need to modify the /etc/printcap file to suit your tastes:

debi an: ~# cat /etc/printcap

# /etc/printcap: printer capability database. See printcap(5).
# You can use the filter entries df, tf, cf, of etc. for

# your own filters. See /etc/filter.ps, /etc/filter.pcl and

# the printcap(5) manual page for further details.

| p| Generic dot-matrix printer entry:\
: | p=/dev/| p0:\
: sd=/var/spool /| pd/ | p: \
:af=/var/l og/l p-acct:\
1 f=/var/log/lp-errs:\
. pl #66:\
: pw#80: \
: pc#150: \
D mx#0: \
: sh:

# rl p| Renote printer entry:\

7 lp=:\

i . r mer enot ehost : \

i :rp=renoteprinter:\

7 :sd=/var/spool /| pd/ renot e: \
# : x#0: \
i : sh:

The default installation has alocal printer, attached to your first parallel port
(/dev/Ip0).

Explanation of the legend used

The legend for the two-character entries in the /etc/printcap file are as follows:

|Name | Type | Default Description
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Ip str /dev/lp local printer device,
or port@host for
remote

sd str Ivar/spool/lpd spool directory

af str NULL name of accounting
file

If str /dev/console error logging file
name

pl num 66 page length (in
lines)

pw num 132 page width (in
characters)

pc num 200 price per foot or
page in hundredths
of cents

mx num 1000 max filesize (in
BUFSIZ blocks);
O=unlimited

sh bool false suppress printing of
burst page header

There are several more obscure options which are also available, and you can find
them in the printcap(5) man page.

Explaining

the Generic entry

The default entry isfor aprinter called "Ip", and which can also be referred to as
Generic dot-matrix printer entry.

An extract:

| p| Gener

;1 p=/dev/I p0:\

: sd=/var/ spool /| pd/ | p: \
:af=/var/l og/l p-acct:\
Il f=/var/log/lp-errs:\
: pl #66:\

D pw#80: \

i pc#150:\

D mx#0: \

: sh:

c dot-matrix printer entry:\
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Y ou can use the pipe ("[") symbol to separate as many different names for the same
printer as you want.

The print jobs themselves are spooled into a directory called
[ var/ spool /| pd/ | p, and are then shipped off to the "/dev/Ip0" device.

Y ou can use the following commands to operate the print spooler:

SYNTAX:
| pr [ -P printername ] <fil enanme>

The lpr command is used to submit jobs to the printer. Y ou can optionally specify
the printer to use by way of the"-P" switch. Otherwise, you will print to the default
printer, Ip.

Sending the contents of t est . t xt to the printer:

debi an: ~# | pr test.txt

debi an: ~# _
SYNTAX
Il pg [ -P printernane ]

The"lpg" command queries what's inside the printers queue.

debi an: ~# | pqg

Ip is ready and printing

Rank Oaner Job Files To
acti ve root 1 test.txt 9

al Size
byt es

Again, you can optionally specify the printer queue to query using the "-P" switch
otherwise it defaults to the Ip printer.

Here we can see that our previously submitted job is currently being processed.
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System

lprm

Onceit has finished printing, it will disappear from the queue.

SYNTAX:
| prm [ -P printernane] jobnunber

The Iprm command can be used to remove jobs from the queue. Thisis useful if
there's been a paper jam, or if you suddenly realize you've sent your job to the wrong
printer, or smilar.

Y ou can find out your print job'sid number but inspecting the output of "Ipq", aswe
did above.

debi an: ~# | pq

Ip is ready and printing

Rank Onner Job Files To
active root 1 test.txt 9
debi an: ~# | prm 1

df AOOldebi an dequeued

cf AOOldebi an dequeued

debi an: ~# | pq

no entries

al Size
byt es

CUPS - Common Unix Printing System

For more information, visit this [http://www.cups.org/] page

The Common Unix Printing System, CUPS, aimsto provide a portable printing
solution for Unix based systems, based on the Internet Printing Protocol (1PP).
CUPS provides System V and Berkeley command-line user interfaces, as well as
command line and web-based configuration interface.

CUPS alows for easy integration of printing resources for both open source and
proprietary operating systems in a homogeneous network.

The CUPS server (cupsd) should be run on the machine which is physically
connected to your printing devices (in the case of aparallel, serial or USB printer),
and should be the machine where you wish to spool jobs while they wait to be
printed.

The CUPS client tools should, obviously, be installed on any Debian machines from
which you wish to print to the remote printer(s).



http://www.cups.org/
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installation

Debian already has CUPS packages available, so you can simply use apt to install
them:

# apt-get install cupsys-client cupsys

Thiswill install both the client and server portions of the CUPS system. This should
be done on the machine which is to be the CUPS server.

Ipinfo

SYNTAX:
| pinfo -v

# | pinfo -v

net wor k socket

network http

net work i pp

net work | pd

di rect parallel:/dev/lpO

serial serial:/dev/ttyS1?baud=115200
serial serial:/dev/ttyS2?baud=115200
net wor k snb

The"Ipinfo -v" command lists the supported and available devices on the system.
The first word is the type of device; direct, file, network or serial.

The"direct" and "serial" devices are printers that are physically connected to the
machine, while the rest are all available over the network.

I[padmin
The Ipadmin command allows you to add, remove and configure printers.

Y ou can also use the web based configuration tool, by connecting to the following
URL from the local machine:

http://1 ocal host: 631/ admni n
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Adding a printer:

| padmin -p <printernane> -E -v <devi ce> -m <ppd>

Where "printername” is the name you wish to give your printer, "device" isthe
device as we discussed earlier, and "ppd" is the printer driver to use.

Y ou can find alist of PPD drivers on the CUPS site.
Examples:

Thisadds alocal printer, connected on the parallel port, and givesit the name
"deskjet":

| padmin -p deskjet -E -v parallel:/dev/lp0O -m deskjet. ppd

This adds aremote, network printer, on 192.168.1.22, and givesit the name
"|aserjet":

| padmin -p laserjet -E -v socket://192.168.1.22 -m | aserjet.ppd

Removing a printer:

| padmi n - x <pri nternanme>

Y ou can simply remove a printer by specifying the "-x" switch.
Example:

This removes our previously defined "laserjet" printer:

| padmin -x | aserj et




160 This page intentionally left blank




Chapter 9. Configuration of the
Kernel

The /proc filesystem:

The/ pr oc filesystem is a pseudo-filesystem, which acts as an interface to kernel
data structures. Most of it is read-only, but some files allow kernel variables to be
changed.

Y ou can use the cat command to view the contents of most files, and can use a
combination of echo and aredirect to set the values for files you wish to change.

As an example, we'll change the hostname of the system, at least as far as the kernel
is concerned.

Therelevant filein the /proc systemis/ pr oc/ sys/ ker nel / host nane.

debi an: ~# cat /proc/sys/ kernel/host nane
debi an

Aswe can seeg, the current value is "debian”; this is the name that we have given our
machine.

We can also verify this with the hostname command:

debi an: ~# host nane
debi an

To change the hostname to "something":

debi an: ~# echo sonet hi ng > /proc/ sys/ ker nel / host nane
debi an: ~# host nane

sonet hi ng

debi an: ~# cat /proc/sys/ kernel / host nane

sonet hi ng

Obvioudly, this change has only been made in the currently running kernel, and will
be lost when the system is next booted.
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excercise;

where would you set this value in order for it to become permanent?




Appendix A. Troubleshooting
Log files

If you encounter problems with arunning system, always remember to check the log
filesin /var/log first. Usually, very valuable information will be logged here, which
will hopefully allow you to more easily debug any problems that you might come
across.

It'susually agood ideato have at least one window open with atail -f

Ivar [log/messages command running at all times. This meansthat you'll be able to
very quickly spot any problems as they arise.

Common problems:

Lost root password:

1. Reboot the system; pressing Ctrl-Alt-Del from the console should achieve this
without causing and damage to the running system.

2. AttheLILO prompt, type:

| i nux init=/bin/bash

Thiswill cause the Linux kernel to boot, and drop you straight into a running
copy of the bash shell

3. When the system boots, it leaves the root filesystem in read-only mode. Once
the system'’s booted and you're in bash, type the following command to remount
the root filesystem as read-write:

nmount -o renount,rw -n /

4.  Now you can run passwd and ssimply enter your preferred new root password.

5. Now you can type exit and the system will return to multi-user mode, and you
should be able to log in as root with your new password!
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Troubleshooting LILO:

Aswe've mentioned previously, Debian makes use of the Linux Loader (LILO) as

the boot manager.

AsLILO hastofitinto avery small spacein thefirst part of the disk, it doesn't come

with very descriptive error messages.

If you attempt to boot your LIL O-enabled Linux system and are presented with a
partial LILO prompt, the following table will hopefully be able to help you track

down the cause of the problem:

display status description

L 00 i nternal error

L 01 illegal command

L 02 address mark not found

L 03 wite-protected disk

L 04 sector not found

L 06 change line active

L 07 invalid initialization

L 08 DVA overrun

L 09 DVA attenpt across 64k boundary

L OC invalid nedia

L 10 CRC error

L 11 ECC correction successfu

L 20 controller error

L 40 seek failure

L 80 di sk ti nmeout

L BB Bl GS error

LI t he second-stage boot | oader |oaded, but could not run
LI L the descriptor table could not be read
LIL? t he second-stage boot | oader | oaded at an incorrect addf
LIL- LI LO found a corrupt descriptor table
LI LO LI LO ran successfully

The following error codes usually indicate a problem with the physical hardware:

L 02, L OC, L 40

Y ou should attempt to reboot the system afew times and seeif this error is transient;

if not, it may be time to replace that disk!

The other "L ##" error codes usually indicate a problem with the BIOS and its

understanding of the device you are attempting to boot from.

ess
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A common cause of the "L 01" error message is as follows:

If your hard drive is not the primary master drive in the system (i.e. hda), then LILO
may fail to detect thiswhen it looks for thefirst (i.e., bootable) drive in the system.

Assuming that your drive is the secondary master (hdb), you can add the following
entriestoyour / et ¢/ 1i | 0. conf fileto fix the problem:

di sk
bi os

/ dev/ hdc
0x80

Once that's done, rerun the lilo command to install the new boot loader. The "0x80"
value isthe drive that the BIOS considers to be the first drive it detectsin the
system. Therefore, if you wished to boot from the second drive that the BIOS
normally detects during bootup, you would specify "0x81".

o If you can't boot from your hard drive because of aLILO error, use the
boot floppy that you created during the Debian installation process.

Some other LILO related problems could be caused by:

» not rerunning lilo following a kernel change

» installing and booting Linux from avery large (>2GB) partition you should
either make the partition smaller, or switch to using GRUB

» ingtalling an additional operating system, which overwrites the master boot
record, and thusLILO

» errorsinyourl il o. conf file

LILO comes with some intensive documentation, which is available on your Debian
system in the following directory:

usr/share/ doc/ il of
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Appendix B. Additional exercises:

Task One

Y ou look after a Debian server for a small company; apart from you, there are three
other people:

Billy Bob, your boss.
Jane Doe, the secretary and receptionist.

Joe Blogs, the sales rep.

Create login accounts for these three people, and generate good passwords for
them. Make sure that each user has their own UPG.

Lock Jane Doe's account.

Can you find out where the system makes a note of which accounts are locked?
[Hint: read the man page for passwd(5)]

Verify that each user has their own UPG; what command do you use to do this?

Now create adirectory called / honme/ shar ed. Make sure that Billy Bob and
Joe Blogs have read and write access to it. Jane Doe, however, should only
have read access. (It doesn't matter if everyone on the system has read access to
the directory).

Pretend that you don't know the passwords for the user accounts, and make use
of the su command to become the other users, and verify that they have the
correct access permissionsto the/ hone/ shar ed directory.

Now create a cron job, which runs at 08:00AM every weekday, which sends an
e-mail to Billy Bab, displaying the contents of the/ hone/ shar ed directory.

Now create an additional cron job, which backs up the contents of the

/ home/ shar ed directory into atar & gzipd file called

/ honme/ shar ed- backup. t ar. gz. Thejob should run every Friday at
6PM.

Which cron table did you edit to create the first cron job? Did you use the same
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one for the second cron job, or a different one?

Task Two

1. Usetheapt system to install the "zip" package.

2. Canyou find out where the bin files for this package have been installed? What
command did you use?

Now manually delete the bin files that this package install ed.
Does dpkg still think that the package is installed? Why?

Use dpkg to re-install the missing files.

©o g M~ W

Now use dpkg to remove the package completely.




Appendix C. Practical lab

Matthew west has created a practical lab that will test your knowledge of System
Administration. This can be downloaded from thislink [../images/saprac.tar.gz]

Thisis how to use the scripts:

1. extract the archive: tar -xzvf saprac.tar.gz
2. runthe"sabrk" to start the practical: ./nabrk

3. runthe"sachk" to check that you have successfully completed it: ./nachk



../images/saprac.tar.gz
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